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1.
Introduction
During Innsbruck meeting the document S2-040215 was not approved for e-mail approval due to the lack of time for a deep discussion of proposal. This present contribution catches major concerns present to the original document and proposes a revision of W-APN approval.
2. Discussion
Presently has been approved that in HSS during WLAN Authentication a user profile with data related to user subscription will be downloaded from HSS to the AAA server, even if the precise content is under discussion. 

A second element to be considered is the fact that the W-APN procedure is based on check of user credential and user subscription performed by Home network, but the AAA does not perform any check of the fact the user has been already successfully authenticated. 

Not, let’s suppose that a user has two subscriptions with HPLMN1 and HPLMN2. The user can use HPLMN subscription, i.e. the HPLMN1’s USIM for WLAN EAP-SIM/AKA authentication. Since the user has a regular subscription, he will be authenticated and so he can access to services. Then the user requests services using the W‑APN related to HPLMN2. The User resolve the HPLMN2’s W-APN, since is use a DNS to resolve the PDG and he received the Ip address of HPLMN2’s PDG. Then the W-APN start and it ends successfully, since for WLAN the user has been authenticated.

So this situation points out that:

· The user profile downloaded during WLAN authentication can be bypassed by present W-APN procedure (e.g. the WLAN does not check if the User is enable for tunnel so the WLAN accept the requests)

· the Home AAA does not perform any specific check about user subscription and about the fact that the user is already authenticated.
· The Visited AAA is not informed about the user request, so the user may contact a PDG which belongs to a different HPLMN in respect those used for WLAN authentication. 

3
Proposal

The following revision of section 7.9 is proposed.

7.9 W-APN resolution and Tunnel establishment

This information flow presents the generic message exchange necessary in order to resolve the selected W-APN and establish a WLAN UE-Initiated tunnel for Scenario 3 purposes.

As a prerequisite of these procedures it is necessary to perform the following:

1.
WLAN Access Authentication and Authorisation and provisioning of the WLAN UE's local IP address
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Figure 7.8. Example message flow to WLAN UE-Initiated tunnel establishment

When the user decides that he wants to access a service, the WLAN UE selects the W-APN network ID associated to the service requested by the user.  

A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.

2. Depending on internal configuration, the UE initiates W-APN resolution and tunnel establishment with a PDG in VPLMN.

Note: The configuration of the UE regarding W-APNs can be controlled by e.g. USIM Application Toolkit-based mechanisms.

2.1. UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator Identifier and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the VPLMN according to standard DNS procedures. 
If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case, the UE continues with step 3. 

2.2. The UE selects a PDG from the list received in step 2.1, and the establishment of an end-to-end tunnel is performed between the UE and this PDGs. The UE shall include the W-APN and the user identity in the initial tunnel establishment request.

2.3. During the tunnel establishment, the PDG contacts the 3GPP AAA server in the HPLMN via the 3GPP AAA proxy for authorization of the UE and to retrieve the information required for the mutual authentication part of the tunnel establishment. 
The 3GPP AAA server verifies that the user requesting the tunnel establishment has been already successfully WLAN Access Authorized. If not, the tunnel establishment request is rejected. 
If the UE is not allowed to use a visited-PDG to access the given W-APN, then the tunnel establishment shall be rejected by the Visited-PDG. 

If it is not possible to establish the tunnel with any of the PDG received from step2.1, or the tunnel establishment failure reason is that the UE is not allowed to use a visited-PDG to access the given W-APN, then the UE continues with step 3. 
2.4. The PDG and WAG exchange information (via the AAA Server and Proxy) in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG The details of this procedure are ffs.

3. Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the UE initiates W-APN resolution and tunnel establishment with a PDG in HPLMN. 

3.1. UE constructs an FQDN using W-APN Network Identifier and the HPLMN ID as the Operator Identifier, and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the HPLMN according to standard DNS procedures. 

3.2. The UE selects a PDG from the list received in step 3.1, and the establishment of an end-to-end tunnel is performed between the UE and this PDGs. The UE shall include the W-APN and the user identity in the initial tunnel establishment request.

3.3. During the tunnel establishment, the PDG contacts the 3GPP AAA server in the HPLMN for authorization of the UE and to retrieve the information required for the mutual authentication part of tunnel establishment. The 3GPP AAA server verifies that the user requesting the tunnel establishment has been already WLAN Access Authorized. If not, the tunnel establishment request is rejected. 
If the UE is not allowed to use a H-PDG to access the given W-APN, then the tunnel establishment shall be rejected by the Home-PDG
3.4. The PDG and WAG exchange information via the AAA Server and Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. This procedure is ffs.
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