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Discussion

Contribution S2-040129 at SA2#37 provided a description of W-APN resolution based on DNS mechanisms. In addition, this solution is capable to solve also the routing problem, if multiple VPLMNs are connected to the WLAN AN and scenario 2 traffic has to be separated from scenario 3 traffic in WLAN AN. During email discussions before the meeting it was proposed to add this solution as an option to annex C of TS 23.234, which deals with interworking architectures between WLAN AN and PLMN and contains already text on VLAN and compulsary tunneling.
The main idea presented in this contribution is to use some kind of “reverse NAT” in the VPLMN that maps the PDG address received in the answer to the UE’s DNS request to an address out of the address range of the VPLMN. Each PDG address is mapped to one VPLMN address (which may be a private address). For simplicity the VPLMN DNS proxy and the desired reverse NAT function are implemented on the same network element, e.g. on the WAG. Note, that the VPLMN has to know the PDG addresses of roaming partners anyway.
As the WLAN is directly connected to the VPLMN it can easily route scenario 3 traffic to the correct VPLMN where the destination address is mapped to the stored PDG address. Scenario 2 traffic goes to the default route configured in the WLAN edge router, i.e. to the Internet.
This approach requires no adaptations in the UE and in the HPLMN. Traffic separation in the WLAN AN edge router uses only standard routing techniques. The VPLMN has to implement the DNS controlled reverse NAT function. 
Proposal

We propose to add the described DNS approach as an optional solution of the WLAN AN/PLMN interworking problem to annex C of TS 23.234.
<<< First Modified Section >>>

3.3 Abbreviations
AP
Access Point

APN
Access Point Name

CCF
Charging Collection Function

CGw
Charging Gateway
DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System

FQDN
Fully Qualified Doamin Name
IP-SM-GW
IP Short Message Gateway
NAT
Network Address Translation
OCS
Online Charging System

PDA
Personal Digital Assistant

PDG
Packet Data Gateway

UE
User Equipment

WAG
WLAN Access Gateway

W-APN
WLAN APN

WLAN
Wireless Local Area Network

WLAN AN
WLAN Access Network

WLAN UE
WLAN User Equipment

<<< Next Modified Section >>>
Annex C (informative):
Possible interworking architectures between WLAN AN and PLMN 
C.1 WLAN shared by (or connected to) multiple ISPs and PLMNs

This is typically when a WLAN AN is owned by an independent entity such as a hotel and the owner allows subscribers of ISPs to use their WLAN AN by using the ISP network. However, WLAN AN owned by an ISP or a PLMN may also allow other ISP/PLMN subscribers to use the WLAN in a similar way.

In this situation, the WLAN AN may be connected to multiple ISPs and PLMNs in the layer 2 for scenario 3 as shown in Figure C.1.1. Another solution using DNS and NAT is described in C.2.3.
To this end, VLAN or other layer 2 tunnelling capabilities may be implemented in APs or access controller in WLAN AN in order to separate traffic of different networks.

The interface between the WLAN AN and the PLMN may be a Layer 2 tunnel, such as VLAN, Martini, or VPLS, etc. The WAG takes the role of the access router of the WLAN AN. This enables end to end tunnelling for scenario 3, even when the IP address of the PDG is not routable on the Internet.

The local IP address of a WLAN UE in scenario 3 belongs to the PLMN’s IP address space. So, all the packets to a WLAN UE shall pass through the PLMN.
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Figure C.1.1 Wn Interface when WLAN is connected to multiple ISPs and PLMNs

C.2 Routing packets from WLAN UE when WLAN AN is connected to multiple VPLMNs/ISPs and it provides direct Internet access
C.2.1
Separating traffic for different VPLMNs

When a WLAN AN providing direct Internet access has connections to multiple VPLMNs it is necessary to route all the users' non-Internet traffic to the correct VPLMN whilst Internet traffic is routed directly to the Internet. The VPLMN identity is known to the WLAN AN at initial user authentication/authorisation, since the AAA signalling is routed to that VPLMN, and the Access-Accept received from that VPLMN.

Therefore, for each VPLMN there must be a separate (logical) router in the WLAN AN which has a connection to that VPLMN and also to the Internet (note: this is a ‘logical’ router – it doesn’t represent a restriction on WLAN AN's physical architecture). This router will receive all the traffic from WLAN UEs that are authenticated through that VPLMN. We call this the “WLAN AN Border Router for VPLMN X”.

Various techniques could be used to ensure that all the WLAN UEs traffic is sent to the correct (logical) router, including:
· VLANs

A separate VLAN is defined for each VPLMN. The WLAN AN Border Router for a given VPLMN is only accessible from that VPLMN's VLAN. Appropriate RADIUS AVPs can be used to place the user onto a particular VLAN. On receiving this instruction, the WLAN AP performs VLAN tagging of all frames from the user. Since the WLAN AN knows the identity of the correct VPLMN at initial authentication/authorisation time, this instruction can be sent to the AP at this time.

As a result, all traffic from the user will be sent to the correct router.
· Compulsory tunnelling

Standard RADIUS AVPs are used to request the WLAN AP to establish a compulsory tunnel for the UEs frames towards the correct router. Again, this can be done at initial authentication/authorisation time.
Other techniques may also exist, but since there is no requirement for signalling from VPLMN to WLAN AN, the technique chosen is entirely a matter for the WLAN AN operator.

C.2.2
Routing the traffic

The WLAN AN Border Router for a given VPLMN must distinguish Internet traffic (which should be sent directly to the Internet) from non-Internet traffic (i.e. packets to PDGs – which should be sent to the VPLMN).

One way to achieve this is for the WLAN AN to recognise the addresses of PDGs. Traffic to a known PDG address is routed to the VPLMN and other traffic to the Internet. There are several ways the WLAN AN could discover the PDG addresses:

· Statically – HPLMNs inform VPLMNs of their PDG addresses and VPLMNs inform WLAN ANs of these addresses together with any VPLMN PDG addresses. The addresses are statically configured in the routing tables of the WLAN AN Border Router.

· Dynamically - using standard IP routing protocols – HPLMNs must advertise routes to their PDGs across the inter-operator backbone. VPLMNs simply pass these advertisements to WLAN ANs along with advertisements of their own PDG addresses.

Configuration or advertisement of these addresses into the WLAN AN does not make these addresses routable from the Public Internet.Only users who are Authenticated and Authorised 3GPP WLAN UEs will be able to send packets to the (logical) WLAN AN Border Router, so only these devices can send packets to the configured/advertised addresses. 

The above two approaches require that the addresses or prefixes configured or advertised are not also advertised over the public Internet. This is because although an address/prefix may be configured/advertised, there may be firewall rules or policies in the VPLMN which prevent packets being routed over the inter-operator backbone to that address. In that case, packets to that address would be dropped, meaning that any device re-using that address would not be routable at all from the WLAN UEs.

The solution is summarised in the figure below (assuming the VLAN option for dealing with multiple VPLMNs). Note that this is a logical view – the existence of two Border Routers with links to the Internet does not imply two physical elements/links.
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C.2.3
Separating traffic to different VPLMNs using a combined DNS/NAT approach
If the WLAN UE is associated to the WLAN AN and authenticated through EAP, it can access the Internet (scenario 2) or establish a tunnel to a PDG in the VPLMN/HPLMN to access 3GPP PS based services (scenario 3). Both scenarios must be enabled in parallel. The WLAN UE performs a DNS query to resolve a W-APN to a PDG address. This IP address is the tunnel endpoint in the PLMN. If the PDG resides in the HPLMN, it must be possible to route traffic to the PDG through the selected VPLMN. The combinded DNS/NAT approach as described in this chapter adds no requirements to the WLAN UE and HPLMN and uses only normal IP routing capabilities in the VPLMN.
The main idea is to use some kind of “reverse NAT” in the VPLMN that maps the PDG address received in the answer to the WLAN UE’s DNS request to an address out of the address range of the VPLMN. Each PDG address is mapped to one VPLMN address, which may be a private address, depending on the addresses used in the WLAN AN. For simplicity (no new protocol needed) and performance reasons the VPLMN DNS proxy and the desired reverse NAT function are implemented on the WAG. Thus, inside of the NAT is the HPLMN address space, outside is the WLAN AN address space.
As the WLAN is directly connected to the VPLMN it is aware about the VPLMN IP addresses and can easily route scenario 3 traffic to the correct VPLMN. The VPLMN maps the destination address of the IP packet to the stored PDG address and forwards the packet to the HPLMN. Scenario 2 traffic goes to the default route configured in the WLAN edge router, i.e. to the Internet.

The following figure shows the process of W-APN resolution and NAT in the VPLMN. The figure shows a local DNS server in the WLAN AN while it is also possible that the WLAN UE receives the address of a DNS server in the VPLMN by DHCP or during EAP authentication. If the WLAN UE wants to access a PDG in the HPLMN, the W-APN indicates the HPLMN and optionally the VPLMN, otherwise the W-APN indicates the VPLMN only.
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Figure X: DNS controlled reverse NAT procedure

1. WLAN access authentication procedure between WLAN UE and AAA server based on EAP.

2. WLAN UE retrieves PLMN list from WLAN and selects a preferred VPLMN.

3. WLAN UE gets transport IP address, local name server (optionally) and default router address via DHCP.

4. WLAN UE builds W-APN FQDN indicating VPLMN (optionally) and HPLMN and sends DNS request to local name server or directly to the name server in the VPLMN.

5. Local name server inspects W-APN FQDN and forwards DNS request to VPLMN name server. VPLMN name server is implemented together with a “reverse” NAT and probably a Firewall on the WAG.

6. VPLMN name server inspects W-APN FQDN and forwards DNS request to HPLMN name server through GPRS roaming network.

7. HPLMN name server resolves W-APN.

8. HPLMN name server responds to VPLMN name server with an address record of the W-APN.

9. VPLMN name server (acting as DNS Proxy) optionally changes the PDG address contained in the address record to an address of the WAG address space (this address may be a private address) and stores the mapping between the two addresses. The new address must be routable within the WLAN to the WAG. Changing the addressses may be an option configurable by the operator.

10. VPLMN name server responds the address record to local name server.

11. Local name server responds the address record to WLAN UE.

12. WLAN UE establishes tunnel to the address contained in the address record. This may be an address hosted by the WAG (otherwise it is the PDG address). This address is changed (“NATted”) at the WAG to the “real” PDG address.

C.3 WLAN AN exclusively owned by and connected to a single PLMN

This is when a PLMN operator installs its own WLAN AN without any connections to other ISPs or PLMNs. 

In this case, WLAN AN can be regarded as an extension of the PLMN’s IP network and no tunnel is required between WLAN AN and PLMN. The local IP address of a WLAN UE in scenario 3 belongs to the PLMN’s IP address space.
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