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1. Introduction
This contribution considers some of the 'FFS' items in the WLAN TS and proposes some resolutions. This is a revision of S2-040128 including also those issues consider by the author after the contribution deadline.
2. FFS items

Item 1) Section 5.2 includes the following:

"Additional access control principle for scenario 3:

Service Selection and authorisation: The solution shall include means for securely delivering service selection information from the WLAN UE to the 3GPP AAA server in the Home Network. The service selection information shall contain an indication of the requested W-APN to which access is requested. The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-APN against the subscriber profile retrieved from HSS. The 3GPP AAA Server selects a W-APN based on the requested W-APN and on the user’s subscription/local policy.

The service request shall be indicated by a tunnel establishment request from the WLAN UE to the WAG or PDG. The WAG or PDG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.

Editor's Note: Whether the request is sent to the WAG or to the PDG is ffs."

This issue has now been resolved. We propose the following amendment:

"Additional access control principle for scenario 3:

Service Selection and authorisation: The solution shall include means for securely delivering service selection information from the WLAN UE to the 3GPP AAA server in the Home Network. The service selection information shall contain an indication of the requested W-APN to which access is requested. The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-APN against the subscriber profile retrieved from HSS. The 3GPP AAA Server selects a W-APN based on the requested W-APN and on the user’s subscription/local policy.

The service request shall be indicated by a tunnel establishment request from the WLAN UE to the PDG. The PDG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.

."

Item 2) Section 5.5.2 describes the construction of the NAI realm name and notes that this description will be moved to Stage 2 documents in due course. It also notes:

"Note: Other mechanisms to retrieve a realm e.g. by having a realm configured in a R6 USIM are FFS."
This remains ffs as a Stage 3 issue and therefore we propose no action at this time on this item.

Item 3)  Section 5.6.1 includes:

"-
The Access Point Name (APN) concept defined in 3GPP TS 23.003 shall be used for WLAN interworking authorization (namely W-APN). In a service authorization procedure: 

-
W-APN selection and authorization is an end-to-end procedure between the WLAN UE and the HPLMN (the service authorization decision is made by the 3GPP AAA Server).

Editor’s note: the use of subscription information is FFS."
It's not really clear what this is intended to mean. Clearly, the 3GPP AAA server needs access to the subscription information in order to make the authorisation decision. We propose the following amendment:

"-
The Access Point Name (APN) concept defined in 3GPP TS 23.003 shall be used for WLAN interworking authorization (namely W-APN). In a service authorization procedure: 

-
W-APN selection and authorization is an end-to-end procedure between the WLAN UE and the HPLMN (the service authorization decision is made by the 3GPP AAA Server based on subscription information retrieved from the HSS).

"

Item 4) Section 5.6.1 also includes:
"-
The WLAN UE shall use W-APN to indicate to the network the service or set of services it wants to access.

-
The PDG selection is under control of the 3GPP Home Network. The selection is based on the requested W-APN and user subscription information. The mechanism to select the PDG by the home network is for further study. 

-
The PDG needs to know the authorized W-APN to select the external network, i.e. Wi interface.

Editor’s note: The definition of W-APN is for further study"

The definition of the W-APN now seems fairly clear from a Stage 2 perspective (it is defined above that the APN concept from TS23.003 shall be reused and the W-APN is to be an FQDN used in a DNS query. Further details are for Stage 3.

We propose to delete the above editors note.

Item 5) Section 5.6.3 states:

"5.6.3
External IP Network selection

The WLAN UE can connect to different IP networks, including the Internet, an operator’s IP network or an external IP network such as a corporate IP network. The user may indicate a preferred IP network with a requested WLAN Access Point Name (W-APN). The Requested W-APN may also indicate a point of interconnection to the external IP network (i.e. PDG).

A W-APN is indicated by the WLAN UE in the tunnel establishment procedure between the WLAN UE and an initial WAG or PDG (whether the request is sent to the WAG or to the PDG is FFS). It is then forwarded to the 3GPP AAA server (whether this request is routed via the 3GPP AAA Proxy is FFS). "

It has now been agreed that the tunnel establishment request is routed to the PDG and that the PDG contacts the AAA server in the same network. We propose the following change:

"5.6.3
External IP Network selection

The WLAN UE can connect to different IP networks, including the Internet, an operator’s IP network or an external IP network such as a corporate IP network. The user may indicate a preferred IP network with a requested WLAN Access Point Name (W-APN). The Requested W-APN may also indicate a point of interconnection to the external IP network (i.e. PDG).

A W-APN is indicated by the WLAN UE in the tunnel establishment procedure between the WLAN UE and aPDG. It is then forwarded to the 3GPP AAA server in the same network as the PDG.. "

Item 6)  Section 5.7.1 states:

"5.7.1
Principles

The WLAN UE initiates the establishment of tunnels and is involved in packet encapsulation/decapsulation. The tunnel shall be between the WLAN UE and the PDG. In the non roaming case, the PDG shall be in the Home PLMN; in the roaming case, the PDG may be either in the Home or in the Visited PLMN (both cases shall be supported).

 The following steps are performed after WLAN access authentication/authorisation:

1. W-APN resolution and discovery of the tunnel endpoint (PDG) IP-address is performed using the following procedures: 
 
-
Details of the APN resolution mechanism are FFS.

2. Tunnel establishment, including mutual authentication, shall occur between the WLAN UE and the PDG.
Note 1: Filtering attributes may be needed in order to enable the WLAN to enforce that the WLAN UE tunnels all traffic as required. Filtering attributes may be transmitted from 3GPP AAA Server to WLAN over the Wr reference point. The WLAN sets up appropriate packet filters.

Note 2: The PDG is described in section 6.

The tunnel establishment is not coupled to WLAN access authentication/authorisation. The WLAN UE may establish several tunnels in order to access several external IP networks simultaneously. The external IP network selection is performed as part of the establishment of each tunnel. 

Editor's note: Routing towards the Home PLMN in the Visited PLMN, as well as its impacts on the WLAN AN, are for further study."
An APN resolution mechanism has now been agreed. We propose to delete the note "- Details of the APN resolution mechanism are FFS."
Considerable time has been spent on the mechanisms within the VPLMN and WLAN AN required for routing and for policy enforcement. The conclusions are documented in Annex C. We proposed to delete the editor's note above.
Item 7) Section 5.10:
"A WLAN UE’s local IP address identifies the WLAN UE in the WLAN AN. In scenario 2, the WLAN UE's local IP address is assigned by the WLAN AN; in scenario 3, it can be assigned by a WLAN or by a PLMN (a VPLMN in roaming case and a HPLMN in non-roaming case). For the WLAN-assigned local IP address, which belongs to the address space of WLAN AN, there is no additional requirement on the WLAN. WLAN UE's local IP address allocation by the PLMN is for further study."
The allocation of the local IP address to the WLAN UE is a matter for negotiation between the WLAN and the VPLMN. Some further description is required here, since for Scenario 3, either the local IP address of the UE must be routable over the inter-PLMN backbone to the correct VPLMN or the VPLMN must deploy NAT functionality. It is proposed to briefly discuss this issue at this meeting and invite contributions to the next meeting.
Item 8) Section 7.1 states:

"Editor’s note: compatibility between scenario 2 and scenario 3 functional elements requires further study."

There do not appear to be any obvious compatibility issues between scenario 2 and scenario 3 functional elements – indeed there are no functional elements which are specific to Scenario 2. Either clarification on the issues requiring further study is needed, or this note should be removed.
Item 9) Section 6.2.3 includes:

"Editor’s note  : Clarification on the caching functionality is for further study."

However there is no reference to caching functionality elsewhere in the section. We propose to clarify it by removing the note. If there is a requirement for some caching functionality, whatever that may be, it can be brought in by contribution in the usual way.

Item 10) Section 6.2.5.1

"6.2.5.1
Routing Enforcement

Information regarding the selected PDG, including whether the PDG is in the HPLMN or the VPLMN is provided by the HPLMN to the VPLMN.

In the roaming case, the PDG information is delivered from the 3GPP AAA Server to the 3GPP AAA Proxy.

Within the VPLMN, policy enforcement information is delivered to the WAG.

Note: Whether information regarding one or all PDGs is provided will likely impact the signalling which supports the activation of a further W-APN. Delivering information of all valid PDGs may limit impacts on signalling for further W-APN establishment.

The policy enforcement delivered during initial authentication will be bound to a user’s AAA signalling. The WAG requires functionality to be able to securely bind this information to a user’s traffic.

Editor's note: It is FFS how this binding is achieved.

The binding of the policy to a user's traffic allows the WAG to drop un-authorized packets sent to/from a user."

In fact, Section 6.2.5 clearly describes the policing that the WAG will provide based on the unencrypted part of the user packets. This is sufficiently detailed for a Stage 2 specification – the exact details of the packet filters are a matter for stage 3.
We propose to delete the editor's note above.

Item 11) Section 6.2.5.3:

"6.2.5.3
Summary

Scenario 3 option requires new functionality to exist in the VPLMN, in the WAG. 

Two issues which are FFS are:

1. The detailed definition of the policy enforcement information delivered to the WAG (including between HPLMN and VPLMN)

2. How the WAG binds the policy enforcement to a user’s traffic.

Note: From a WAG perspective, the key differentiator is how the WAG binds the routing enforcement to a user’s traffic."

As noted above, further detailed definition of the policy enforcement information is for Stage 3 and does not need to be mentioned as FFS in the Stage 2 Technical Specification.

We propose to delete this section.

Item 12) Section 6.3.10

"6.3.10
Wi reference point

The Wi reference point applies to scenario-3.

This is the reference point between the Packet Data Gateway and a packet data network. The packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. the entry point of IMS, RADIUS Accounting or Authentication, DHCP.

Wi reference point is similar to the Gi reference point provided by the PS domain. Interworking with packet data networks is provided via the Wi reference point based on IP. Mobile terminals offered services via the Wi reference point may be globally addressable through the operators public addressing scheme or through the use of a private addressing scheme. When 3GPP network is provided for IMS, Wi reference point is used for policy control interface. It is ffs whether Wi or other reference point is used or not."
As well as being slightly confusing, this last statement is in contradiction to Section 6.2.6 which fairly clearly describes the PDG communicating with the PDF for policy control.

We propose to delete the last two sentences from the above section: "When 3GPP network … used or not."
Item 13) Section 7 indicates:
"Editor’s note: the following procedures are FFS:

-
Subscriber Selects WLAN network/HPLMN;

-
Subscriber Registers;
-
Subscriber Reselects WLAN/HPLMN/VPLMN;
-
Subscriber Activates First Data Tunnel;
-
Subscriber Activates Next Data Tunnel;
-
Subscriber Deactivates Data Tunnel;
-
Subscriber Deactivates Last Data Tunnel;
-
WAG requests deregistration;
-
PDG requests deregistration;
-
3GPP AAA Server/HLR/HSS requests deregistration;
-


3GPP AAA Server/HLR/HSS updates service information (if needed)."

Whilst a number of these procedures are in fact described in the ensuing sections, further work is needed in detailed information flows. In the absence of detailed proposals to this meeting, it is proposed to schedule an offline discussion to coordinate work on these procedures between companies so that complete flows can be presented at the next meeting.
Item 14) Section 11.9 includes a final step in the APN resolution process:

"2.1 The PDG and WAG exchange information (via the AAA Server and Proxy) in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The details of this procedure are ffs."

"3.4
The PDG and WAG exchange information (via the AAA Server and Proxy) in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. This procedure is ffs."
Aside from the ambiguity as to whether the 'details' or the whole procedure are FFS, the details of the information exchanged are a Stage 3 issue. The requirements for packet filtering at the WAG is described in 6.2.5. Discussion is required as to what further details require study in Stage 2, if any.

Item 15) Section 7.9.2:

7.9.1 Subsequent authentication

In the case that the user attempts a subsequent tunnel establishment to a different PDG, it should be possible to avoid repeating the full authentication process (for example, a shorter re-authentication process should be used). This is ffs in Stage 3 work.

Everything in Stage 3 is ffs as Stage 3 has barely started yet. It seems strange to pick out one issue. We propose to delete this sentence.
































































































