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1.
Introduction
During last New York SA2 meeting the W-APN resolution procedure described within document S-03437 was approved and included within TS 23.234 v.2.3.0.

This contribution proposes amendments to such procedure.
2.
Discussion
The W-APN resolution is based on Home Network Authentication assumption, since in WLAN authentication procedure, the UE is authenticated by the Home Network. This assumption is only partially true, since in roaming case the AAA of Visited network is the first entity which receives the authentication request by the UE and then it forwards such request to the AAA of the HPLMN. The EAP- SIM or EAP-AKA authentication handshake is performed between the UE and the H-AAA, but the Radius messages which carrying EAP are transported via the V-AAA which acts as a proxy.  At the end of the Authentication process the H-AAA communicates to the UE the success or failure of the process by using EAP message, but at the same time the H-AAA communicates to the V-AAA the success or failure of the process by means of a Radius message. Hence the authentication process is UE-HPLMN, but the VPLMN has to be informed about the result of the authentication process (e.g. with a RADIUS success message), moreover the V-AAA is passed through all RADIUS messages exchanged during the whole Authentication process.

The Authorisation procedure, i.e. the proposed W-APN resolution procedure does not follow the approach of authentication, in fact step3.2 states that “the establishment of end-to-end tunnel is performed between the UE and the PDGs”. Then after the end of the process, in step 3.4. the PDG exchange information with the WAG of the VPLMN.
The tunnel establishment procedure is performed by the UE and the H-PDG. The H-PDG retrieves authentication data from its H‑AAA in order to verify user credential. The tunnel establishment process ends with a success, so the tunnel is set-up from the UE via the WLAN AN/V-WAG/H-PDG. After that the VPLMN can apply filtering policy on the tunnel. At this point the VPLMN should be able :
· to keep a unique association between the Tunnel and the User Identity for charging purposes, e.g. the number of transferred Bytes during the session and the session duration are counted by the WL:AN AN, VPLMN and HPLMN shall be consistent and comparable.

· to apply enforcement policy differentiated according to the user identity, e.g. restrict the bandwidth available for specific user and at the same time for all user. 

· to deny or restrict specific access for example due to traffic congestion, work load, unavailability of services, acc.

Now let’s consider a case where the WLAN AN belongs to a WISP having an agreement with the VPLMN. Furthermore the agreement between WISP and VPLMN has being signed just to support scenario 2 services and not scenario 3, i.e. the UE in roaming in WLAN AN can have access to internet, but the W-APN resolution shall not supported. Clearly the UE may open a VPN tunnel with any equipment which is reachable via a public IP address, for instance also a H-PDG. In fact the end-to-end tunnel establishment procedure is based on standard procedure with an associated standard port, so if the WLAN AN firewall has not restricted policy for such request and there is not routing restriction towards the WAG, the procedure works and the VPLMN is not aware of such events and the UE is able to open an end-to-end tunnel with the H-PDG in any case, even if scenario 3 should be not supported. 

On the other side, if routing restriction policy are applied toward the WAG, the WAG is able to recognise that the tunnel comes from the WLAN AN of the WISP and that goes to the VPLMN, e.g. based on IP source address and on the IP destination address, so the WAG may block the tunnel, but the UE and the VPLMN will not received any information about action performed by the WAG and about the reason why the tunnel does not works even if the procedure has been terminated with a success.
Finally, the authentication process involved the AAAs of the WLAN AN, VPLMN and HPLMN, so after authentication the AAAs know that the user identify by the NAI (or by a temporary Identity) has been authenticated and he gets the access to the WLAN AN resources. At this point during the session the user requests a service by means of a W-APN which triggers the establishment of the end-to-end tunnel. The user id is newly verified, but if the assumption of a KISS (keep it simple and stupid) approach is kept, the step 3.2 and 3.3 are performed without repeating a whole SIM or AKA authentication process (unless SA3 will required it for security reasons). The V-PDG retrieves user data from the H-AAA, but presently the WAG does perform any additional checks. In step 3.4 the WAG receives the some data from the PDG possibly via the AAA according to a procedure which is for further study. In order to allow to link the tunnel data with the user id making a simple check, presently the only entity within the VPLMN which has such information is the V-AAA ,which has at least the information about the fact that a user identified by its NAI has got WLAN AN authentication and authorisation, and that a temporary Id may be assigned to the user.
At this point for step 3.4 the options are two:

1. Option 1:

a. The H-PDG sends a message to the V-AAA to inform the user identified by its NAI has established a tunnel (Tunnel_ID). The message may flow via the H-AAA.
b. The V-AAA verifies if the user has been previously authenticated successfully. If yes, the AAA sends the packet flow policy to the WAG and enable the accounting. If not, the AAA may refuse the connection and sends a message to the WAG to block the tunnel (tunnel ID) and to the H-PDG to inform it about the decision.
2. Option 2:

a. The H-PDG sends a message directly to the WAG to inform the user identified by its NAI has established a tunnel (Tunnel_ID). 

b. The WAG sends a request to the V-AAA to verify if the user has been previously authenticated successfully. If yes, the AAA reply positively sending the packet flow policy to the WAG and enable the accounting. If not, the AAA may refuse the connection and send a message to the WAG to block the tunnel (tunnel ID) . 

c. The WAG informs the H-PDG about the decision.

Comparing the two options, the first one has the advantage to have a lower number of round trips, since the AAAs are the first entities which are kept in touch. So the AAAs can immediately verify the user rights, if the user has been yet authenticated, thay have the association between the user Id, the tunnel Id, they may enable the accounting (e.g. send a start accounting message), ecc.
Furthemore the inclusion of step 3.4 within the end-to-end establishment procedure allows:

· to the V-PLMN to verify if the user has been already authenticated

· to the V-PLMN to build an association between the user Id, the tunnel Id for accounting purposes

· to the H-PLMN and to the V-PLMN to negotiate filtering policy. To the V-PLMN to decide which filtering policy can be applied according to network load, roaming agreement rules, ecc. To the H-PLMN to be guarantee about the policy applied. For a future extension for QoS including additional information in this exchange.

· In case the V-PLMN restrict the access the V-PDG is able to inform the UE about the cause of such event.

3. Conclusion

The conclusions of previous considerations are:

· To include step 3.4 as part of end-to-end tunnel establishment
· To modify step 3.4. in order that the information flows will be H-PDH/H-AAA/V-AAA/V-WAG

· To allow the V-PLMN to verify if the user has been successfully authenticated and to decide local policy, to get information to bind user identity and tunnel identification for accounting purposes.

· To allow the H-PLMN be informed and guarantee about the policy applied by the V-PLMN

4
Proposal

The following revision of section 7.9 is proposed.

7.9 W-APN resolution and Tunnel establishment

This information flow presents the generic message exchange necessary in order to resolve the selected W-APN and establish a WLAN UE-Initiated tunnel for Scenario 3 purposes.

As a prerequisite of these procedures it is necessary to perform the following:

1.
WLAN Access Authentication and Authorisation and provisioning of the WLAN UE's local IP address
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Figure 7.8. Example message flow to WLAN UE-Initiated tunnel establishment

When the user decides that he wants to access a service, the WLAN UE selects the W-APN network ID associated to the service requested by the user.  

A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.

2. Depending on internal configuration, the UE initiates W-APN resolution and tunnel establishment with a PDG in VPLMN.

Note: The configuration of the UE regarding W-APNs can be controlled by e.g. USIM Application Toolkit-based mechanisms.

2.1. UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator Identifier and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the VPLMN according to standard DNS procedures. 
If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case, the UE continues with step 3. 

2.2. The UE selects a PDG from the list received in step 2.1, and the establishment of an end-to-end tunnel is performed between the UE and this PDGs. The UE shall include the W-APN and the user identity in the initial tunnel establishment request.

2.3. During the tunnel establishment, the PDG contacts the 3GPP H-AAA server (via the 3GPP V-AAA proxy) for authorization of the UE and to retrieve the information required for the mutual authentication part of the tunnel establishment. The 3GPP H-AAA server verifies if the user requesting the tunnel establishment has been already successfully WLAN Access Authenticated. If not, the tunnel establishment request is rejected.
If the UE is not allowed to use a visited-PDG to access the given W-APN, then the tunnel establishment shall be rejected by the PDG. In this case, the UE continues with step 3. The procedure ends after the completion of step 2.4.
2.4. During the tunnel establishment, the PDG and WAG exchange information (via the AAA Server and Proxy) in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The PDG requests to the WAG to apply Filtering policy via 3GPP AAA server/proxy. The [3GPP V-AAA proxy or WAG] decides which packet filtering policy  could be applied by the WAG, according to local information, for example based on number of users, WAG used, roaming agreement policy, ecc. The e filtering policy applied are communicated to the V-PDG. 
NOTE: The usage of 3GPP V-AAA or WAG to negotiate the requested filtering policy coming from PDG and the detailed criteria is FFS
3. Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the UE initiates W-APN resolution and tunnel establishment with a PDG in HPLMN. 

3.1. UE constructs an FQDN using W-APN Network Identifier and the HPLMN ID as the Operator Identifier, and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the HPLMN according to standard DNS procedures. 

3.2. The UE selects a PDG from the list received in step 3.1, and the establishment of an end-to-end tunnel is performed between the UE and this PDGs. The UE shall include the W-APN and the user identity in the initial tunnel establishment request. The procedures ends after the completion of step 3.4.
3.3. During the tunnel establishment, the PDG contacts the 3GPP AAA server for authorization of the UE and to retrieve the information required for the mutual authentication part of tunnel establishment. The 3GPP H-AAA server verifies if the user requesting the tunnel establishment has been already successfully WLAN Access Authenticated. If not, the tunnel establishment request is rejected.

3.4. During the tunnel establishment the PDG and WAG exchange information via the AAA Server and Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The The [3GPP V-AAA proxy or WAG] decides which Filtering policy could be applied by the WAG according to local information, for example based on number of users, WAG used, roaming agreement policy, ecc. The filtering policy applied is communicated to the H-PLMN 
NOTE: The usage of 3GPP V-AAA or WAG to negotiate the requested filtering policy coming from PDG and the detailed criteria is FFS
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