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1. Introduction
At SA2#36 it was agreed to begin the W-APN resolution process for Scenario 3 tunnel setup using a DNS query for a W-APN-specific FQDN to identify a PDG address. Further information was requested on the DNS techniques required.

This contribution provides a description of mechanisms which can be used to prevent information relating to PDGs from being propagated to the public Internet. In fact the mechanisms required were described in S2-032947 at SA2#34.

This description is provided because it was thought at SA2#36 that it would be useful. In fact, in drafting the description it turns out that the techniques are standard ones already described, for example, in GSM-A documentation. It is questionable, therefore, whether it is in fact necessary to duplicate this information in a 3GPP Technical Specification.

2. Proposal

It is proposed to amend Section 7.9.3 and add an informative Annex as shown below:

************************** First Change *****************************

7.9.1 Use of DNS

It shall be possible to restrict the propagation of DNS information used for the above mechanism to DNS servers controlled by the PLMNs and to DNS servers available only to authorised 3GPP UEs (i.e. those UEs which have successfully connected to a 3GPP Interworking WLAN.)

It shall be possible to configure multiple PDG addresses against a single FQDN in a manner which allows the load to be shared across these PDGs.

Note: The above shall be achieved by standard DNS mechanisms – See Annex X..
************************** Next Change *****************************

Annex X (informative): Use of DNS for W-APN resolution

X.1
Propagation of DNS information
As described in Section 7.9.3, operators may wish to restrict the propagation of DNS information about WLAN Packet Data Gateways. For example, this information may be restricted to DNS servers controlled by PLMNs and to DNS servers accessible by UEs authorised by the 3GPP system.

Mechanisms are already defined which restrict propagation of DNS information from one PLMN to those PLMNs with which they have a roaming agreement. This is done for the .gprs domain as described in the GSM-A document IR.33 Section 4.3.1.3:

"In the case of inter-PLMN DNS interrogation, it is strongly recommended that:

· Only Iterative interrogation mode as defined in §4.3.1.1 should be used between GPRS operators' DNS servers

· A GPRS operator should respond only to DNS queries coming from roaming partners and should reject any other query. This would typically be done by protecting DNS servers from external accesses using a security system (such as a firewall), which allows only standard DNS protocols (DNS lookup 53/udp).

· A GPRS operator should respond only to requests concerning his own APNs, any other requests should be rejected.

· Ensure DNS servers are running an appropriately secure version of Bind (i.e. the DNS software) and are up to date with latest security patches.

Additionally, the following recommendations will help to improve the overall security in GPRS roaming environment:

· A GPRS operator should respond only to iterative queries

· Only requests of type A (name resolution), MX (for MMS) and NS should be used. Use of any other request type should be subject to prior bilateral agreement.

· Only normal domain name resolution queries should be used, i.e. reverse resolution should be subject to prior bilateral agreement."
The same mechanisms can be reused for DNS information related to WLAN PDGs.

As described in Annex C, mechanisms are required in the WLAN AN to ensure that 3GPP WLAN UEs which are authorised for Scenario 3 traffic are able to have packets routed into the correct VPLMN (and equally so that other (unauthorised) WLAN users do not have their packets so routed). Two approaches are possible for DNS services for these users:

· DNS servers provided by the VPLMN, or

· DNS servers provided by the WLAN AN

DHCP configuration may be used in either case to provide the UE with DNS server addresses.

In the case of DNS servers provided by the VPLMN, then clearly UEs which are not authorised for 3GPP WLAN access will not be able to access these (since such UEs cannot have packets routed into the VPLMN at all). In order to avoid the need to make Home Network DNS servers directly visible from the WLAN AN, recursive DNS queries can be used between the UE and VPLMN DNS server (i.e. the VPLMN DNS server performs onwards requests to other DNS servers to completely resolve the query before responding to the UE).

In the case of DNS servers provided by the WLAN AN, this server must be configured to resolve queries for the domain used for PDG addresses via the VPLMN DNS server. This could be an iterative or recursive resolution depending on agreement between WLAN AN and VPLMN.

X.2
Load sharing across PDGs

Standard DNS techniques may be used to share load across multiple PDGs serving the same W-APN. The simplest of these is known as 'Round Robin DNS' in which multiple IP addresses are associated within DNS to a single Domain Name.

Depending on DNS server implementation, a different one of these IP addresses is returned to each separate request, in a 'round robin' fashion, or the addresses are permuted so that a different one appears first. Clients should attempt to use the first address first.

************************** End of Changes *****************************

































































































