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Introduction

In SA2 #33, it was agreed to update TR 23.867 with text describing how the mobile without a UICC can generate an identity for the purpose of emergency calls in order for the call to proceed as a normal call. During the discussions, one company requested more time to study the proposal as to how security procedures can proceed in this case. This contribution addresses this issue in order to address the open issue in the current TR.  

Discussion

After successful attach and during the initiation of a call for non-emergency purposes, the mobile relies on the security procedures between the core network and itself in order to synchronize the security parameters to be used for the call. The security procedures consist of the Authentication procedure and the security mode command procedures. The Authentication procedure provides a means for the network and mobile to authenticate each other and synchronize their ciphering/integrity engines and result in a new security key set being generated at the network and mobile. The authentication procedure may or may not be used for a call depending on network implementation and the validity of the current key set at the mobile. When not used the mobile continues to use the last security key set generated through the last Authentication procedure, following the initiation of security procedure for the current call. The mobile indicates to the core network whether it has a valid security key set that can be used for the call in the initial signalling connection establishment message. The security mode command procedures trigger the start of the use of a particular ciphering and integrity key at the two entities. 

In the case of a UICC-less mobile, it is desirable that identical procedures be used for the call establishment in order to reduce the impact on the mobile and network. The use of an emergency IMSI has been introduced to achieve this. In order for call establishment to be identical in the UICC-less case, it is proposed that the security procedures be based on pre-defined parameters that are triggered by use of the Emergency IMSI identity. 

In a UICC-less case, the authentication procedure can be optionally applied with the two entities relying on a pre-defined challenge and response with corresponding security key sets, which will allow to enable the initiation of integrity/ciphering at the network and mobile. 

Proposal

It is proposed to edit the following text in sub-clause 4.2.1 of TR 23.867 as highlighted in yellow (primarily removing the FFS).

4.2.1
Emergency Calls in absence of UICC

When the UICC is not present or the UICC is not valid, the ME shall provide functionality of a UICC in order for the ME to obtain access to the GPRS system for emergency services, with the following default capability: 

- 
Be able to generate an Emergency identity containing two primary fields as follows and the capability to enable the authentication and security procedures.

-
One field, including a pre-defined tag (emergency PLMN identity (unique MCC + MNC);  editors note: MCC = 901, MNC = 008 have already been defined for use for emergency calls in GSM networks [4]) to identify the identity as being an Emergency identity. 

-
A second field, that includes an identity generated from the IMEI (Editor’s note: for example, the least significant 9 digits of the IMEI excluding the spare digit).
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Figure 4.1 Format of IMEI


Figure 4.2 Example construction of emergency identity

On receiving an attach request with the emergency identity, based on the emergency PLMN id the network routes the necessary information to a HSS entity of the local operator that will provide the functionality of a home network for this user. The HSS functionality should allow the other network elements to handle the UICC-less emergency call no different from the case of a normal call.
The HSS/AuC can provide pre-defined authentication vectors for the ME, matching the functionality of the normal UICC-HSS pair and allow security procedures to be mimicked for the call as in the normal call establishment case. Security procedures can then be initiated at the network and mobile through use of pre-defined security key sets for integrity and ciphering.
After successful attach, the mobile shall continue with emergency session establishment.
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