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Background

In order to ensure the functions of the PDF, and the flows generated for Gq are correct and complete, it is important to examine the data that is required for the operations. This contribution starts by examining the data required for the function “Revoke Authorisation” in TR 23.917.

Discussion

The function examined in this contribution is the Revoke Authorisation.

In section 7.4.5, it states that “The AF determines when a previous authorisation decision is no longer approved, and orders the removal of the previously authorised resources.”.

This section further states that “If the session changes at the Application Function, an update of the previous authorisation may be given to the PDF.”
In order to identify the data to be transferred in the messages for the revoke function, it must be clear exactly what revoke functionality is supported. 

When the AF terminates the session, the token will no longer be used, and all authorisations which include this token will be revoked.

If there are changes in the sessions, e.g. a stream is removed, the UE is expected to modify the PDP context, or the authorisation could be revoked using Go. In such a situation, the AF itself is not required to revoke the authorisation. Rather, the AF can provide updated policy setup information to the PDF. The PDF procedures would then result in either modification of the PDP context if the bandwidth needs to be reduced, or termination of the PDP context if terminated streams have not been removed. 

Thus, the only revoke functionality from the AF is for the token, and all associated authorisations.

In section 10.3, the AF requests the PDF to revoke the session including the token, and disable the gates. The sequence shows the GGSN disabling the gates, and terminating the PDP context. However, there is only one DEC message shown to the GGSN. It is not clear whether the PDF operation is to send two separate decisions (the CLOSE gate and the REVOKE) to the GGSN within the one DEC message. It is noted that there is only a DRQ response from the GGSN, which would be a result of the revoke decision. 

It is also noted that the PDF would normally perform some timing on revoke decisions to allow the UE to maintain a PDP context which may be shared with flows from other sessions by modifying the PDP context to remove the flows for the session which is being ended. In this case, the revoke DEC to the GGSN would be delayed, and then there does not seem to be any reason to send a gate disable with the revoke to the GGSN. If an immediate gate disable is required, it would need to be separated from the revoke decision to the GGSN.

The AF has the option of requesting a gate disable to be performed separately if it requires flows to be disabled immediately. Therefore, the AF has a mechanism to request immediate gate disable if it wishes without requiring this option in the revoke request. It is proposed that a message for “disable and revoke” request from the AF is an option for the stage 3 work to consider, and not a mandatory capability for Gq.

In section 8.7.2, it is indicated that the PDF may also be allowed to initiate revoke of the token. The operation would probably be the same as for an AF initiated revoke of the token. However, some other questions about the operation must first be considered.

The sequence shows the resources being removed before the application function is informed. This seems unreasonable since at this stage the UE has no knowledge of any impact to the application. This may result in additional UE operation due to the perceived failure of the network. Instead, it is considered that the PDF should inform the AF to revoke the authorisation. The AF may then initiate the appropriate session signalling at the same time as it initiates the actual termination of the stream. This option would allow for clean termination of the session, and appropriate modification of used bearers by the UE.

Proposal

Based on the above discussion, the following clarification is proposed for the revoke function.

The only revoke operation from the AF is the token authorisation:

When a session is ended, the token will no longer be used, and all authorisations which are tied to this token will be revoked. This operation will result in the removal of all bearers containing binding information including this token.

For any situation where the session is varied but the token remains valid, the AF will send updated policy setup information to the PDF. 

To revoke the token and all associated authorisations, the AF only needs to send a message to the PDF indicating which specific token is to be revoked.

In addition to the above revoke operations from the AF, the PDF can perform a revoke operation to the GGSN when the PDF receives updated policy setup information from the AF and determines that media streams for which authorisations exist have been modified/removed.

First amended section

7.4.5.1
Function description

The AF determines when a previous authorisation decision is no longer approved, and orders the removal of the previously authorised resources.

The PDF revokes the QoS resources when ordered by the AF. This results in removing the allocated resources in the Gateway.
The AF can revoke:

· Token
All authorisations related to this token, and gates associated with the authorisations are removed. The token will no longer be accepted from the UE. Any PDP contexts with binding information containing this token will be removed, if they are not modified by the UE to remove instances of this token from the binding information.

It is FFS in stage 3 whether a combined request to immediately close gates, and revoke the token (which may involve a time delay) is supported.

Note: If the session changes at the Application Function, the AF may update the policy setup information to the PDF. The PDF may revoke authorisations in the GGSN for PDP contexts carrying media streams which are removed where the UE does not modify the PDP context to remove such streams.
Next amended section

7.4.5.2
Gq Data exchange


For the revoke request, the AF will identify the token to be revoked.
There is no additional data required for the revoke request acknowledgement.
Next amended section

8.7.1
Revoke Authorization for the session, Application Function initiated

This procedure is used e.g. upon session release. The AF may separately request immediate disabling of the flow(s) for this sessions using the disable flow procedure. This capability may also be available as an option with the revoke token request.
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Figure 12:  Revoke Session Authorization, Application Function initiated

1) A trigger is received at the AF e.g. a session control message exchange, or an internal action at the AF triggers the need to revoke the authorization, or the AF received an indication of network resources removal and decides to revoke the authorization
2) The Application Function sends a message to the PDF to revoke the token.

3) The PDF when it is informed of the revocation, revokes the related QoS resources which had been previously authorised. The PDF also records that the associated token value is no longer used.


4) The PDF indicates the successful execution of the revoke indication.
Next amended section

8.7.2
Revoke Authorization for the session, PDF initiated

In this scenario the PDF initiates the release of the session. This may only happen in case the AF allows the PDF to revoke the service. If the PDF is allowed to revoke the service, this may happen for a number of reasons e.g. there is some time restriction. The PDF triggers the procedures in the AF to revoke the token.
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Figure 13:  Revoke Session Authorization, PDF initiated

1) The PDF decides the token and all related authorizations must be revoked
2) The PDF orders the AF to revoke the token
3) The AF may initiate session signaling related to the bearer termination.
4) The AF requests the PDF to initiate the revoke procedures for the token
5) The PDF revokes the related QoS resources which had been previously authorised. The PDF also records that the associated token value is no longer used. 
6) The PDF indicates the revoke of the authorisation to the AF.

7) 
Next amended section

8.7.3
Revoke for IMS Session release, P-CSCF is Application Function, P-CSCF initiated

One example of usage of the revocation flow above is at IMS session teardown. One IMS teardown possible scenario using the revocation flow is shown below.
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Figure 14: Example of information flow for IMS session release using GPRS, P-CSCF initiated
In this scenario, upon receiving SIP BYE the P-CSCF sends a message to the PDF to revoke the token. This indicates to the PDF that the token value needs to be released and all associated authorisations are no longer valid. The PDF then revokes the related QoS resources.

Next amended section

10.3
Session Release

The terminal may request that the session is terminated. This is illustrated below.
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PSS Revoke and Remove Resources

1) The terminal requests the termination of the session with the TEARDOWN message.
2) PSS server requests the PDF to release the token and associated resources. The PDF removes the authorisation for the media component(s) of this session.

3) The PSS server stops the server stream, and confirms the Teardown procedure to the terminal. The revoke operation to the GGSN may occur in parallel with the PSS session termination signalling.

4) PDF sends COPS DEC message(s) to the GGSN which identifies the PDP context(s) to be deactivated.

5) GGSN initiates deactivation of the PDP context(s) used for the PSS session, in case the UE has not already done so.

6) GGSN sends COPS DRQ message back to the PDF.

7) The PDF confirms the release of the resources to the PSS server.
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