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1. Introduction
This contribution describes the mechanisms needed to apply policy at the edge of the inter-PLMN backbone network for the end-to-end tunnelling case.
A separate contribution addresses the problem of packet routing – we assume that these mechanisms ensure that routing tables are correctly populated so that packets sent by the UE to the PDG can be correctly routed. This contribution then addresses policy that should be applied to those packets – for example some kinds of packets should be dropped at the WAG or other policy applied.

2. Why apply policy ?

The principle reason for applying policy is security. Included within this is the need to avoid packets from the WLAN disrupting service for other users of the inter-PLMN backbone (for example inter-GSN traffic or other WLAN users) – such a disruption of service would constitute a Denial of Service attack, and as such is a security issue.

3. Tunnel establishment

For any Tunnel Establishment mechanism there is a need to authenticate the user. This is true of both end-to-end tunnelling and tunnel-switching approaches.

User authentication necessarily requires the sending of at least two packets across the inter-PLMN backbone network in order to obtain the Authentication Vector from the Home Network. Thus any unauthenticated, unauthorised and generally unknown and untraceable device can cause inter-PLMN backbone traffic by requesting such authentication.

This is true not just for WLAN Tunnel Establishment, but also for initial WLAN Authentication, CS domain authentication, PS domain authentication and IMS registration. A common approach which can be adopted in all these cases is simply:

1. to limit the rate at which such authentication vector requests are sent over the inter-operator network, and

2. to segregate this traffic from other inter-operator traffic on the inter-operator backbone

The effect of any attack on these mechanisms is therefore limited to the gateway in the VPLMN. This is true both for Tunnel Switching and End-to-end tunnelling – it is only necessary that it is possible for the WAG to identify such traffic so that the above controls can be applied.
The above was also the conclusion of S2-032483, endorsed by SA3 in their liaison S2-033334.
There are further measures which are possible in the case of WLAN Tunnel Establishment which are not possible in the other examples mentioned above. This is because there does exist a prior relationship between WLAN terminals and the 3GPP network, by virtue of the initial WLAN Authentication and Authorisation step.

For example, at a cost of tightly coupling the Tunnel Establishment mechanism to the 3GPP WLAN interworking system, it would be possible to identify the source of packets sent to the WAG based on the keys derived during initial WLAN Authentication and Authorisation
. But this is only possible for packets sent directly to the WAG – it is not possible for packets which are intended to pass through the WAG, since this would open a Man-in-the-middle attack on the system. In the case of end-to-end tunnelling, this means such identification is possible for any UE<>WAG APN resolution protocol, but not for the Tunnel Establishment itself.
However, we should question why such mechanisms would be required for WLAN Tunnel establishment, when they are not required for CS domain authentication, PS domain authentication, WLAN authentication and IMS Registration.
4. Tunnel data

By a similar argument to above, the rate of Tunnel Data traffic admitted to the inter-PLMN backbone through a given WAG should be limited so that it does not disrupt other inter-PLMN backbone traffic (e.g. inter-GSN traffic).

However, the normal rate for this traffic will obviously be much higher than for Tunnel Establishment traffic. As a result it still poses a greater risk to the inter-PLMN backbone.

Following Tunnel Establishment signalling, it is possible for the home PDG to identify individual flows of Tunnel Data packets based on IP header information (this must be true because the PDG at least needs to be able to decide which decryption key to apply to the rest of the packet!).

We propose that, by default, Tunnel Data packets are blocked at the WAG by means of simple firewall rules (or more specifically, anything which does not appear to be a Tunnel Establishment packet is blocked!).

Once Tunnel Establishment is complete, we propose that the Home Network should supply the Visited Network with appropriate packet filters which can identify the Tunnel Data traffic associated with this user. These can be used to open a path through the WAG for this specific traffic. These filters can be provided within AAA signalling.
This mechanism greatly limits the ability of users on the WLAN to send Tunnel Data traffic on to the inter-PLMN backbone. The only possibility is the unlikely event that a malicious user obtains the packet filter information and spoofs packets which match this. These packets would be rejected by the PDG and in all likelihood the connection taken down before any noticeable disruption to other inter-PLMN backbone traffic occurs. The result is a Denial of Service attack against the single user whose packet filter was discovered. But we note that there is a much easier DoS attack possible simply by swamping the WAG, or the access link towards the WAG with traffic – protecting against the more complex attack is therefore of limited value.
5. Conclusion

We conclude that allowing tunnel establishment messages to traverse the inter-operator backbone is no different from allowing CS/PS/WLAN authentication vector requests across the same backbone or indeed allowing IMS REGISTER messages to traverse networks.

In all these cases, this traffic must be classified and metered to prevent it from disrupting other users of the inter-PLMN backbone.

Further we suggest that there is little value in applying further complex restrictions to such traffic.

Finally, we propose that once Tunnel Establishment is complete, packet filters for the individual user's Tunnel Data traffic should be passed to the VPLMN, in order that a path for that traffic on to the inter-PLMN backbone can be opened.

Annex
-
The problem of NAPTs

We must suppose that there may be NAPT(s) in the WLAN AN. The source address that the WAG sees in incoming packets may therefore be the 'outside' address of a NAPT.
In the case of  'symmetric NAPTs', bindings are based on all 4 of the Source Address/Port and Destination Address/Port of packets traversing the NAPT. This means flows from a single user inside the NAPT to different destinations outside the NAPT will use separate bindings. They potentially have different Source Address/Ports on the outside of the NAPT.
As a result:
· the 'outside' Source Address used may be re-used for packets from other users as well, with different Source Port numbers. So, the Souce Address seen by the WAG does not identify the user on its own
· if the same UE sends another packet with the same Source Address/Port to a different Destination Address/Port then the NAPT will allocate a new binding for this flow. The outside Source Address/Port of this new flow may be different.
So, for example, if the WAG sees an APN resolution request from a particular Source Address/Port there is no guarantee that a subsequent Tunnel Establishment request from the *same UE* will have the same Souce Address/Port.
Further, unless we specify otherwise, address spoofing may be possible in the WLAN AN. This means that another user could spoof the Source Address/Port of a different terminal. Even if we specify anti-spoofing measures which link IP addresses to MAC addresses, MAC address spoofing is also fairly easy.
The above issue reflects the fundamental point that it is not the purpose of IP Source Addresses/Ports to identify the sender of a packet. The Internet Protocol does not provide reliable identification of the sender. By contrast, the purpose of the Source Address in an IP packet is to indicate the address to which the sender would like responses to be sent. In cases where the sender does not care where responses are sent, the Source Address means nothing – this is particularly the case for most DoS attacks.
































































































� Note that it is not possible to identify the source of a packet based on it's source IP address due to the possible existence of NAPTs and/or IP address spoofing. This problem is described in more detail in the Annex.





