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Preface

One of the final sections of the Push TR 23.976 that remain open is the section on Push with Dynamic IP Address Assignment. RIM realize this topic has been the subject of much discussion and controversy during the development of the Push TR 23.875. We do not wish to engage in yet another long discussion on this topic, but it is necessary to come to some conclusion on the issue. It is primarily this issue which resulted in 23.875 remaining inconclusive and lead to the creation of 23.976. Our hope with presenting this proposal is that we will be able to conclude this issue by the end of 2003 or early 2004 and thus conclude the work on the Push TR 23.976.
Introduction

This paper describes a method for Network Requested PDP Context Activation (NRPCA) when Dynamic IP addressing assignment is in use. The method proposed is a variant and simplification of the method described in 23.875 Push TR section 7.2. 

Currently in the 3GPP specifications there is no method  available for the network to open a PDP Context to a UE. When a UE is attached to a 3G network (and is not using IMS), the only way to initiate a PDP Context from the network side is to send an SMS message to the mobile indicating it open a PDP Context. This is based on the Internet model where clients initiate connections to servers such as when a user on a PC opens a URL. By contrast the largest global network, the global telephone network, is also the largest Push network, where incoming calls are activated on mobile handsets and telephone stations. Sending a fax is essentially pushed data over a circuit-switched connection. Bringing a push data mechanism to 3G data will give 3G networks a feature that is different from the land-line Internet, and open the possibilities for a wide variety of push applications.

The objective is to design a procedure that allows a Push Function to submit to a GGSN a request to Push data to a mobile when there is no known PDP Context active to the destination mobile. The method described requires the Push Function to know a User-ID, which is a globally unique name identifying the destination user or user and mobile. Using the User-ID the Push Function does not need to be pre-configured with specific network addresses or identifiers such as the MS-ISDN, IMSI, or static IP address. The Push Function also can receive a confirmation from the GGSN indicating a success or failure of its Push Request. A second  major objective is to provide a solution that offers minimum changes to the GGSN, SGSN and UE protocols, and that uses minimum signalling between infrastructure components.

Proposal

The architecture supporting Push services and using NRPCA is shown in the following diagram;
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Figure 1. Architecture for NRPCA with Dynamic IP Addressing supporting Push

Address Resolver

The Address Resolver (AR) is a new component not currently part of the 3GPP architecture. The Address Resolver maintains a table or database of names and corresponding network addresses (IP or IMSI). For the discussions on push we use the term User-IDs to mean a name. Network addresses may be IMSIs and/or IP addresses. The main purpose of the AR is to resolve a User-ID to a network address. This will allow a Push Function to submit a Push Request to the GGSN using a User-ID name, when the IP address to a UE is not known. The Address Resolver isolates the network addresses from the User-IDs used in public or third party servers to address a user or mobile. If the user changes he/her mobile device the change in IMSI is reflected in the AR tables and does not need to be published outside of the PLMN. For PDP Contexts using dynamically assigned IP addresses the AR maintains the currently assigned IP address for the User-ID. The Address Resolver may be implemented using DNS.

If the User-ID in the AR does not map to an existing IP address the GGSN must initiate NRPCA procedures to activate a PDP Context. The exchange of messages between the Push Function and GGSN occurs across the Gi interface. The Gi interface is not defined by 3GPP specifications, but is primarily an IP interface where the GGSN and peer server (in this case the Push Function) exchange IP packets. Currently the Push Function (based on WAP Push Proxy Gateway mechanisms) must maintain a table of User-ID to IMSI/MSISDN/IP addresses in order to push data to a UE/MS. When the IP address of a UE is not known the Push Function must use the IMSI or MSISDN to send an SMS message (Session Initiation Request) to the UE, requesting it to initiate a PDP Context Activation. The Address Resolver allows the Push Function to initiate a PDP Context to the UE using the GGSN over the Gi interface and is not dependant on SMS and does not need to know the IMSI or MSISDN values for the mobile device. 

In the context of supporting a Push Function the AR would be queried by the Push Function to determine if a given User-ID has an assigned IP address. The ability to query the AR can be useful not only for a Push Function but for other entities within and possibly outside of a PLMN, such as a Presence Server, or third party application server. Therefore we suggest the AR be defined as a generic function/service and not restricted to support only Push Services or NRPCA. An AR Query message is not defined in this document.

It is assumed the AR is pre-configured with the User-ID and corresponding IMSI values, therefore these fields are indicated as mandatory. The IP Address may or may not be present based on the existence of a PDP Context. In the case of a statically assigned IP address the IP Address field would have a permanent value in it corresponding to the static IP address.

	Address Resolver Table

	User-ID
	IMSI
	IP Address

	Mandatory
	Mandatory
	Based on availability


A User-ID may be any globally unique identifier that can be mapped to a mobile user or device. Typically a User-ID would be a Network Access Identifier as defined in RFC2486 in the form of user@realm. It may also be an MS-ISDN/E.164 value. The User-ID may also be a proprietary value managed by the operator or third party application server.

Network Requested PDP Context Activation with Dynamic IP Address Assignment

When the GGSN receives a request to send a message to a UE that does not have an existing PDP Context, it can initiate a PDP Context using the following message exchange sequence.
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Figure 2. NRPCA using Dynamic IP Address Assignment

The sequence of events is explained for each step shown in the diagram.
1. The PI sends Push-Message with User-ID to the PF. The Push-Message is defined in the WAP Push Access Protocol specification and is outside the scope of this work.

2. The PF validates the User-ID and PI relationship and sends a Push Request message to the GGSN. (The Push Request contains the User-ID and PF APN, the Push Request message format is TBD.)

3. The GGSN queries the AR using the User-ID to lookup the IMSI and IP address. The AR maintains a table of User-ID to IMSIs and IP addresses (depending on the existence of a PDP Context to the UE). If the IP address exists the AR executes step 3a. If no IP address is assigned for the User-ID the AR returns the matching IMSI to the GGSN. The GGSN queries the HLR as described in step 3b. 

3a. If the GGSN is returned an IP address assigned to the User-ID, it responds with a Push Confirm message to the Push Function containing the IP address of the existing PDP Context. (The format of the Push Confirm message is TBD.) The push data can then be transmitted using this IP address and the Push Function proceeds to step 11. 

Note: the presence of an IP address in the AR table does not necessarily imply an existing PDP Context. If the UE uses static IP addressing the AR would have a permanent entry in its table for that UEs User-Id, but the UE may not have an active PDP Context at the time the Push data is sent to the UE. In this case NRPCA using static IP addressing procedures as defined in 23.060 section 9.2.2.2 would be executed at step 11.

3b. Using the IMSI matching the User-ID, the GGSN obtains routeing information for the UE by issuing Send Routeing Information request to the HLR. The HLR returns the address of the SGSN to which the UE is currently attached. 

4. The GGSN sends a PDU Notification Request to the SGSN identified in step 3b with a null IP Address. The PDP Notification Request contains the fields; IMSI, Tunnel Endpoint Identifier Control Plane, End User Address, APN, GGSN Address for Control Plane, and Private Extension. An extension to 29.060 is required to allow the End User Address (PDP Address) to be null, indicating the UE is to request a dynamically assigned IP address.

5. The GGSN receives a successful PDU Notification Response from the SGSN.

6. The SGSN sends Request PDP Context Activation (TI, PDP Type, PDP Address, APN) to UE, with a null PDP Address.

7. The UE sends Activate PDP Context Request to the SGSN with the null IP address and APN obtained from the Request PDP Context Activation.

8. The SGSN sends the selected GGSN (GGSN’) a Create PDP Context Request (GGSN selection is determined by rules defined in 23.060 Annex A). The GGSN obtains a dynamically assigned IP address (eg from a  DHCP server, Radius server or address pool).

9. After successful PDP Context creation the SGSN sends Activate PDP Context Accept to the UE with the assigned IP address.

10.The GGSN passes to the AR the IP address, IMSI and User-ID for the newly created PDP Context. Allowing further Push Requests to this User-ID to use the existing PDP Context.

10a. The GGSN sends a Push Confirm message to the PF with the newly assigned IP Address.

11. The Push Function sends the push data in IP packets using the IP address from the Push Confirm.

Discussion of Proposed Solution

This solution introduces two new messages operating between the PF and the GGSN. The Push Request message carries the User-ID from the PF to the GGSN and the Push Confirm message carries the assigned IP-address to the PF. Once the IP address is assigned the GGSN receives IP packets (T-PDUs) from the PF with push data for the destination UE. If the network is unable to create a PDP Context to a User-ID destination the Push Confirm message would return to the PF with a null IP address.

The SGSN would require a change to allow the acceptance of a PDU Notification message with a null IP-address and generate a Request PDP Context Activation message. Legacy SGSN’s should ignore a PDP Notification Request with a null IP address from the GGSN (step 4) or return an error response to the GGSN (to be verified).

UEs supporting this procedure would be required to recognize the null IP address contained in the Request PDP Context Activation (step 6) as an indication to create a PDP Context activation. Under the current procedures in 23.060 an SGSN should not send a Request PDP Context Activation message to a UE/MS that does not have a statically assigned IP address. 

Error scenarios have not been shown but are similar to those described in 23.060 for Unsuccessful NRPCA.

During PDP Context Deactivation, initiated by the UE or Network, an Update AR message would need to be sent from the GGSN to the AR to remove the IP address associated with the User-ID from the AR database. At the same time a Push Confirm message with a null IP address for the User-ID would be transmitted from the GGSN to the PF indicating the previously assigned IP address is not longer valid.

The proposed solution provides minimum changes to the GGSN, SGSN and UE logic and offers a more generic interface to address UEs using a User-ID rather than requiring a network address.

Conclusion

We solicit comments from 3GPP members regarding this proposed solution. Once all technical issues are addressed we intend to propose this solution to be included in 23.976.
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