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1 Introduction

There has been publicity recently regarding GPRS overbilling attacks (on pre-R99 networks) and various GSM networks are known to have been victims of such attacks. The GSM-Association have produced an analysis of these attacks and identified the mechanisms involved [1] and have drawn this to the attention of SA3 [2] together with a possible solution [3] requiring synchronisation of GGSNs and Firewalls over the Gi interface. 

While in many cases the attacker does not necessarily gain either financially or obtain any services from the network operator, these attacks potentially affect the integrity of the operator’s network.

2 Problem description

The essence of the GPRS overbilling problem is that an attacker can send unsolicited data to a GPRS customer. This data is then billed to the customer. There are various different guises that these attacks can take.

1. Simple flooding. In this attack, the malicious party simply sends a stream of unwanted data to a GPRS customer. The unwanted data is chosen so that it will not have any visible effect when it reaches the GPRS customer device, however the operator will still bill for the data. In order to carry out the attack, the malicious party needs to be able to initiate a session between either a GPRS terminal or a host device on the Internet and the victim GPRS terminal. In order for the malicious party to do this, they first have to guess the IP address of the victim terminal (if the GPRS terminal IP address is a public address) or the IP address and port number of the victim (in the case where the GPRS terminals have a private IP address allocated and the network is using port address translation to make the terminal accessible from the internet). Neither of the above represents a serious obstacle to someone wishing to launch such an attack.


2. Misbehaving server. The victim connects to a malicious server that sends unsolicited packets within the requested packet flow. For example, the server could send a duplicate of every packet to the victim doubling the data volume downloaded. In this scenario, the GPRS victim connects to an Internet site to access or download some data. The Internet server hosting the site sends back more data to the GPRS subscriber than the subscriber would reasonably expect. This may happen as the result of malicious intent on the part of the server owner or, in some circumstances, by accident as a result of errors in the server.


3. Unclosed sessions. The victim is flooded using TCP connections pre-established by a malicious party. The malicious party first opens TCP connections from a GPRS terminal to a malicious server. The malicious server then uses those connections to send unsolicited packets to an arbitrary victim. The attack is designed to enable the malicious party to circumvent the firewall security that a network operator puts between their GPRS network and the internet and that prevents the simple overbilling attack 

3 Discussion

SA3 discussed this topic at their recent meeting 6th - 10th October. The discussion highlighted the possibilities either of developing a 3GPP protocol to enable synchronisation between the GGSN and any external firewall, or to encourage the development of a suitable solution by a body outside of 3GPP, then adopting and integrating this solution within 3GPP standards. Discussions will continue by e-mail.

In support of this latter approach, there has been increasing interest over the last year within the IETF regarding firewall synchronisation, especially with respect to the use of SIP and Mobile IP protocols. Stateful packet inspection or stateful packet inspection firewalls are possible solutions.

There may be complementary approaches that can be adopted with R99 networks and beyond; for instance it may be that the TFT or SBLP can assist in blocking such attacks, especially in relation to blocking unwanted data over the GPRS network and the radio access network. This is not, however, currently practical for pre-R99 networks.

Developing enhancements to the standards to address this problem is, however, a long-term solution and more practical, short term, solutions are currently being deployed by operators to prevent such attacks.

4 Proposal

The purpose of this contribution is to draw the attention of SA2 to the potential attack mechanisms that have been seen, such that these can be taken into account when developing architectural solutions. This is especially relevant to the development of charging solutions and policy control architectures and to facilitate discussion on whether SA2 needs to consider a Work Item to consider the architectural aspects of solutions for preventing such attacks.
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