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1. Introduction

The W-APN resolution is one of remaining issue to complete the TS 23.234 v2.0.0; some information are already in the TS in Annex E. The contribution aims at adding analysis to the W-APN resolution comparison and propose a solution and its changes in the TS.

2. W-APN resolution with EAP flows

Two solutions are proposed in the TS: UE DNS client and WAG DNS client. As a reminder, a third solution would be to provide the WAG or PDG address using EAP-AKA/EAP-SIM authentication but has been unselected because:

· as furthermore SA3 recalls it in the LS Tdoc S2-033333: 
“ Finally, it should be noted that as an alternative it might be possible to deliver the IP address of the PDG or WAG to the UE using EAP-AKA authentication instead of using DNS. However, it is recognised that it is far from trivial to pass additional information in EAP and at the moment, SA3 see no way to provide such information in EAP-SIM or EAP-AKA. If EAP-SIM/AKA were extended to carry the Home PDG address, then this would work in any environment in which EAP-SIM or EAP-AKA would work. It should be noted that this will not hide the IP address of the tunnel endpoint, it will only make its discovery inconvenient.” 

This solution will mean to extend current EAP-SIM/EAP-AKA definitions to add the service authorization information.
· The WLAN SA2 work leads to specify “the service authorization should, as far as possible, be independent from WLAN access authentication and authorization”, due to:
·  the multiple service authorizations must be possible
· a service authorization may not necessarily happen in the same time and it would mean to define an only EAP-SIM/EAP-AKA service authorization procedure 

· This solution would mean the WAG address would be delivered because:
·  the PDG address being linked to W-APN, e.g. service, and all services can not be offered by the same PDG (it would mean to introduce default PDG notion, which has been rejected)
So the solution was not in line with PDG address DNS resolution by UE (UE DNS client) and induce to contact the WAG to resolve a PDG address/W-APN mapping.
Even if currently the WLAN SA2 session didn’t choose the third solution as an stand-alone solution, in fact it more corresponds to a solution in case of the tunnel switching solution to resolve WAG address and establishes a tunnel to WAG; but this solution may be a solution part for WAG DNS client. 

Indeed for the WAG DNS client solution, it is an alternative to the WAG address resolution with DNS (first step of WAG DNS client) and its advantages are:
· the WAG address resolution is not performed through a DNS server which may be in the WLAN, and may be untrusted (5.2.3 of TR 22.934 V6.1.0)
· it contributes to a complete protected service authorization (this may be understood as required in TS 23.234 v1.15.0 at 5.6.1 by “Service authorization information shall be protected”); with DNS solution, the WAG address resolution is not protected. It was also underline in LS Tdoc S2-033333 from SA3: “As well as protecting the DNS servers themselves, the communication between the UE and the DNS server has to be secure from modification by an attacker e.g. through the use of 802.11 security on the air interface and network security between the AP and the DNS server.”

· it enables to control at network side (H-PLMN or V- PLMN) the allocated WAG; it is an easy way at network side to do intra-WAG or inter-WAG load balancing

Some disadvantages are:

· EAP-SIM and EAP-AKA need to evolve; but as those are in a draft status, the evolution will not lead to previous version incompatibility and so it is possible

3. W-APN resolution comparison: UE DNS client and WAG DNS client

3.1 UE DNS client solution

The UE DNS client solution advantages are:

· It is a light solution: need only two steps (if services in HPLMN): DNS PDG address resolution and tunnel establishment (no intermediary exchange to provide W-APN)

· W-APN resolution is transparent to WAG

The UE DNS client solution disadvantages are:

· Need three steps, if services in VPLMN-PDG: because if the tunnel establishment request is refused, it will slow the service initialisation phase
· If DNS in WLAN (if this kind of deployment is chosen), WLAN must configured and insured that the DNS resolution will be performed with HPLMN DNS: 
· this feature is not obvious because the WLAN may be untrusted (requires in 5.2.3 of TR 22.934 V6.1.0) and does not follow SA1 requirement which is as less as possible requirement for the WLAN (6.1 of TR 22.934 V6.1.0: ”Interworking between WLAN and 3GPP system should pose as few 3GPP specific requirements to WLANs as feasible”)
· DNS resolution through HPLMN DNS is not protected:
·  it may be modified by a hacking entity in the WLAN when crossing the WLAN ( see LS Tdoc S2-033333 from SA3: “As well as protecting the DNS servers themselves, the communication between the UE and the DNS server has to be secure from modification by an attacker e.g. through the use of 802.11 security on the air interface and network security between the AP and the DNS server.”   
· some entities in WLAN (and the Internet) may carry out DNS resolution of any PDG addresses: PDG addresses are publicly viewable. The LS Tdoc S2-033332 from SA3 says: “. No issues were raised in SA3 with the suggestion in SA2's liaison that a PDG address on GRX could be made visible and accessible to specific authorised UEs.”, as WLAN may be untrusted, the SA3 requirement: specific authorized UEs can not be fulfilled 
· UE WLAN IP address is unknown at the first tunnel establishment request: 
· other entities in WLAN (UEs, hacking local authenticated entities, …) may performs simultaneously a PDG attack and disturbing services from PDG, GGSN when in same backbone with PDGs, … (the whole entities over the backbone which have no Qos management in this one). It means the service for the whole PLMN users may be disturbed
· How the WAG will know WLAN IP address 1 = UE 1 one: any UE will be able to send data to PDGs and over GRX?
· A WLAN authenticated UE with a hacking behaviour may DoS attack all the PDGs corresponding to the services it has subscribed (see below DoS attack use case explanation)
· To open a systematic tunnel with the H-PDG means if this one is out-of-service, the UE will not access to the V-PDG services
· Tunnel establishment in HPMLN if services in VPLMN will generate billing charges for the operators (if GRX billing model is a data load billing). A hacking UE (IP address spoofing) would be able to generate billing charges over the GRX.
· In the roaming case and charging in the WAG: a hacking UE (IP address spoofing) may induced WAG charging and GRX charging for this UE. Requirement 1 in Annex E.1 of TS: “Packets are not routed onto GRX from a UE which has not been authenticated by the 3GPP system” can not be fulfilled
· How the requested W-APN to selected W-APN redirection is carried out, is more difficult: need two tunnel establishments and  the selected W-APN must correspond to a PDG
DoS attack use case:

If 100 UEs have subscription for 10 W-APN with 1Mbps for each one. If those UEs have hacking behavior, they can bombard a same PDG, each one with 1Mbps packet flows of tunnel establishment (even if the WAG does rate matching per UE per W-APN at 1Mbps): if the PDG is dimensioned for 30 W-APN service at 1 Mbps, the PDG services will not be insured, the PDG will be overload.

3.2 WAG DNS client solution

The WAG DNS client solution advantages are:

· PDG addresses are not publicly viewable

· DoS attack will just disturb the corresponding WAG (or all the WAGs but not the other services (GPRS/UMTS ones) and entities in the backbone

· Enable to introduce, in R7 for instance, VPLMN UE-Transparent Tunnel Endpoint (VUTTE) which waseliminated in R6; it will need less new specifications, the WAG will have the W-APN the UE wants to be connected to establish the UE-transparent tunnel from VPMLN to H-PLMN PDG for instance. 

The WAG DNS client solution disadvantages are:

· Nominal case needs more flows than UE DNS client one

· Need a new protocol for UE-WAG W-APN resolution (Is an existing one may be reused?)

· WAG has to know the UE encryption data

· If WAG address DNS resolution through WLAN DNS is not protected:
· it may be modified by a hacking entity in the WLAN when crossing the WLAN

note: the WAG address may be get with an evolved EAP-SIM or EAP-AKA

4. Conclusion

As conclusion, this comparison highlights the UE DNS client solution does not satisfy some requirements such as:

· traffic control between WAGs and PDGs (and so eventually over GRX)

· security aspect such DoS attacks from untrusted UEs

The WAG DNS client fulfils the requirements but need more new specifications, in fact it is the only reliable solution. The following chapter presents the changes to update TS with this solution.

5. Proposal

It is proposed to incorporate the following baseline text into TS 23.234: 

--------------------------Begin of 1st change------------------------------
5.2
Access Control Principles

End to End Authentication:  WLAN Authentication signaling is executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and authorizing the access to the WLAN and 3GPP network.

Transporting Authentication signalling over WLAN Radio Interface:  WLAN authentication signalling is carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. To ensure multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology. 

Transporting Authentication signalling between WLAN AN and 3GPP network: WLAN Authentication signalling shall be transported between any WLAN AN and 3GPP network by a standard protocol, which is independent of the specific WLAN technology utilised within the WLAN Access network.  

Details of end to end authentication and transport of authentication signalling over the WLAN radio interface and between the 3GPP network and WLAN is covered in 3GPP TS 33.234 [10]

WLAN Access Authorization: This defines the process(es) in 3GPP AAA Server verifying whether WLAN Access should be allowed to a subscriber and deciding what access rules/policy should be applied to a subscriber. It is the access stage after the access authentication, but before service authorisation and WLAN UE's local IP address allocation.

After the authentication process succeeds, there could be additional conditions for the 3GPP AAA Server to decide whether the access is allowed and what access rules/policy should be applied. These conditions may be based on the subscriber’s profile, the account status, O&M rules or local agreements.
The procedure for WLAN Access Authorization between the WLAN UE and the 3GPP AAA Server is combined with the WLAN Access Authentication.

Access rules/policy decided by the 3GPP AAA Server may be deployed in the 3GPP AAA Server, or/and in other entities such as the WAG or the WLAN AN. 

Access rules/policy may include access scope limitation, time limitation, bandwidth control values, and/or user priority. 

WLAN Access rules/policy should be specified by the home and/or visited operator based on the subscriber’s profile, the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements. Factors such as access time and access location could also be considered in these rules. 

The access scope limitation could be, for example, only/not/may “access through WAG”; only/not/may “access intranet X”. 

Access scope limitation can be achieved using IP allocation scheme, VLAN allocation, Filtering, ACLs in the routers and switchers, etc.

Different access priority or the range of priorities may be authorized for different subscribers, and/or for one subscriber based on different access time or location, etc.
3GPP WLAN attach: The WLAN-attach status indicates whether the WLAN UE is now being served by the 3GPP WLAN IW network.
A WLAN UE is “WLAN-attached” after successful authentication and WLAN Access Authorization.
A WLAN UE is “WLAN-detached” in 3GPP network after its disconnection, or its authentication or WLAN Access Authorization being cancelled.
The WLAN-attach status is maintained by the 3GPP AAA server. 
The WLAN UE’s WLAN attach status should be obtained from the AAA Server directly or through the HSS, by other entities in the 3GPP or 3GPP connected network. Other entities in the 3GPP network obtain the WLAN UE’s WLAN-attach status directly from the AAA Server or through the HSS. These entities and the corresponding reference points are not in the scope of this TS.

The description of the corresponding status in the WLAN UE is out of the scope of this TS.

Additional access control principle for scenario 3:

Service Selection and authorisation: The solution shall include means for securely delivering service selection information from the WLAN UE to the 3GPP AAA server in the Home Network. The service selection information shall contain an indication of the requested W-APN to which access is requested. The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-APN against the subscriber profile retrieved from HSS. The 3GPP AAA Server selects a W-APN based on the requested W-APN and on the user’s subscription/local policy.

The service request shall be indicated by a request from the WLAN UE to the WAG. The WAG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.


The results of the authorisation decision shall be communicated to the Visited Network. All subscription-based authorisation decisions are made in the Home network.

In the case of a request for access to services provided in the Visited Network, the 3GPP AAA Proxy shall also authorise access based on local policy.

--------------------------Begin of 2nd change-----------------------------
5.6.1
Accessing Home Network provided services

The following functionality and requirements have been identified:

-
It shall be possible to support multiple service authorizations after a successful WLAN authentication/authorisation (i.e. EAP success).
-
The Service authorisation procedure should, as far as possible, be independent from WLAN Access authentication and authorisation.
-
The routing policy applied at WLAN Access Authentication and Authorisation may include policy determining whether the user has IP connectivity the WAGs or PDGs used for Access to External IP networks.
-
It shall be possible to permit access to different services simultaneously.
-
Service authorization information shall be protected 

-
The Access Point Name (APN) concept defined in 3GPP TS 23.003 shall be used for WLAN interworking authorization (namely W-APN). In a service authorization procedure: 

-
W-APN selection and authorization is an end-to-end procedure between the WLAN UE and the HPLMN (the service authorization decision is made by the 3GPP AAA Server).

Editor’s note: the use of subscription information is FFS.

-
The WLAN UE shall use W-APN to indicate to the network the service or set of services it wants to access.

-
The PDG selection is under control of the 3GPP Home Network. The selection is based on the requested W-APN and user subscription information. 
-
The PDG needs to know the authorized W-APN to select the external network, i.e. Wi interface.

Editor’s note: The definition of W-APN is for further study

5.6.2
Accessing Visited Network provided services

When accessing visited network provided services, additional principles below apply:

-
In order for the UE to be able to use W-APNs in the VPLMN, the 3GPP AAA Server needs to pass to the 3GPP AAA Proxy the authorized W-APN and service related information which is required by the Visited Network to perform the service. 

-
The W-APN needs to be understood by both the Home and the Visited Networks. 

-
The V-PDG selection is under control of the 3GPP Visited Network. The selection is based on the authorized W-APN and service related information. 
-
The selected PDG in the Visited Network needs to know the authorized W-APN to select the external network, i.e. Wi interface.

5.6.3
External IP Network selection

The WLAN UE can connect to different IP networks, including the Internet, an operator’s IP network or an external IP network such as a corporate IP network. The user may indicate a preferred IP network with a requested WLAN Access Point Name (W-APN). 
 The selected W-APN is indicated by the WLAN UE in the tunnel establishment procedure between the WLAN UE and  the. It is then forwarded to the 3GPP AAA server (this request is routed via the 3GPP AAA Proxy  in the roaming case).
5.7
IP Connectivity for scenario 3

Editor’s note: compatibility between scenario 2 and scenario 3 functional elements requires further study. 

5.7.1
Principles

The WLAN UE initiates the establishment of tunnels and is involved in packet encapsulation/decapsulation. The tunnel shall be between the WLAN UE and the PDG. In the non roaming case, the PDG shall be in the Home PLMN; in the roaming case, the PDG may be either in the Home or in the Visited PLMN (both cases shall be supported).

 The following steps are performed after WLAN access authentication/authorisation:

1. W-APN resolution to discovery of the tunnel endpoint (PDG) IP address 

2. Tunnel establishment, including mutual authentication, shall occur between the WLAN UE and the PDG.
Note 1: Filtering attributes may be needed in order to enable the WLAN to enforce that the WLAN UE tunnels all traffic as required. Filtering attributes may be transmitted from 3GPP AAA Server to WLAN over the Wr reference point. The WLAN sets up appropriate packet filters.

Note 2: The PDG is described in section 6.

The tunnel establishment is not coupled to WLAN access authentication/authorisation. The WLAN UE may establish several tunnels in order to access several external IP networks simultaneously. 

--------------------------Begin of 3rd change-----------------------------
6.2.5.1
Routing Enforcement

Information regarding the selected PDG, including whether the PDG is in the HPLMN or the VPLMN is provided by the HPLMN to the VPLMN.

In the roaming case, the W-APN information is delivered from the 3GPP AAA Server to the 3GPP AAA Proxy.

Within the VPLMN, routing policy enforcement information is delivered to the WAG.

Note: Whether information regarding one or all W-APNs is provided will likely impact the signalling which supports the activation of a further W-APN. Delivering information of all valid W-APNs may limit impacts on signalling for further W-APN resolution.

The policy enforcement delivered during initial authentication will be bound to a user’s AAA signalling. The WAG requires functionality to be able to securely bind this information to a user’s traffic.

Editor's note: It is FFS how this binding is achieved.

The binding of the policy to a user's traffic allows the WAG to drop un-authorized packets sent to/from a user.

--------------------------Begin of 4th change-----------------------------
7 Procedures

Editor’s note: the following procedures are FFS:

-
Subscriber Selects WLAN network/HPLMN;

-
Subscriber Registers;
-
Subscriber Reselects WLAN/HPLMN/VPLMN;
-

-
Subscriber Activates Next Data Tunnel;
-
Subscriber Deactivates Data Tunnel;
-
Subscriber Deactivates Last Data Tunnel;
-
WAG requests deregistration;
-
PDG requests deregistration;
-
3GPP AAA Server/HLR/HSS requests deregistration;
-
3GPP AAA Server/HLR/HSS updates service information (if needed).
--------------------------Begin of 5th change-----------------------------
7.2
WLAN Service Authorization and Selection
Firstly, a mechanism is required for the UE to discover the address of the WAG in the HPLM/VPLMN. (This could be achieved through Public DNS, DHCPor other means (EAP-SIM/EAP-AKA is ffs).

Once the UE has obtained the address of the WAG, a new protocol may be used to send a “request for W-APN access” to the WAG. This new protocol will need to be standardised in 3GPP.

The WAG processes this request and, by reference to the Home Network AAA server, determines whether the user is authorised for this W-APN according to their subscription. If the user is authorised, the Home Network provides the FQDN of the PDG which should be used. The WAG performs a lookup in the 3GPP private DNS system to resolve this FQDN into an IP address for the PDG.

Before this authorisation process, packets from the WLAN towards GRX or backbone are blocked by the WAG. Once the authorisation has taken place, the WAG automatically installs policy, which will allow packets to flow from the WLAN AN to the selected PDG.

Due to the possible existence of NATs in the WLAN AN, the source address of these filters must be wildcarded. This means that any authenticated UE on the WLAN can send packets to the PDG.
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Figure 7.2 - WLAN Service Authorization and Selection
--------------------------Begin of 6th change-----------------------------
7.8
Tunnel establishment

This information flow presents the generic messages exchange necessary in order to establish a WLAN UE-Initiated tunnel for Scenario 3 purposes.

Prior to the WLAN UE-Initiated tunnel establishment, it is necessary to follow three processes. Those three processes are highlighted and shown in the diagram:

1.
WLAN Access Authentication and Authorisation 

During this step Routing Policy enforcement rules associated to this user can be applied to WAG.  E.g. depending it is a scenario 2-only user or scenario 3-only user there might be policy enforcement rules in the user subscription profile defining what it is allowed to access or not.

2.
Provisioning of the WLAN UE's local IP address 

3. Resolution of the PDG IP address based on the requested W-APN
After those processes are performed, the WLAN UE has the required IP connectivity to try to establish a WLAN UE-Initiated tunnel whenever the user requires it.
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Figure 7.8. Example message flow to WLAN UE-Initiated tunnel establishment

When the User decides that it want to access a service, the WLAN UE builds the W-APN associated to the service requested by the user.  The W-APN will be compound of the service identifier part. The W-APN requested by the WLAN UE is the “Requested_W-APN”.

A detailed description of the WLAN UE-Initiated Tunnel Establishment in steps 3-5 is given below.

3. 
Resolution of the PDG IP address is performed based on the “Requested_W-APN” FQDN part. 
4. 
WLAN UE sends a “Tunnel_Establishment_Request” to the selected PDG indicating the user identity and the Selected W-APN. There is tunnel establishment signalling to authenticate the user and authorise to establish the tunnel between the WLAN UE and PDG. The PDG verifies the user and subscriber profile against the user subscriber profile for the authorisation.  WLAN UE IP configuration is obtained in PDG and it is communicated to the WLAN UE

5. 
After the tunnelling establishment signalling has been completed, the WLAN UE is able to access the Wi reference point via the PDG and the user data can start to flow between the WLAN UE and the PDG to access Wi. 
--------------------------Begin of 7th change-----------------------------
The complete Annex E is removed.
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