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1. Introduction

This contribution is the third of three analysing approaches to the problem of Service (APN) selection and authorisation.

We address the following questions:

· Where is the authorisation decision taken ?

· Does an APN identify a just network beyond Wi, or the actual access point (i.e. a network plus a gateway to access it) ?

· Should the service request/authorisation process be separate from the tunnel establishement process ?

This contribution addresses the third of these questions.

2. Service request and Tunnel establishment

This contribution discusses whether the service request and authorisation procedure should be separated from actual tunnel establishment, or whether the two could be combined.

We first consider the possibility of using a separate service request/authorisation procedure. Logically, this takes place between the UE and the 3GPP AAA Server in the Home Network. There are several possibilities for the transport for this exchange:

· Directly (over IP) between UE and AAA Server

· Directly (over IP) between UE and AAA proxy in the visited network, and then over Wr to the Home Network

· Over EAP between UE and the 3GPP AAA Server

· Directly (over IP) between UE and WAG, and then on to AAA proxy or to AAA Server

· Directly (over IP) between UE and PDG, and then on to AAA Server

The first two options require definition of a new protocol between UE and AAA proxy/server: This would be a very significant departure for the AAA architecture, which does not normally involve direct interaction with users in this way. Therefore we do not consider these options further.

The third option appears to be an abuse of EAP: The purpose of EAP is authentication (and implicitly authorisation) for the particular type of access controlled by the Authenticator/AAA client that initiates the EAP exchange (with the EAP Request/Identity). In our case the Authenticator/AAA client is in the Access Point and controls 802.1x port access to the WLAN. It would be inappropriate to use this as a general-purpose signalling transport for exchanges which have nothing to do with that 802.1x port, or indeed WLAN at all. Indeed, if a general-purpose transport is required, IP itself is rather more appropriate! So, whilst it could be made to work, we do not consider this option further either.

The remaining options involve the user contacting the WAG or PDG, and indeed this is the normal manner in which authorisation for establishment of a tunnel into a private IP network is achieved.

As noted above, we are considering the option in which service authorisation are tunnel estaboishment are separate procedures. So, once such a service request/authorisation procedure has been sucessful, then the user can set up a tunnel to the WAG or PDG. This will involve further signalling with the WAG/PDG in order to establish keys etc.

When the WAG/PDG receives the tunnel establishment message, it will still require some way to securely identify (authenticate) the user, and to identify the service being requested (in case several exchanges are going on simultaneously). Either the tunnel establishement must contain its own authentication mechanism, or it must be linked in some way to the service request/authorisation or the original WLAN session authentication. The tunnel establishment must also contain the same information identifying the service being requested as the original service request/authorisation.

We can now easily see that we are duplicating procedures. The distinction between an initial ‘service authorisation’ phase and subsequent ‘tunnel establishment’ phase is arbitrary and unnecessary. Whilst some tunnel establishment protocols may well include various such phases in their operation, it is not necessarily a universal feature. There appears no reason to choose in advance a separation of procedures in this way. Rather we should evaluate tunnel establishement protocols to see if they meet the our requirements for authorisation.

We could also note that all secure tunnel establishment protocols include within them the following concepts:

· securely identifying the user

· checking whether the user is authorised to establish the tunnel

 – otherwise they would not be very secure!

Further we could note that any tunnel establishment protocol must include some indication of the network/service that the user is tunnelling to – even if this is just implicit in the IP address of the gateway.

One reason why there may be a need for two exchanges between UE and network is if the initially selected WAG or PDG is not the correct one – for example if the UE directs its request to a PDG in the visited network, but is only authorised to access the service in the Home Network. This can easily be achieved by rejecting such requests, but including an indication of the correct PDG (or rather, the correct W-APN).

The result of this is that two separate exchanges are used only when two separate exchanges are required, rather than in all cases.

As a result of the above, we conclude that the is no immediate need for a separate authorisation exchange: the user requests access to the APN from the WAG or PDG and receives a response. Clearly, the WAG or PDG will need to contact the AAA proxy/server in order to obtain an authorisation decision, but this is standard operation for a VPN concentrator.

3. Conclusion

We conclude that the tunnel establishment procedure between UE and PDG or WAG should be considered to be the users request for a Scenario 3 service.

The WAG/PDG should contact the AAA servers in order to obtain an authorisation decision before responding to the request. This decision may be to accept or reject the request.

If the request is rejected, the network may include an alternative W-APN for which the user is authorised, which provides access to the same network, but through a different PDG.

4. Proposal

Section 5.2 “Access Control principles”

Additional access control principle for scenario 3:

Service Selection

The solution shall include means for delivering service selection information from the UE to the 3GPP AAA server in the Home Network. The service selection information may contain an indication of the W-APN. Before admitting the user to access WLAN, 3GPP AAA server shall verify users subscription to the indicated APN against the WLAN subscriber profile retrieved from HSS.
The service request shall be indicated by a tunnel establishment request from the UE to the WAG or PDG (whether the request is sent to the WAG or to the PDG is ffs). The WAG or PDG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.
Section 5.5, “IP Network Selection”

5.5 IP Network Selection

Note that this type of IP Network Selection is only applicable in scenario 3. Scenario 2 offers direct connection from the WLAN network to Internet/intranet.

The UE can connect to different IP networks, including the Internet, an operator’s IP network or an external IP network such as a corporate IP network. The user may indicate a preferred IP network with a WLAN Access Point Name (WAPN). 
A W-APN is indicated by the UE in the tunnel establishment procedure between the UE and an initial WAG or PDG (whether the request is sent to the WAG or to the PDG is ffs). It is then forwarded to the 3GPP AAA server (whether this request is routed via the 3GPP AAA Proxy is ffs) , . The home network decides the type of IP connectivity based on for example the requested W-APN and user’s subscription information. The home network choices are:

1. No tunnelling

2. UE-transparent tunnelling

3. UE-initiated tunnelling

Visited network choices are FFS.
The Home Network may also determine that the user should be given access to the same IP network but via a different point of interconnection. 
These cases are described below.

































































































