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This contribution is intended for joint SA2 – SA3 on MBMS security in Milan but might also be presented on SA3 meeting in Sophia-Antipolis.

1. Introduction

This contribution provides comments on a list of security issues identified by Nokia during the SA3 Oxford meeting (S3-020652). We agree with a lot of the presented issues although we think some give a too negative perception of the application layer security alternative. We comment below in line and propose some ideas to solve some of the mentioned issues. Each section in this document refers to a section with the same number in S3-020652.
2. Discussion

2.1 Key delivery

“Key delivery needs to be performed for both alternatives, but this is a more extensive problem for application level alternative than for network level one, where Rel99 procedures already exist.”

Rel99 AKA procedures could be partially re-used indeed. However it does not provide a ready, complete solution for key delivery in the network level alternative since the AKA procedure results in UE specific keys whereas for MBMS a common decryption (and possibly an integrity) key must be shared between a group of UEs. 

Apart from the network level key agreement procedure also other procedures have been specified e.g. for IMS, WLAN and work in progress for subscriber certificates. Ericsson has proposed an example scheme of how existing mechanisms can be used to do key management  at application level (S3-020641).
2.2 Compatibility with Rel99 security for simultaneous non-MBMS services

“When analyzing the application and network level alternatives, the scenario where the user simultaneously receives non-MBMS services needs to be taken into account.”

This is certainly an issue that needs to be studied and specified but we do not see here any major problem. If data is sent on a point-to-point link on the radio part then RAN ciphering is applied regardless of potential (MBMS) application level ciphering. If the flow is sent on a point-to-multi-point link on the radio part then RAN ciphering is switched off in case of application level security. In the RAN-based security alternative, RAN ciphering should be applied using the group key.

2.3 Issues in introducing application level ciphering for MBMS

“With application layer ciphering the application must take care of all security issues such as prevention of key copying, key delivery/synchronization and encryption.”

We agree with the comment however we do not think that addressing these security issues is necessarily easier in the transport network. If key management occurs in the SGSN, key synchronization is more involved since an extra synchronization mechanism is needed for users that change SGSN while receiving an MBMS service.

 “In order to allow the use of service-independent MBMS security software at the application layer, a common security solution for all MBMS applications is needed, instead of one specific for each application. This requires that a common framework for application level security needs to be specified either by 3GPP or by some external organization. The use of some external organization (OMA, IETF) is probably not feasible within Rel 6 time frame. On the other hand, 3GPP is not seen as the appropriate forum to do this work either.”

SRTP is an example of a security protocol specified by an external body (IETF) that could be used for MBMS ciphering as proposed by Ericsson. The merits of SRTP and possibly other security protocols for MBMS ciphering should be further discussed in SA3. 
2.4 Key management in SGSN

In the R99 AKA scheme the SGSN is involved in the key management however no key generation function is implemented in the SGSN today. Additionally, no mechanism exists for the SGSN to deliver a given key to a UE. 

2.5 Bearer knowledge about content and stream mapping

2.6 UE processing requirements and power consumption

“For application level security, the possibilities for optimizing the decryption performance in the UE are more limited than when using network level security, where the optimization methods already developed for Rel99 ciphering can be more readily reused.” 

We agree with the remark. However also other services such as IMS are going to use other security protocols so these will need to be optimised anyhow.
3. Conclusion

It is proposed that the issues identified by Nokia in S3-020652 plus the comments presented in this paper are taken into account when developing an MBMS security solution.
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