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1 Introduction

This contribution discusses the role of UE-transparent tunneling and IP network selection with UE-transparent tunneling. 

2 UE-Transparent Tunneling

UE-transparent tunneling extends the WLAN session with network tunnels that are set up between the WLAN AN and the PDGW. UE-transparent tunnels are established as part of the AAA signaling, so they are very much linked to WLAN access. This limits the flexibility of UE-transparent tunneling. For example, there can only be one UE-transparent tunnel at a time (if we assume that the UE can only have one WLAN session at a time). Tunnel establishment is possible only as part of WLAN connection setup and tunnel tear down is coupled with WLAN connection release. It is not possible to change the UE-transparent tunnel during a WLAN session. As UE-transparent tunneling only supports one connection at a time, it is undesirable to build dependencies between the UE-transparent tunnel and certain services. 

For these reasons, UE-transparent tunneling is not a good solution for accessing different user-selected IP networks or accessing several IP networks at a time. The main purpose of UE-transparent tunneling is to enable all user data to traverse the PDGW in the operator network so as to implement charging, policy control and other operator functions. Another advantage of UE-transparent tunneling is that it works with “dumb” terminals do not have tunneling client implementations.

Dynamic user choice of IP network and authorization for IP network selection is however useful in some use cases, such as operator-managed corporate connections. A UE-initiated tunneling solution would be more appropriate for this use case, as it is more secure and more generally applicable. In addition, UE-initiated tunneling makes it possible to separate authentication and authorization, and to have several simultaneous IP network connections, which would not be not possible if IP network selection or authorization was included in UE-transparent tunneling.

To conclude, UE-transparent tunneling does not need to include any means for dynamic user choice. The 3GPP AAA server in the home network decides whether UE-transparent tunneling shall be applied based on e.g. subscription information and agreements with the visited PLMN or WLAN AN. Connections to dynamically selectable user-selected IP networks can be realised with UE-initiated tunneling.

3 Proposal
We propose the following changes to TS 23.234 V 1.4.0 Section 5.5.2: 

3.1.1.1 5.5.2 UE-Transparent Tunneling

When UE-transparent tunneling is used, the UE is not involved in tunnel establishment or packet encapsulation/decapsulation to the PDGW. 
In this case, the WLAN session is established as follows (assuming that the PDGW in the home network is used):

1. EAP authentication between UE and 3GPP AAA Server. EAP signalling does not include any IP network selection or authorization information. 
2. The 3GPP AAA server decides that UE-transparent tunneling shall be used for this session based on e.g. subscription profile databases.

3. Tunnel attributes are transmitted from 3GPP AAA Server to WLAN over the Wr reference point

4. The WLAN establishes a tunnel to the PDGW, e.g., binds the IEEE 802.11 MAC address to a tunnel endpoint

5. UE uses for example DHCP to get the IP address and configuration information. (For example, WLAN may tunnel DHCP packets to PDGW which includes DHCP server functionality, or a local DHCP server in WLAN may allocate an IP address that the WLAN has received via Wr.)

Because the tunnel is established as part of WLAN session set-up, the UE can only have one UE-transparent tunnel at a time. However, the UE may run separate UE-initiated tunnels over the UE-transparent tunnel in order to access other IP networks.  

























































