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1 Introduction

1.1 Token management

The proposed release 6 architecture in TR 23.917 provides a standalone PDF entity and thus enables more flexible management of QoS authorisation. To benefit from this, it is proposed to allow mechanisms where policy decisions are not only on a per user/per session basis, but also possible for multiple users or sessions.

This is done by using 'pre-generated batch' of tokens (for multiple sessions), or by using a 'shared token' used by several users.

This allows for signalling optimisation where no PDF/AF interaction is required, and it covers a bigger range of possible services that can benefit from the proposed release 6 architecture. For example, for a particular streaming service which is always Streaming Class 16 kbps, the type of authorisation needed does not vary on a session by session basis.

The 'common token' approach would probably not be applicable for IMS. 
It does not enable correlation between the user and a particular session - i.e. if there is a need to correlate between a user and a particular session then a common token is not used.
 

Common tokens only make sense to identify that a request is of a particular type in support of a particular application - there isn't really an 'authorisation' aspect because the token could get passed around to other UEs. Again in one example of this is, a common token could be allocated which represents the fact that any user is entitled to have 16kbit/s to/from a given PSS server.
 
This can also be done with static policy, but the common token provides a way for applications to create this policy themselves.
1.2 Charging correlation

In cases where there is no interaction between PDF and AF, the charging correlation mechanism needs to be enhanced. It is proposed that the charging information sent by the AF, the ‘Charging Correlation Identifier’, can identify the particular application session as per rel5 IMS, and can also identify a class of sessions in the case of a 'pre-generated batch' of tokens or ‘shared token’.

The proposed changes to the TR are shown below.

7.4.1 Authorise service

There may be links between the AF and PDF policies to authorise the service.

The AF provides the service determined decision information.

The PDF provides the final policy decision controlling the allocated QoS resources for the authorized media stream to the GGSN.

When the AF requests the token from the PDF, it indicates whether or not the PDF should contact the AF at UE resource reservation.

The Authorise service function can be invoked between PDF and AF at session establishment and/or at bearer establishment.

The UE decides whether to aggregate or separate flows. The total QoS authorised may depend on which flows the UE decides to multiplex. Depending on the flows and the application, there may be some multiplexing gain (e.g. it may be that some flows never transmit at the same time).
As the AF can request to be contacted at UE resource reservation, it can interact with the PDF so that the PDF enforces downgraded bandwidth usage if the UE has asked for more bandwidth than the AF allows.

Further, the AF may provide information to the PDF in order for the PDF to authorise aggregate of flows.

In the case the AF does not request to be contacted at UE resource reservation, and that no additional information is available at the PDF, the PDF authorisation will be based on the addition of bandwidth of flows proposed by the UE.
Authorisation of sessions of a particular type, or of group of users, may be handled in one batch. In this case, the interaction between the AF and the PDF is only necessary once and the AF does not need to interact with the PDF for each of these sessions.
For some services, the authorisation decision may be time dependent (e.g. a different authorisation is applicable at a different time). Further, different services may make the authorisation decision for the flow at the AF at the time the flow is identified, and others may make this authorisation decision at the AF at the time the bearer is established. If a time dependent decision at the AF needs to be made at bearer establishment, the AF shall request the PDF to contact the AF at UE resource reservation.

7.4.2 Exchange of information for charging correlation

IMS charging information is available from the P-CSCF for the PDF which is required to transfer it to the GGSN. This includes a Charging Correlation Identifier. The granularity of the Charging Correlation Identifier depends on the granularity of the token generated. If a token is uniquely generated for a particular session, then the Charging Correlation Identifier identifies the particular application session (this is the R5 IMS case). If a token is generated in advance, and then used for a single session, then the CCI identifies a class of sessions (which, in consequence, are all charged in the same way). Similarly, if the same token is valid for multiple sessions, then the CCI also identifies a class of sessions.
GPRS charging information available in the PDF is required to be transferred to the AF.

NEXT CHANGE

7.6 Binding mechanism handling

This refers to the binding between any session information that may be provided by the Application Function, and the authorisation of QoS resources usage for that application, by the PDF. The binding mechanism in IMS uses an authorisation token. The following cases are possible:
1. The PDF authorises QoS resources usage for that application for a particular session and user. The authorisation token is only valid for that session and user.
2. The PDF authorises QoS resources usage for that application for multiple sessions, by providing multiple authorisation tokens.
3. The PDF authorises QoS resources usage for that application for multiple users, by providing an authorisation token which is valid for multiple users.
4. Binding mechanism or other correlation mechanisms for the Gq interface for other cases than IMS are FFS.
NEXT CHANGE

8.3 Authorisation of service

Editor’s note: This section will describe the authorisation of the service in the general case.

This is the initial interaction between PDF and AF.

When the AF requests the token from the PDF, it indicates whether or not the PDF should contact the AF at UE resource reservation. The PDF generation of the token is shown in the flow “Authorisation of service, session establishment”. The case where there is a need for further interaction is described in the “Authorisation of service, Bearer establishment” section.
The AF provides information about whether or not the PDF should contact the AF when the QoS is modified by the UE, for example if there is a change in the allocation of flows to the authorized resources.

The PDF can only provide this modification information to the AF if it receives corresponding information from the Go interface.
8.3.1 Authorisation of service, session establishment

If the PDF is contacted at session establishment, it generates a token.
If this is for a particular user and session, then the PDF generates one token which is valid for the related session and user.
It is also possible that the AF contacts the PDF for authorisation of multiple sessions of a particular type, in which case the PDF can generate multiple tokens for these sessions. This means the AF can send those tokens to the relevant UEs without going back to the PDF. 
Further, it is possible for the PDF to indicate that the same token is valid for authorisation of multiple users. In this case, the AF can send the same token to the relevant UEs without going back to the PDF. This is possible if a charging correlation identifier from the AF is given to the PDF.
The following flow shows the authorisation of the service at session establishment. This step is necessary for the AF to request the generation of any token by the PDF.
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Figure x:  Authorize service, session establishment

1) Session Control message containing media information is received by the Application Function.  

2) The Application Function sends a request for token(s) and media information to the PDF. In the case multiple tokens are requested, the AF needs to include the charging type information for that type of session, to the PDF.
3) The PDF shall authorize the required QoS resources for the session and install the IP bearer level policy in its internal database based on information from the Application Function.

4) The PDF reports successful authorisation of the session, to the Application Function. The requested Authorisation Token(s) shall be included.

5) Upon successful authorization of the session, session control messaging continues, with the supplied Authorisation Token being passed on the UE. If multiple tokens were received from the PDF, then the AF will send the Authorisation Tokens to the UEs establishing sessions of that type without re-contacting the PDF.
8.3.2 Authorisation service, bearer establishment

At bearer establishment, the PDF can contact the AF. In the case that the previous interaction at session establishment requested this, this further step is used for confirmation of reservation as required by the AF.
The following flow shows the authorisation of the service at bearer establishment.
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Figure x:  Authorize service, bearer establishment

1) A COPS-PR REQ is received over the Go interface at the PDF. 

2) A PDF generated token enables the PDF to identify the related AF. If the previous PDF interaction with that AF had requested this, the PDF sends an authorisation message to that Application Function.

3) The Application Function sends the session parameters (e.g. QoS, filter information) to the PDF. 

4) The PDF shall authorize the required QoS resources for the session and install the IP bearer level policy in its internal database. This is based on information from the Application Function in the case AF information was received.

5) The PDF sends further Go messaging.
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