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Introduction

[TR 22.951] introduces a network sharing scenario called common spectrum network sharing. This scenario enables multiple operators to connect their core networks to a shared UTRAN and provide service via same WCDMA carrier. In this paper, the concept is called a multi-operator core network (MOCN). 

The purpose of this discussion paper is to present issues related to the transfer of UE context from one CN node to another during rerouting procedure [S2-030834].
Discussion

In MOCN, RNC selects the core network (CN) to which it subsequently routes the initial non-access stratum (NAS) message from the UE. REL-6 UEs could explicitly indicate the selected core network to RNC. However, in case of pre-REL-6 UE, RNC does not always has sufficient information available to always select a CN which can provide services for the UE even such CN would be among the CNs connected to the RNC. The reason for not providing service could be e.g. that there is no roaming agreement between the selected CN and users home network. Rerouting mechanism in Iu interface would enable forwarding the requests from UE to another CN if the selected CN can not provide service for the user. Rerouting mechanism seems to be necessary at least for pre-REL-6 UEs, which are not aware of multiple service providers behind the shared UTRAN and are not able to explicitly indicate the selected core network.

In REL-5 CS and PS domain, some information is transferred between CN nodes during inter CN node registration signalling. This information consist of e.g. user’s identity and authentication vectors.

Context transfer in CS domain

The following figure illustrates a typical inter VLR location update in REL-5.
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When the UE sends Location Updating Request to the network, in case of inter VLR location update, new MSC retrieves the users identity and unused authentication vectors from the old MSC. After accepting the registration, the information in HLR is updated, and subcriber data is inserted to the new MSC and deleted in the old MSC.
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In MOCN, the registration request may end up to MSC which does not provide service for the UE and subsequently the MSC may initiate rerouting of registration request which is forwarded by RNC to another MSC in the MOCN. UE and CN maintains a send sequence counter which is used to detect duplicate messages from the UE. In MOCN, this counter may become out of synch as illustrated in the figure below.

In the figure above, UE sends a location updating request message to the network. MSC starts processing the request and it may initiate identification procedure if it can not retrieve users identity from the old MSC. Additionally, MSC typically authenticates the user when it enters an area controlled by new MSC. UE and CN increment their send sequence counter every time UE sends MM messages to the network. When rerouting takes place, CN node forwards the NAS message UE initially sent to network to another MSC in MOCN (basically it would also be possible that RNC stores the message and then MSC would not have to send it). The N(SD) in the initial NAS message (i.e. location updating request) has the value ‘0’. However, the next message sent by UE contains N(SD)=’3’ which causes CN to discard the message.

Another potential problem is associated with the usage authentication vectors. When the first attempted CN node authenticates the user it uses one authentication vector. The old CN node is completely unaware of it, and sends already used authetication vector to the second attempted CN node after the rerouting. Thus, in this case when the second CN node authenticates the user, the authentication fails and the second CN node has to authenticate the user again with fresh authentication vector. 

Following sequence diagram illustrates a potential solution for the above mentioned problems.
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If the initial NAS message is rerouted to another CN, the first CN node inserts the value of the N(SD) in the Reroute Command message. N(SD) is subsequently forwarded to the new CN node in the Initial UE Message. Additionally it may be feasible if the old CN node forwards the unused authentication vectors to the new CN node to avoid authentication with used vectors.

Context transfer in PS domain

The transfer of MM context in PS domain is in principle similar to the procedure in CS domain. The used protocol between CN nodes is GTP instead of MAP, and the transferred information set is a bit different.

Rerouting may increase the context transfer signalling in PS core network. One way to avoid unnecessarily transferring PDP contexts to SGSNs which at the end do not provide service for the user is to use Identification procedure in the GTP interface. I.e. the SGSN in MOCN may request the identity of the user and authentication vectors with GTP Identity Request to avoid transferring PDP contexts before appropriate SGSN is found for the user in MOCN. The following figure illustrates the scenario.


It should be noted that current specifications allow the use of identification procedure over Gn interface only in case of GPRS attach.

The usage of authentication vectors in PS domain has the same problem as in CS domain, i.e. the SGSN may authenticate the user with already used authentication vector. Thus, forwarding the unused authentication vectors in rerouting signalling should be considered.

Summary and Conclusions

This contribution identified problems associated with the context transfer in MOCN. At least the problem related to send sequence numbers needs to be solved. Optimising the usage of authentication vectors should be considered.
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