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	Functionality is required in the GUP server to apply different security policies to HPLMN and non-HPLMN based requests for GUP data. 

Information on Rg and Rp interfaces is ‘customer related’ and should be protected. It is proposed to use existing Network Domain Security mechanisms for this.
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4.1.4 Authorisation of profile access

A GUP functionality exists that is responsible to authorise applications to access GUP data based on User specific privacy rules. All attempts to access the GUP data are to be authorised according to the defined policies which shall include the requestor’s identity.which shall include the requestor’s identity. The GUP data structures need to satisfy the requirement to provide the authorisation information on the different levels: profile, component or data element. In addition to the generic authorisation data, additional service specific data may be defined (e.g. for LCS). The same applies for the authorisation decision logic. How the generic decision logic is defined and provided is FFS. 

Both HPLMN based applications and non-HPLMN based application are expected to send requests to the GUP Server. The GUP server shall have functionality to apply different authorization criteria, policy control and load control to HPLMN and Non-HPLMN applications.

4.2.3 Reference Points

Reference Points in the GUP Reference Architecture:

1. Reference Point RG
This reference point shall allow applications to create, read, modify and delete any user profile data using the harmonized access interface. The GUP Server locates the data repositories responsible of the storage of the requested profile component(s) and carries out the requested operation on the data. 
The reference point Rg carries customer data related interface. Therefore, Rg interface should be protected by the Network Domain Security mechanisms specified in TS 33.210 v6.0.0 (i.e. IPSec).
2. Reference Point RP
This reference point shall allow the GUP Server or applications to create, read, modify and delete user profile data using the harmonized access interface.


The reference point Rp carries customer data related interface. Therefore, Rp interface should be protected by the Network Domain Security mechanisms specified in TS 33.210 v6.0.0 (i.e. IPSec).
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