3GPP TSG-SA WG2 meeting #28
Tdoc S2-030781

Milan, Italy, 24th – 28th February 2003

________________________________________________________________________

TSG-SA2/SA3 Joint meeting MBMS REPORT

Summary

SA3 presented their view of the security requirements for MBMS. SA2 agreed that these requirements seemed reasonable

There were a number of documents examining how encryption should be done either at Network layer or application layer. All contributions presented concluded at Application layer. Later on the joint meeting took this working assumption. The attendees of the joint meeting are asked to communicate this to SA2 and SA3.

There were a few contributions dealing with authentication and policy control. No agreement was reached in the meeting and these topics are FFS.

7.1
Documents Handled

	Order
	Ag. Item
	Tdoc #
	Source
	Title
	

	
	
	S2-030782
	3
	Agenda
	Agreed

	
	
	S2-030783
	3
	MBMS TS 23.246 v 0.3.0
	Noted

	
	
	S2-030787
	3
	SA3 Proposed Security Requirements for MBMS
	Noted

	
	
	S2-030788
	Qualcomm
	MBMS Content protection
	Noted

	
	
	S2-030784
	Ericsson
	Comparison of MBMS security scenarios
	Noted

	
	
	S2-030786
	Siemens
	MBMS: Reuse of RAN/GERAN ciphering functions
	Noted

	
	
	S2-030618
	Nokia
	MBMS security issues
	Noted

	
	
	S2-030752
	Alcatel
	MBMS security: application
	Noted

	
	
	S2-030785
	Ericsson
	Key distribution at Application Layer for MBMS


	Noted

	
	
	S2-030623
	Nortel Networks
	Authentication
	Noted

	
	
	S2-030641
	Siemens
	Comparison of MBMS service provision scenarios
	Noted


S2-030787, SA3 Proposed Security Requirements ,Source:3

This document prepared by Adrian Escott  (3) was prepared to give any overview of the S3 security requirements for MBMS.

The document was presented by Valttery (Nokia), SA3 Vice Chair.

SA2 made no objection to the requirements outlined in this document though a number of minor points and clarifications were made:

SA2 advised SA3 to avoid the terminology Service Provider as used in the following requirement

‘•It shall be possible for service providers (i.e. BM-SC) to authenticate users at the start of, and during, service delivery to prevent intruders from obtaining unauthorized access to MBMS services’
SA2 proposed that the requirement should be 

‘•It shall be possible for the network (e.g.. BM-SC) to authenticate users at the start of, and during, service delivery to prevent intruders from obtaining unauthorized access to MBMS services’
S2-030788, MBMS Content protection, Source:Qualcomm

This presentation gave an overview on how content protection can be achieved in MBMS. The overall premise was to dissuade the potential market from using illegitimate means to access the content. It was also pointed out that the ideas within this presentation have been adopted by 3GPP2.

It was pointed out that most of the discussion points in this contribution will be discussed in SA3. It was also requested for Qualcomm to clarify if there is any impact on the UICC.
S2-030784, Comparison of MBMS security scenarios, Source:Ericsson,

Contribution comparing previous security architectures. Ericsson concludes that encryption should be done at application level.

S2-030786, MBMS: Reuse of RAN/GERAN ciphering functions, Source Siemens

This contribution examines the problems involved with re-using the network encryption provided by RAN/ GERAN. It proposes that if network layer encryption is done then the issues raised in this contribution need to be resolved. The contribution also looked at the problem of application level encryption which could possibly result in double encryption, it was proposed that If 3GPP SA2/3 decides in favour of using application layer ciphering, then RAN groups are asked to ensure no double ciphering is done when putting data on a ptp/ptm MBMS bearer.

Siemens concluded by stating that the way forward is to assume encryption will be done at application level

S2-030618, MBMS security issues, Source:Nokia
The paper gave an overview of several issues that had been found during the analysis of MBMS security. This contribution summarises the current Nokia view on these issues.

Nokia concluded that it seems reasonable to move on with the application level alternative. However, there are still several issues to be considered when developing MBMS security solution as raised in this contribution.

S2-030752, MBMS security: application, Source: Alcatel

This contribution examines some of the previous contributions and issues.

Alcatel agreed that the way forward particularly with reference to the choices made on MBMS activation, would be to proceed with the application level alternative.

S2-030785, Key distribution at Application Layer for MBMS,Source:Ericsson
This paper has presented Ericsson views on the realisation of an Application Layer Security for MBMS. 

Several potential solutions can be used for key management and authentication. The solution with either HTTP or RTSP, Digest AKA and MIKEY is the Ericsson preferred solution.

This views will be discussed in SA3

S2-030623, Authentication, Source:Nortel Networks

This contribution discussed authentication in MBMS, it concluded

· MBMS should operate with both Application Layer and GPRS-based authentication schemes

· Subscription-based policy may provide means to control access to MBMS services without requiring any additional authentication/authorisation.

· Any GPRS-based authentication scheme should be not be specific to MBMS. Other applications should be able to use the scheme to obtain the authenticated identity of a PS Domain user.

· A scheme for correlation of bearer resource reservation requests with an application layer session, such as authorisation tokens as specified for IMS, is also required.

A number of questions were raised, there was some comment on whether 3GPP need to do anything if authentication was done at application level. There was some view that 3GPP probably needed to standardise something. It was agreed further work is needed in this area

S2-030641, Comparison of MBMS service provision scenarios, Source: Siemens

This paper discussed three solutions 

User authentication / service authorization on application level via IMS

User authentication / service authorization on application level without IMS

User authentication / service authorization on bearer level
All three approaches show the advantages of using policy control functionality to control MBMS PDP and service bearers. It is proposed to adopt MBMS control at GGSN via Go instead of Gmb as a working assumption. This approach may use existing functionality and avoids the need for a new GGSN interface.

It was decided that further work is needed here before making any conclusions.

Overall

The joint meeting took the working assumption that encryption shall be done at application level.
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