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Introduction

There are various different scenario options for UE-transparent and UE-initiated tunnelling. This contribution describes the different options and compares them with high level requirements and proposes to reduce the options to be considered further.

Options
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Review of Each Option for VPLMN Support

Option 1: Does not meet requirement to have tunnel between “trusted partners” – not considered further

Option 2: Tunnel switch in VPLMN. Per user tunnelling requirements in WLAN AN. Meets VPLMN requirements.

Option 3: Tunnel endpoint in the VPLMN. Site-to-site tunnelling and DHCP relay in WLAN AN. Meets VPLMN requirements.

Option 4: Does not meet requirement to have tunnel between “trusted partners” – not considered further

Option 5: Tunnel switch in VPLMN. Meets VPLMN requirements.

Option 6: Does not meet requirement for monitoring by VPLMN

Option 7: Meets VPLMN requirements

Option 8: Meets VPLMN requirements

Option 9: Meets VPLMN Requirements

Review of Remaining Options for WLAN AN impact

Option 2: Per user tunnel endpoint required

Option 3: Site-to-Site tunnel required

Option 5: No additional requirements on WLAN AN

Option 7: Per user tunnel endpoint required

Option 8: Site-to-Site tunnel required

Option 9: Site-to-Site tunnel required

Review of Remaining Options for UE impact

Option 2: No impact

Option 3: No impact

Option 5: UE tunnelling client required

Option 7: UE tunnelling client required

Option 8: UE tunnelling client required

Option 9: UE tunnelling client required

Option 7 deleted due to high impacts in WLAN AN and UE compared to option 8

Option 2 deleted due to high impacts in WLAN AN compared to option 3

Option 5 has a dependency on UE-initiated and UE-transparent – stage 3 work will be more complex, e.g., UE initiated tunnel failure scenarios, UE does not have a relationship with VPLMN, will require transitive trust mechanisms to be defined in stage 3  – Option 5 deleted.

Tunnel Types to be discussed further:
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Note: Option 9 degrades from Scenario 3 to Scenario 2 when UE client not present

Binding users to tunnel endpoints in the VPLMN

The above options include the use of a per-user tunnel endpoint in the VPLMN without such a network entity terminating pre-user tunnels on the interface to the WLAN. In order to achieve this functionality, the VPLMN needs to be able to identify the users IP address, create state for such users and to initiate a network based tunnel for such users. Such functionality places requirements on the various different reference points.
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Only a single VPLMN is shown above. Multiple VPLMNs can be supported by using separate VLANs in the WLAN AN.

The minimum requirement on the W? interface is that it is a point-to-point link between the WLAN AN and the VPLMN., This point to point link may be for examples an ATM PVC, a PPP serial link, a layer 3 VPN.

The VPLMN UE-Transparent Tunnel Endpoint (VUTTE) needs to establish flows on behalf of the user. A users flow is identified in the VUTTE is identified by the users IP address. The VPLMN needs to correlate IP flows with AAA signalling proxied over the Wr interface.

Using RADIUS as an example, the HPLMN 3GPP AAA server can include RADIUS compulsory tunnelling attributes in the access accept. These tunnelling attributes are only of interest to the VPLMN and will be removed from the RADIUS message in the 3GPP AAA proxy. Hence the RADIUS access accept sent to the WLAN AN will not include any tunnelling attributes.

The VPLMN now can initiate a tunnel on the users behalf but cannot bind this tunnel to a users IP flow. This is because IP address allocation may be performed using DHCP and hence the Framed-IP-Address attribute cannot be used to indicate a WLAN-UE IP address in either the Access Request or Access Accept messages.

 In this instance, the VPLMN must wait for the first RADIUS message containing a users IP address. Such a RADIUS message will contain the users MAC address and IP address. 

The RADIUS Access Accept contains the per user tunnel establishment for a particular MAC address. The reception of a RADIUS accounting message with an allocated IP address will also contain the users MAC address, e.g., received over Wb. This allows functionality in the VPLMN to build a tunnel for the user and to perform per subscriber accounting generation on this tunnel endpoint.

Requirements on the WLAN Access Network

All three scenarios require the VPLMN to be able to build per user state. In Option 3 and Option 8 the state is linked to an AAA signalled compulsory tunnel.

In Option 9, no compulsory tunnel is built but the VPLMN is still able to build per user state.

The above description indicates that the WLAN AN is required to support a site-to-site link with the VPLMN, e.g., to ensure packets are policy routed to the VPLMN.

Regarding the triggering of a RADIUS accounting packet containing the users IP address, this may be originated in the WLAN AN, e.g., by the WLAN Access point or by the WLAN AN DHCP server, or may be originated in the VPLMN, e.g., from a DHCP server in the VPLMN if DHCP relay is supported in the WLAN AN.

Requirements on AAA/EAP Signalling

The AAA signalling is used to transport tunnelling information and EAP messages. The Requirements seems to fit the overall AAA and EAP architectures.
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Summary

Various options for tunnelling support have been analysed. Rough analysis has managed to eliminate three candidates. :

Option 1, 4, 6.
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Note: 


Site-to-site tunnel aggregated flows


UE-transparent tunnels per user – a single tunnel per user


UE-initiated supports multiple tunnels per user
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