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Introduction

Currently, TS 23.234 does not clearly specify the termination peers of Wn interface and proposes various undefined requirements on WLAN Access Network. It is also undefined how the user traffic is routed to the Home 3GPP Network in the roaming cases for Scenarios 3, 4, and 5. In addition, the functions of Packet Data Gateway and Border Gateway are ambiguous. Based on the following discussion, some changes to Section 6 of TS 23.234 are proposed. 

Discussion

Traffic Routing of Roaming User

There have been previous discussions (SA2#29) on routing user traffic of a roaming user to the home network for the provision of PS-based Services (i.e. Scenario 3).

The WLAN networks is connected to the Visiting Public Land Mobile Network (VPLMN) either directly (private WAN links) or through a shared media (Internet). In either case, the Home Network (HPLMN) will not necessarily have an interworking relationship with the visited WLAN network. The direct routing from the visiting WLAN to Home PLMN would be impossible unless routed through the Internet to the Home PDG requiring the PDG to be exposed to the public Internet, which is undesirable from a security standpoint. Hence, the data path should always pass through the Visiting PLMN for security and control.

Required User Traffic Tunnel Between UE and 3GPP Network (Wu)

In “TR 22.934 Section 5.2.3 Interworking Trust”, it is been noted that 

1)
The WLAN may be completely untrusted by the UE and the 3GPP system,

2) The WLAN contains elements that may be trusted by the UE and the 3GPP system.  For example, the WLAN may include trusted servers that look after aspects of security and authentication interworking with the 3GPP systems (e.g. 802.1x, 802.11i).  However, other elements of the network may be untrusted,

3) All of the elements of the WLAN may be fully trusted by the UE and the 3GPP system.
As noted above, there are many cases where the WLAN Access Network is untrusted by both the 3GPP operator and the UE. It is also evident that a great number of WLAN Access Networks are being and will be shared by multiple carriers simultaneously. To create trust in this insecure environment, a secure tunnel is required between the UE and the 3GPP network. The network element terminating this tunnel can be the Border Gateway and such reference point can be tagged as Wu. This tunnel is set up per user after the user’s authentication and authorization procedures are done, one of the authorization’s should be for the tunnel itself. 

Currently, the Wn interface can be defined all the way from the UE to the Packet Data Gateway (PDG) even for the roaming user. This would disallow any control of the visiting network on the traffic flow of a UE in a WLAN network, including termination and generation of trusted accounting records. All of the accounting records are expected to be received from the WLAN Access Network (over Wb). As specified in SA1 TS 22.934, it is very possible that the WLAN Access Network is untrusted and hence the charging records cannot be trusted either. In addition, there are cases where the Visited Network would like to terminate a roaming user for various reasons (for example, the user reaching its pre-paid limits, immediate service termination, or any policy reasons imposed by the Visited Network). If a tunnel is set up all the way from the UE to the Home PDG, making 3GPP Visited Network transparent to all roaming user activity, it would be impossible to impose any policy.  It would also be impossible to create a first hand accounting record by the Visited Network. Hence, the Wu tunnel discussed above should be terminated somewhere in the visited network (for example, on the Border Gateway). 

The Border Gateway and the Packet Data Gateway can be collocated as long as the above functionalities are incorporated.

Modified Wn Definition

In order to route traffic from the Visited to the Home 3GPP Network, the Wn interface will be used. This reference interface allows for creation of user data traffic per user. A tunnel will be set up per user after authentication and authorization. Since the Visited and Home 3GPP Networks have a roaming relationship, they can route data traffic through existing means (e.g. GRX).

Required Signalling Interface between Border Gateway and AAA Server (Ga)

Having motivated the need for the Visited Network to have control over the roaming traffic, it is evident that we required a signalling link between the 3GPP AAA server and the Border Gateway. This control will enable the operator to disconnect user tunnels, activate user tunnels, and generate accounting records. This interface will allow reflection of commands form the Home 3GPP AAA server relayed to the Visiting 3GPP AAA Server as well as imposing additional Visiting PLMN policy. For example, when a prepaid roaming user has reached its credit limit, the Visited 3GPP AAA server will dictate the tunnel termination to the Visited Border Gateway based on a termination message received from the user’s Home 3GPP AAA server (or negotiated at the time connection authentication and authorization).

Border Gateway Functionality Mandatory

As defined in TS 23.234, it is not quite clear what the function of the Border Gateway is and it is considered an optional component. As discussed above, there is a requirement for a network element in the Visited Network to control the traffic flow, impose visited network policies, and generate trusted accounting information. The Border Gateway can handle these functionalities and hence its presence should not be optional.

Proposed Changes 

--------------------------------------------- Proposed Changes ---------------------------------------

6
Interworking Architecture 

6.1 Reference Model 

Editor’s note : The term roaming is used here when referring to roaming between 3GPP networks. However, an intermediate aggregator or a chain of intermediate networks may possibly separate the user when accessing the WLAN from the 3GPP home network.

6.1.1
Non Roaming WLAN Inter-working Reference Model
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figure 6.1 Non Roaming Reference Model.

6.1.2 
Roaming WLAN Inter-working Reference Model

The home network is responsible for access control. Charging records can be generated in the visited and the home 3GPP networks.  The Wx and Wo interfaces are intra-operator. The 3GPP network interfaces to other 3GPP networks, WLANs, and intermediate networks via the Wr and Wb interfaces.

The 3GPP proxy AAA relays access control signalling and accounting information to the home 3GPP AAA server.     

It can also issue charging records to the visited network CGw/CCF when required.
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Figure 6.2   Roaming Reference Model. 

6.2 Network elements

6.2.1  WLAN UE

· the UE (equipped with (U)ICC card including (U)SIM) utilised by a 3GPP subscriber to access the WLAN interworking service. The UE may be capable of WLAN access only, or it may be capable of both WLAN and 3GPP System access.  Some UE may be capable of simultaneous access to both WLAN and 3GPP systems.  The UE may include terminal types whose configuration (e.g. interface to a (U)ICC), operation and software environment are not under the exclusive control of the 3GPP system operator, such as a laptop computer or PDA with a WLAN card, (U)ICC card reader and suitable software applications.

6.2.2  3GPP AAA Proxy

· the 3GPP proxy AAA  represents a Diameter/RADIUS proxying and filtering functionality that  resides in the visited 3GPP network.  The 3GPP proxy AAA functions include.:

· Relay the AAA information between WLAN and the Home 3GPP AAA Server. 

· Enforce policies derived from roaming agreements between 3GPP operators and between WLAN operator and 3GPP operator

· Report charging/accounting information to local CCF/CGw for roaming users

· Service termination (O&M initiated termination from visited NW operator)

· Receives authorization information  (Subscriber information)

· Forwarding authorization information to WLAN

· Rejection of authorization according to local policy 

The 3GPP proxy AAA functionality  can reside in a separate physical network node, it may reside in the 3GPP AAA server or any other physical network node. 

6.2.3  3GPP AAA Server

· the 3GPP AAA server is located within the 3GPP network. The 3GPP AAA server : 

o
retrieves authentication information and subscriber profile (including subscriber's authorisation information) from the HLR/HSS of the 3GPP subscriber's home 3GPP network;

o
authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The authentication signalling may pass through AAA proxies.

o
communicates authorisation information to the WLAN potentially via AAA proxies.

o
registers its (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorised 3GPP subscriber. 

o
initiates the Purge procedure when the 3GPP AAA server deletes the information of a subscriber. 

o
may act also as a AAA proxy (see above).

Editor’s note  : Clarification on the caching functionality is for further study

6.2.4.  HLR/HSS

· the HLR/HSS located within the 3GPP subscriber's home network is the entity containing authentication and subscription data required for the 3GPP subscriber to access the WLAN interworking service.

6.2.5  Border Gateway

The Border Gateway is a gateway via which the data between WLAN and Packet Data Gateway can be routed. The Border Gateway terminates a secure data tunnel from the UE on one side (through Wu interface) and connects to the Packet Data Gateway on the other side (through Wn interface). In case of a roaming user, the Wn terminating peers are the Visited Border Gateway and Home Packet Data Gateway. The Border Gateway functionality can be incorporated with Packet Data Gateway in one network hardware. 
6.2.6  Packet Data Gateway

· The Packet Data Gateway is a node via which packet data networks are connected to 3GPP interworking WLAN. The location of Packet Data Gateway may be different for each specific service accessed WLAN. For some WLAN connections no Packet Data Gateway is used, for some accessed services Packet Data Gateway may be in home network and for some accessed services it may locate in visited Nw. 

The Packet Data Gateway:

· contains routeing information for WLAN-3G connected users;

· routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;

· performs address translation and mapping;

· performs encapsulation;

· generates charging information related to user data traffic for offline and online charging purposes.

6.3Reference Points

6.3.1 Wr 

6.3.1.1 General description

The reference point Wr connects the WLAN access network, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.  The reference point has to accommodate also legacy WLAN access networks and thus should be DIAMETER or RADIUS-based.

6.3.1.2 Functionality

The functionality of the reference point is to transport RADIUS/DIAMETER frames:

· Carrying data for authentication signalling between WLAN UE and 3GPP AAA Server

· Carrying data for authorization signalling between WLAN AN and 3GPP AAA server

· Carrying keying data for the purpose of radio interface integrity protection and encryption

· Used for purging a user from the WLAN access for immediate service termination

6.3.1.3 Protocols

Wr reference shall be based on IETF Diameter Base protocol. EAP authentication shall be transported over Wr reference point by Diameter Extensible Authentication Protocol (EAP) Application.,
[Editors note:  Diameter base protocol is work in progress in IETF [draft-ietf-aaa-diameter-12.txt ]]

[Editors note:  Diameter Extensible Authentication Protocol  (EAP) Application is work in progress in IETF [draft-ietf-aaa-eap-00.txt]]
To support legacy logical nodes outside of 3GPP scope and which terminate or proxy the Wr reference point signalling and not supporting Diameter protocol, a signalling conversion between RADIUS and Diameter may be performed.  This conversion is not specified by 3GPP.

6.3.2 
Wx

This reference point is located between 3GPP AAA Server and HSS. The prime purpose of the protocol(s) crossing this reference point is communication between WLAN AAA infrastructure and HSS.  The protocol crossing this reference point is either MAP or DIAMETER-based.

The functionality of the reference point is to enable:

· Retrieval of authentication vectors, e.g. for USIM authentication, from HSS.

· Retrieval of WLAN access-related subscriber information (profile) from HSS

· Registration of the 3GPP AAA Server of an authorised WLAN user in the HSS. 

· Indication of change of subscriber profile within HSS (e.g indication for the purpose of service termination).

· Purge procedure between the 3GPP AAA server and the HSS. 
· Retrieval of online charging / offline charging function addresses from HSS.
6.3.3 
D'/Gr'

This reference point is located between 3GPP AAA Server and HLR. The prime purpose of the protocol(s) crossing this reference point is communication between WLAN AAA infrastructure and HLR.  The protocol crossing this reference point is MAP-based.

The functionality of the reference point is to enable:

· Retrieval of authentication vectors, e.g. for USIM authentication, from HLR.

· Retrieval of online/offline function address from HLR.

D'/Gr' include a subset of D/Gr Reference Point.

6.3.4 
Wb 

The reference point Wb is located between WLAN access network and 3GPP network.  The prime purpose of the protocols crossing this reference point is to transport charging-related information in a secure manner.  The reference point has to accommodate also legacy WLAN access networks and thus should be DIAMETER or RADIUS-based.  

The functionality of the reference point is to transport RADIUS/DIAMETER frames with:

· Charging signalling per each WLAN user

To minimize the requirements put on the WLAN Access Network and to protect the confidentiality of the subscribers charging status the fact whether a user is offline or online charged by his 3GPP subscription provider shall be transparent for the WLAN AN and thus for the Wb reference point. 

6.3.5 
Wo

Reference point Wo is used by a 3GPP AAA server to communicate with 3GPP Online Charging System (OCS).  The prime purpose of the protocol(s) crossing this reference point is to transport online charging related information so as to perform credit control for the online charged subscriber. 

The protocol(s) crossing this interface shall be DIAMETER-based.  

The functionality of the reference point is to transport:

· Online charging data

Wo reference point should be similar to Ro interface currently used in 3GPP OCS.

6.3.6 
Wf

The reference point Wf is located between 3GPP AAA Server and 3GPP Charging Gateway Function (CGF)/Charging Collection Function (CCF).  The prime purpose of the protocols crossing this reference point is to transport/forward charging information towards 3GPP operator’s Charging Gateway/Charging collection function located in the visited network or home network  where the subscriber is residing. 

The information forwarded to  Charging Gateway/Charging collection function is typically used for:

· Generating bills for offline charged subscribers by the subscribers’ home operator

· Calculation of inter-operator accounting from all roaming users. This inter operator accounting is used to settle the payments between visited and home network operator and/or between home/visited network and WLAN.

The protocol(s) crossing this interface is DIAMETER-based.

The functionality of the reference point is to transport:

· WLAN access-related charging data per each WLAN user

6.3.7  Wn

Reference point Wn indicates the reference point for transporting tunneled WLAN user data between 3GPP Border Gateway to towards 3GPP Packet Data Gateway (PDG). Routing of Wn reference point is service specific. For accessing home network services the Wn may be routed directly between the Visited Border Gateway and Home 3GPP Packet Data Gateway (PDG) .


6.3.8 Wu

The reference point Wu is located between the UE and the Border Gateway. The purpose of this reference point is to transport tunnelled user data traffic securely between the UE and the 3GPP network to provide PS-based services to the UE. In roaming cases, the Wu reference point is terminated between the UE and the Visited 3GPP Border Gateway.

This reference point is not required to be used when no PS-based Services are provided and a direct connection to external IP network (Internet/Intranet) exists in which case, the user data can be directly routed from the WLAN access network without passing 3GPP network. 
The tunnelling protocol of Wu reference could be L2TP (FFS). 
6.3.9 Wa

The reference point Wa is located between the Border Gateway and the 3GPP AAA Server . The primary purpose of this interface is to provide a 3GPP network a control mechanism on user traffic. This control will enable the operator to disconnect user tunnels, activate user tunnels, and generate accounting records. For example, when a prepaid roaming user has reached its credit limit, the Visited 3GPP AAA server will dictate the tunnel termination to Visited Border Gateway based on a termination message received from the user’s Home 3GPP AAA server (or negotiated at the time connection authentication/authorization).
6.3.10  Wi

This is the reference point between Packet Data GW and a packet data network. The packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. the entry point of IMCN subsystem, RADIUS Accounting or Authentication, DHCP.

Wi reference point is similar to the Gi reference point provided by the PS domain. Interworking with packet networks is provided via the Wi reference point based on IP. Mobile terminals offered services via the Wi reference point may be globally addressable through the operators public addressing scheme or through use of a private addressing scheme. When  3GPP network is provided for IM CN subsystem, Wi reference point is used for policy control interface. It is ffs whether Wi or other reference point is used or not.
6.3.11 Wm

This reference point is located between 3GPP AAA Server and Packet Data Gateway. The functionality of this reference point is to enable:

· The 3GPP AAA Server to retrieve tunneling attributes and UE’s IP configuration parameters from/via Packet Data Gateway.

The protocol crossing this reference point is DIAMETER/RADIUS.
----------------------------------------- End of Proposed Changes ----------------------------------
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