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1. Introduction

The current version of the WLAN Reference Architecture as contained in 23.234 does not provide a clear approach for the Authorization and Accounting of data packets when the mobile is in a WLAN system.

This proposal would route the data from the WLAN through the existing GGSN and Policy Description Function (PDF) entities used in the GPRS and IMS systems to perform the Accounting and Authorization, respectively.   Modifications would need to be made to the User Equipment, Packet Data Gateway, and the 3GPP AAA Server to support this approach.

2. Discussion

2.1 Limitations of the Current Reference Model

The current reference model does not fulfill the basic requirements of Scenario 2 of TR 22.934 that calls out a network where the WLAN is able to interoperate with 3GPP networks with respect to Authentication, Authorization, and Accounting (AAA).  Recent work has developed a solution for Authentication, but there is no clear capability presented for Authorization and Accounting.  Both of these capabilities need to be added to allow for a system that could be deployed.

It is always possible to add these capabilities by adding new network elements, but this is expensive in terms of complexity and standards development time, not to mention the eventual system cost.  It is better, if possible, to re-use elements in the existing network.

Key to adding Authorization and Accounting is an understanding where the application data packets flow through the reference model.  In general, the Authorization function should be allocated to a network element that already handles the user’s data packets.  This allows the packets to be discarded if they are not authorized, and doesn’t change other elements in the network.  The Accounting function needs to be allocated in much the same way since the number of packets sent is generally an important aspect of the charging information.

The current path for data packets generated by the User Equipment is shown in the following diagram:





None of these network elements is currently tasked with either Accounting or Authorization tasks.  Notice that only the Border Gateway (which is optional, and located in a local serving system) and the Packet Data Gateway are only 3GPP specific elements in this path.

Notice the lack of a destination on the last arrow from the Packet Data Gateway.  This matches what is shown in the current specifications.  The definition of the Wi interface (which the last arrow above) does help somewhat.  The Wi interface is defined as follows in TS 23.234:

“This is the reference point between Packet Data GW and a packet data network. The packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. for provision of IMS services.”

Please note this is almost precisely the definition of the GGSN in the GPRS network.

2.2 Proposed Modification to the Current Reference Model

Since the Packet Data Gateway is trying to deliver the packets to an external gateway, and one major goal of the WLAN effort is to make a service look the same under both WLAN and GPRS, a thought naturally develops:  Let the Packet Data Gateway deliver the packets to the GGSN for processing.  If this approach is successful, then the existing accounting capabilities of the GGSN can be re-used without modification for the WLAN data.  Also the Policy Determination Function (PDF) can be used to authorize or de-authorize services just as is done in the GPRS/IMS system.  This yields a new data path as follows:









The advantage of this system is that the current capabilities of the network elements are re-used so packets will be processed in the same way.

The modified Network Reference Model from TR 23.234 is given in Appendix A.

2.3 Impacts to Existing Elements
At a high level, this appears to be a reasonable allocation of functions, and re-use of existing elements.  It is clear that this model allows packets to be Authorized and Accounted, but it is also clear that some elements will be impacted.  Ideally, there would be no changes to the existing GGSN or PDF which are already in late development or deployed in some networks.  It should also be clear the capabilities added to any of the newer, WLAN specific elements should be of reasonable scope, or a new partitioning of functions would be justified.

It is fairly clear that the PDF is not impacted since all of its interfaces are the same in this system as before.  The GGSN has the possibility of being impacted, since it has not interfaced to the Packet Data Gateway before.  The only way for the GGSN to not be impacted would be for the Packet Data Gateway to effectively emulate an SGSN. 

It is clear that a single contribution (including this one) will not answer this question completely.  This change has potential changes to several protocols, and the responsible working groups should judge these impacts.  This contribution simply attempts a preliminary analysis to see if there are major issues that would immediately preclude the use of this network reference model.  This analysis also helps isolate what additional work would need to be done.

2.4 Issues in Using the Existing the GGSN

As was noted above, it may be possible to use a Release-5 (or earlier) GGSN if it is possible to have the Packet Data Gateway emulate an SGSN to the degree necessary to support the GGSN.  Specifically, this means the Packet Data Gateway would need (at a minimum) to handle the following situations:

1. Activation of a PDP Context (by either the subscriber or network)

2. Update of a PDP Context

3. De-Activation of a PDP context (by either the subscriber or the network)

4. PDU Notification, with a successful conclusion

5. PDU Notification, with an unsuccessful conclusion. 

These situations don’t require extensive computation, and are not overly difficult to support.  In most cases, the Packet Data Gateway will receive a message, locate the information on a specific PDP context, use or modify the PDP context as required, and generate a responding message.  This would, at this level, to be a feasible task.

The Packet Data Gateway will require support, however from other elements.  The Data Packet Gateway is not (and is not intended to be) a data store for the subscriber.  The 3GPP AAA Server, however, has that role, and would be the logical candidate for this assignment.  The 3GPP AAA Server would also know if Authentication was successful, and could take this as a “Registration” request.  The AAA Server would then acquire the user information from the HLR (if possible), or use its own provisioned data (if necessary) to send the required WLAN-related information down to the Packet Data Gateway.  This information would need to include the following:

1. Mobile identification information (including IMSI, MSISDN, and WLAN IP address).

2. Any information known so far in how to set up a tunnel (which could include keys for secure sessions) and details about the serving WLAN (if known).

3. PDP context information to be used in when setting up links to the GGSNs.

It is easy to believe the 3G AAA Server will be able to support these needs.

The User Equipment will also need to be modified to support this approach.  Currently, the UE will send messages to the SGSN when the UE wishes to activate a PDP Context.  These messages are not at the “IP” level of the protocol stack.  A new protocol needs to be developed between the UE and the Packet Data Gateway to allow communication of this request (and others) as needed.  Such a protocol will be needed in practically any architecture one envisions.

Overall, a preliminary analysis shows none of these assumptions to be outrageous.  The proposed architecture and related modifications, then, are eligible for further study.

2.5 Alternate Approach Using the SGSN

Another possible architecture would be to allocate the functions discussed above to a modified SGSN instead of the Packet Data Gateway.  The existing Packet Data Gateway would deliver the packets to the SGSN, or the SGSN could receive them directly and eliminate the Packet Data Gateway.   The packets would flow from the SGSN to the GGSN in the “normal” way.

The strength of this approach is the SGSN already understands interfacing to the GGSN, and so would not require modifications to support that interface.  The SGSN also already interfaces to the HLR, and can obtain the subscriber information easily.  These are not trivial advantages.

The weakness of this approach is that the SGSN would now have two main functional allocations: support of GPRS radio access networks, and support of WLAN packet data.  Outside of interfacing to the GGSN and HLR, the two tasks have little in common.  Supporting the radio network requires considerable processing, which would be impacted by the WLAN support.  It may also well be the case that the 3G AAA Server will need to store additional information beyond what the HLR supplies to support WLAN processing.  If this turns out to be true, then an additional new interface would be needed by the SGSN to get this information.  

Certainly the SGSN could be modified to support the WLAN, but using the Packet Data Gateway as discussed earlier would appear to be the more reasonable approach.

3 Summary and Recommendations
This contribution proposes a modification to the existing Network Reference Model that would allow the Model to support Authorization and Accounting in addition to Authentication.  This modification would consist of routing data from the Packet Data Gateway to the GGSN.  It currently appears possible to use existing (Release 5 and earlier) GGSNs by proper allocation of functions to the Packet Data Gateway.  The Packet Data Gateway would receive support from the 3G AAA Server (which would be responsible for providing any user related data) and the User Equipment (which would signal such requests as PDP Context activation to the Packet Data Gateway).  

HP would like to recommend the following:

1. The Network Reference Model for the Technical Specification be modified to show the Packet Data Gateway is connected to the GGSN, and the 3G AAA Server is connected to the Packet Data Gateway.

2. The allocation of functions to the Packet Data Gateway, 3G AAA Server, and User Equipment be made in the TS to support this new reference model.

3. Liaison requests be made to the appropriate CN groups to start work on the Mobile-to-Packet Data Gateway and 3G AAA Server-to-Packet Data Gateway protocols this approach would require.

Appendix A: Modified Network Reference Model

The following figure shows the Network Reference Model from TR 23.234 as modified by this contribution.  Specifically, the Wi interface is shown terminating into a GGSN, and the 3GPP AAA Server is shown to have a connection to the Packet Data Gateway.
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