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1.  Introduction

In TR 23.934 v0.5.0, two authentication procedures are described in Annex A: EAP AKA and EAP SIM methods. However, in this version of the TR, temporary identifier allocation and storage is considered for further study. The use of a temporary identifier is necessary to replace the IMSI in radio transmissions as it protects the user against tracing from unauthorized access networks.

In Toronto (SA2#26), Orange presented a contribution (tdoc s2-022104) in order to address temp id allocation and storage in the different authentication mechanisms that are described in TR 23.934. In this contribution, Orange stated that the temp id allocation happened in the 3GPP AAA Server. Nokia did not accept this point, preferring to have this allocation in the HSS/HLR. No agreement could be reached on this specific issue, and it was decided to discuss it by e-mail (2nd – 20th September 2002).

This contribution reports the different arguments as they were raised during this discussion.

2.  Option 1: Allocation and Storage are done in the HSS

Supporting company: 

Nokia

Description of the proposal: 

Nokia propose to allocate temporary identifiers in the HSS.

Arguments for this proposal:

Nokia state that HSS is the "best logical place to allocate and store the tempIDs". The reasons for this statement come from the requirement for IMSI confidentiality:

· No need to specify a new entity;

· Simple temp id management in UE;

· Loss of temporary identity in the network: WLAN UE should be able to assume that the network does not lose the temporary identities. Hence a network requesting IMSI must be considered as a rogue network and the request to send the IMSI must be discarded. This is not possible if the database where the temporary identities can be resolved to IMSI is not very reliable. Making a database reliable can be read by "making it expensive";
· AAA server pooling: It is very important to be able to pool many AAA servers. This provides resilience and load balancing. This becomes very difficult if there is a permanent database (kept while sessions are not active) inside the AAA server;

· Automatic tempID-IMSI mapping: Such a careful preserving of temporary identities is feasible at least if the temporary identities don't need to be stored anywhere but they actually contain the IMSI in an encrypted form. In other words, the temporary identity could be composed as follows: key id + encrypted IMSI. The home network must never lose its secret pseudonym keys and associated key id's. That should be possible to achieve, if the keys are kept as safe as other permanent data. If this approach is chosen, then the HSS or another very reliable server should be responsible of storing the pseudonym keys. An advantage of doing this in the HSS is that this type of implementation is not needed to be standardised but this could be implemented internally in the HSS. Instead of encrypting the IMSI, the HSS could choose temporary identities by random and actually store them in a database;

· Allocation of temp id is associated to re-authentication, so it is necessary to go to the HSS anyway. Hence Nokia conclude that there is no major signalling impact with this option;

· 3GPP AAA Server is a processing entity, whereas HSS includes a central database; so the temp ids should be stored only in the HSS;

· A new reference point needs to be defined between HLR/HSS and 3GPP AAA Server anyway, so existing HLRs will not be re-used anyway;

· When temp id allocation is internal to the HSS, it is not necessary to specify how the temporary identity is generated;

· If the temporary identity is allocated and stored in the HSS, user re-connections do not need to be done with the same 3GPP AAA Server.

Nokia considers that backward compatibility with existing HLRs should be ensured by a new interworking function that should be a proprietary solution.

Arguments against this proposal:

Orange, Telecom Italia, Mobility Networks, Transat and Fujitsu consider that the possibility to use existing HLRs is a high level priority. 

They state that the arguments above are not strong enough to allow the modifications recommended by Nokia:

· "Loss of Temporary ID in Nw": It is not clear why the HSS would be more reliable than 3GPP AAA Servers. Loss of temporary identity will happen anyway and it will be necessary to find a solution so that the network can request for the IMSI;
· "AAA server pooling": load balancing between AAA Servers from a same vendor is a vendor issue and should be considered as out of scope of 3GPP; if many AAA Servers from different vendors are used, it is likely that it will be for other reasons than resilience, as resilience should be provided by each vendor, not by the operator; so this should not be a criterion in our case;

· "Automatic tempID-IMSI mapping": if we consider that the HSS is able to chose temporary identities by random and store them, we can consider the same for 3GPP AAA Servers; HSS does not seem to provide anything here;

· "Allocation of temporary identity is associated to re-authentication": the HLR/HSS is able to send up to 5 authentication vectors to the 3GPP AAA Server at each authentication, so that following re-authentications will not need to involve the HLR/HSS; at each re-authentication, the user will be allocated a new temporary identity; so it is better to have the mapping in the 3GPP AAA Server, as everything happens there;

· "HSS includes a central database": this database is assumed to be a permanent or semi-permanent database; we must allow operators changing temporary identities often, so the HSS database is not the right one; a new database is necessary anyway; so there is no reason to have it in the HLR/HSS;

· "A new reference point needs to be defined between HLR/HSS and 3GPP AAA Server anyway": this is not the main impact, compared to the new huge database we would have to implement in the HLR/HSS;

· "When temporary identity allocation is internal to the HSS, it is not necessary to specify how the temporary identity is generated": if it is allocated in the 3GPP AAA Server, it is not necessary to specify how it is generated, but only the format needs to be specified;

· "If the temporary identity is allocated and stored in the HSS, user re-connections do not need to be done with the same 3GPP AAA Server": for re-connections after a long period of absence, sending the IMSI in the clear is not a problem. Besides, since delivery of temp_id goes over a radio network, it is not guaranteed that UE will always receive the temp_id. If the temp_id is lost or corrupted for whatever reason, sending IMSI in clear must be an option in order to avoid service interruption.
Moreover, it is not our aim in this group to rely on proprietary solutions for WLAN-3GPP interworking.

3. Option 2: Allocation and Storage are done in a central entity, which is not necessarily the HSS

Supporting companies: 

Cisco, Panasonic

Description of the proposal: 

Cisco and Panasonic propose to allocate temporary identifiers in a centralized entity, but in this proposal this entity does not need to be included in the HSS.

Arguments for this proposal:

· No impact on existing HLRs if we define this entity as independent;

· Simple temporary identity management in UE;

· AAA server pooling: this proposal allows the user changing the AAA Server without any impact on temporary identity validity;

· When temporary identity allocation is centralized in a single entity, it is not necessary to specify how the temporary identity is generated;

· If the temporary identity is allocated and stored in a single entity, user re-connections do not need to be done with the same AAA Server;

· Cisco propose to refer to the GUP model.

Arguments against this proposal:

· Nokia underline that this proposal necessitates some standardization work, such as definition of a new entity and new reference points.

· Orange do not consider AAA Server pooling as a 3GPP issue: load balancing between AAA Servers from a same vendor is a vendor issue and should be considered as out of scope of 3GPP; if many AAA Servers from different vendors are used, it is likely that it will be for other reasons than resilience, as resilience should be provided by each vendor, not by the operator; so this should not be a criterion in our case;

· "When temp id allocation is centralized in a single entity, it is not necessary to specify how the temp id is generated": if it is allocated in the AAA Server, it is not necessary to specify how it is generated, but only the format needs to be specified;

· "If the temp id is allocated and stored in a single entity, user re-connections do not need to be done with the same AAA Server": for re-connections after a long period of absence, sending the IMSI in the clear is not a problem;
· GUP and other centralized storages of information are particularly defined for permanent and semi-permanent data such as user profiles, however temp ids do not seem to be included in this scope;
· Operators must be able to allocate a new temporary identity when they want; hence allocating the temporary identity in a centralized entity may trigger an important number of allocations for an important number of users (which means many references and many updates) in a single database; this is a scalability issue.
4. Option 3: Allocation and Storage are done in the 3GPP AAA Server

Supporting companies: 

Orange, Telecom Italia, Mobility Networks, Transat, Fujitsu

Description of the proposal: 

The supporting companies propose to allocate temporary identifiers in the 3GPP AAA Server.

Arguments for this proposal:

· It is generally agreed that scenario 2 must be defined as soon as possible, so that operators can implement it very quickly. We assume that an operator who implements it quickly will also implement it on the existing infrastructure, and based on existing HLRs. However, these existing HLRs are not able to allocate temporary identifiers today, and our aim must be to limit the impacts on existing equipment; basically, if we want to implement scenario 2 quickly, we must not rely on a Release 6 HSS;

· One of the SA1 requirements is to minimize the impacts on existing 3GPP entities; so the main impacts should be supported by the only new entity, which is the 3GPP AAA Server;

· At authentication, the 3GPP AAA Server must be able to download more than one authentication vector, in order to use it later (for re-authentications) without interrogating the HSS/HLR again; however a new temporary identifier must be allocated at each re-authentication; if this allocation is done in the HSS/HLR, we lose the benefits gained from downloading more than one authentication vector at initial authentication; It is an important issue for operators like Orange to be able to chose the frequency of the re-authentication procedures without being limited by impacts on the HSS/HLR;

· Moreover, in further scenarios, an operator may wish to change the temporary identifier more often than re-authentications (e.g. if some call control messages include this temp id); in this case, we do not wish to go to the HSS at every temp id allocation;

· In TS 23.002, the HSS is defined as "the master database for a given user. It is the entity containing the subscription-related information to support the network entities actually handling calls/sessions." Temporary identifier generation and storage are not functions of HSS.
· Simple temporary identifier management in UE;

· It is not necessary to specify how the temporary identifier is generated;

· Since 3GPP AAA server is an interworking function, it will need to absorb 3GPP functions of hierarchically equivalent node such as SGSN; If we restrict the functionality of 3GPP AAA server to that of existing AAA server, we will need to define another Interworking Function that takes care of 3GPP functions and procedures;
· Orange propose to define the NAI in the following format: user_id.AAA_Server_id@realm, so that the serving 3GPP AAA Server is identified in the NAI;
· If inter 3GPP AAA Server mobility is assumed to happen, an inter 3GPP AAA Server interface will be necessary anyway in order to forward many user information; so the temporary identifier can be forwarded on this interface as well;
 

Arguments against this proposal:

· Nokia and Cisco argue that load balancing is not possible with this option, unless an inter AAA Server interface is defined; Nokia consider this interface as an important drawback;

· AAA Server should be defined with a minimized local caching of information;

5. Option 4: Cryptographic protection of IMSI Alternative solution 1: Temporary identifier generation in the UE by ciphering the IMSI

Supporting company: 

Mobility Networks

Description of the proposal: 

Mobility Networks propose to distribute a public key to the UE, instead of the temporary identifier. Then all the AAA Servers would share the same private key, so that the keying could happen in each AAA Server instead of happening in the HSS. The actual identity derivation would then happen in the UE.

Arguments for this proposal:

· No impact on existing HLRs or other 3GPP entities;

· The public key can be considered as secured enough to allow re-allocations that happen much less often;

· This solution answers to the main concern from Nokia: there is no problem when the user goes from one AAA Server to another;

· No new node, no new reference point.

Arguments against this proposal:

· Time of processing in the terminal can be seen as a drawback;

· The ciphered IMSI is much longer than a usual 3GPP TMSI, which may be considered as a radio impact;

· The ciphering mechanisms must be standardised;

· This option is not compatible with EAP SIM and EAP AKA.

If this solution was chosen for architectural reasons, it would need to be validated by SA3.

6. Option 4: Cryptographic protection of IMSI Alternative solution 2: Temporary identifier generation in the 3GPP AAA server by ciphering the IMSI

Supporting company: 

This option came up as a by-product of discussion on Option 4 Alternative Solution 1 between Mobility Networks and Nokia. Mobility Networks favors ciphered temp_id generation in the 3GPP AAA server while Nokia favors doing it in the HSS.

Description of the proposal: 

Mobility Networks propose to derive the temporary identifier in the 3GPP AAA server by ciphering the IMSI. Then all the AAA Servers would share the same key, so that the ciphering and deciphering could happen in each AAA Server instead of happening in the HSS. 

Arguments for this proposal:

· No impact on existing HLRs or other 3GPP entities;
· This solution answers to the main concern from Nokia: there is no problem when the user goes from one AAA Server to another;

· No new node, no new reference point.

Arguments against this proposal:

· The ciphering mechanisms at the 3GPP AAA server must be standardised;

· Or the 3GPP AAA server will need to incorporate operator-specific encryption mechanism;

· The ciphered IMSI is much longer than a usual 3GPP TMSI, which may be considered as a radio impact; 

If this solution was chosen for architectural reasons, it would need to be validated by SA3.

7. Other issues

Some other issues appeared during this discussion. Even if they were not directly linked with this discussion, it seems useful to point them out in this report for future reference.

Thomson do not really care where the temporary identifier is located. They care about privacy and identity protection. The following questions are raised by Thomson:
· What is the TTL attached with the temporary identifier ?
· How is the temporary ID stored (using SIM ?) ?
· Thomson want to analyse what happens if the permanent identifier is sent in clear each time a user will enter a WLAN for the first time (either because it requires a service provider different than the last session or because the TTL has expired).  Thomson assume that the frequency of such an event will then be much higher than with the 3GPP network. They also remind that it is relatively easy and cheap to hack and sniff a WLAN (especially IEEE802.11).
 

Beside the architecture consideration, Thomson think that the requirements should be listed by SA3 and all the proposals about identity protection.
8. Conclusion

No agreement could be reached by e-mail. This issue should be discussed again in Beijing.

