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Introduction

In the SA1 SWG meeting in Rome on week 28 of July, the requirement for requestor and target UE’s anonymity was accepted to 22.071(to be confirmed in SA1 plenary). During the discussion questions were raised on how this new requirement could be achieved. Nokia gave a small, informal presentation outlining a possible anonymity model, which could fulfill the anonymity requirements. The idea was well received, but it was also noted, that this model included changes to the logical architecture and therefore should be presented in SA2 for further discussion and comments.

Discussion

There are various methods available for providing anonymity-support for LCS. Probably the most well-known is the model endorsed by the GSMA, which was presented in the LS S2-021104 to 3GPP. In short, the GSMA’s model introduces the following logical architecture.
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This approach works well in the basic use case, when the subscriber is trying to locate himself – in other words: when he is the target and the requestor. 

Problems arise when the target and the requestor are different - GSMA’s model provides no support for anonymity for the target in such use cases. Obviously this is not a good way to go, since the LCS Client can learn the target’s true identity and his location. Other shortcomings include the fact that the traffic between the terminal and the LCS Client can’t be encrypted, as the Gateway can’t analyze the information - thus preventing any pseudonym to be attached to the encrypted traffic.

There is a requirement in place on anonymity for both the requestor and the target in Stage 1 of 22.071 (agreed during the Rome meeting). 
Nokia sees that the current anonymity-model should be enhanced so that anonymity could be offered for both the target and the requestor in all use cases. This could be archived by changing the logical architecture and information flow as follows:
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The key difference is the requirement for the LCS Client to actively ask for an ID from the terminal or from entity acting on terminal’s behalf. This enables better control on when and where the pseudonym is delivered to the LCS Client. 

For roaming cases there is a need to include the issuer’s identity/address to the pseudonym, so that the visited LCS Server can request the decryption of the pseudonym from the Identity Service in the home network.

When the target and the requestor are different entities additional steps are needed to ensure proper level of anonymity for both parties:

The target UE’s level of privacy depends on the way his identity was stored by ASP and/or delivered by the requestor.

1. [Storage] At some point of time, the target UE subscriber registers himself to the ASP – typically a community-type of service like dating, friends finder etc. During this registration process the ASP requests from the target UE an ID to be associated with his user information. The UE should response to the request with a permanent pseudonym (=long “time-to-live” value).


2. [Storage] As an alternative, the target UE could instead reveal his verinym during the registration process – and therefore losing his anonymity towards the ASP.


3. [Delivery] During the location request, the requestor would ask for the target UE’s location using a “screen name”, which corresponds inside the ASP to a (case 1) pseudonym.


4. [Delivery] During the location request, the requestor provides the appropriate pseudonym of the target for ASP.


5. [Delivery] During the location request, the requestor could reveal the target UE’s verinym.

In the use cases, where the requestor knows the verinym of the target, the authentication-request could be further enhanced so that the LCS Client would request both requestor and target ID, possibly also providing a proof of it’s own identity (digital signature) as presented in delivery case 4 above. 

After receiving such a request, the terminal would contact the ID Provider and ask for a pseudonym for itself (=requestor) and for the target, using the verinyms (MSISDNs) as a reference. 
This approach eliminates the need for the storage cases 1&2 as discussed above. The drawback is of course the fact that this method only works if the requestor already knows the target’s verinym – thus eliminating most community type-services like dating, chatting etc, where one only knows the other person by screen-name or other (application-specific) alias.

However it should be noted that steps in the both figures before the location request from LCS client to LCS server are outside the scope of 3GPP. In the next section are listed the items which need to be standardised between the LCS client and LCS server and between the LCS server and the Operator Identity Service regardless what is the used solution to get the requestor’s and target’s pseudonym.

Proposal

In order to support this anonymous concept there is a need to standardise the following issues:

· The interface between the LCS client and LCS server must be able to carry the pseudonym of the requestor and the target.

· Define new network element which would hold subscribers identity (anonym and verinym) or to include this information in to a existing network element.

· New interface should be introduce between GMLC and the subscribers identity holder. Also the needed information elements should be defined.

The figure below shows a proposed sequence flow how the anonymous concept could be handled in the TS 23.271 (only the steps relevant to this concept are shown).

	



Figure 9.1: General Network Positioning for a MT-LR

Note: only the steps/information relevant to this concept are shown.

1. An external LCS client requests the current location of a target UE from a GMLC. The R-GMLC derives the MSISDN or IMSI or PDP address or the pseudonym of the target UE to be located.

2. If the requestor of the location service hides his true identity from LCS client the R-GMLC shall verify the true identity behind pseudonym if required by the LCS client. 

3. The true identity (MSISDN or IMSI) behind the pseudonym may be send to GMLC. GMLC may then change the requestor ID to correspond the true identity of the requestor.

If the identity server did not found the true identity behind the pseudonym the GMLC will reject the location request and send appropriate error to LCS client.

Note: The true identity behind the pseudonym shall never be send to the LCS client.

4. If the identity of the target mobile user was hidden from the LCS client the R-GMLC requests the true identity behind the pseudonym from the identity server
5. The subscribers identity shall be send to the GMLC. The response shall contain either the MSISDN or IMSI or both of them.
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