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1
Introduction

SA2#25 discussed the possibility of introducing source address filters to Service Based Local Policy. SBLP filters are based on application level address information within SDP, which at present does not include any information about the source address of media packets.

During this discussion, the issue was raised of interaction with MobileIPv6 and specifically with MobileIPv6 Route Optimisation.

This paper further examines this problem, which in fact exists independently of the Source Address filtering discussion.

2
Problem Statement

Service Based Local Policy is based on the installation of filters at the GGSN. These filters identify packets based on IP header information (Destination address/port, protocol). The filters are based on address information obtained from the application layer and communicated within SDP.

MobileIP v6 contains a Route Optimisation mechanism which allows packets to be sent directly between a Mobile IP v6 host (Mobile Node or MN) and a correspondant node (CN). IPv6 states that all IPv6 nodes should support the Correspondant Node procedures for MIPv6 Route Optimisation. Therefore, even if a node does not use MIP itself, it should support certain procedures for the case when it is acting as a Correspondant Node to a node which does use MIPv6. This is likely therefore to be a standard feature of IPv6 stacks.

MobileIPv6 is completely hidden from the application layer at both the Mobile host and the Correspondant Node. Applications at both nodes work only with the ‘Home Address’ of the node, which does not change as the node moves around. Packets are routed to the Mobile Node using a Care Of Address, which is an address obtained from the network to which the node is presently attached, but this is hidden from the applications.

There are two problems:

2.1
Packets from Correspondant Node to Mobile Node

2.1.1
With Route Optimisation

In this case, MIPv6 Route Optimisation will cause packets to be sent by the CN with Destination Address equal to the Care Of Address of the MN.

However, in the SDP, the destination address for packets is recorded as the Home Address of the MN. If either the CN or the MN is a 3GPP UE using SBLP, then these packets will not match the installed filter.

2.1.2
Without Route Optimisation

If Route Optimisation is not used, then packets towards the Mobile Node will be routed to the Home Agent using its Home Address, and then on to the Mobile Node using its Care Of Address. 

If the Mobile Node is a 3GPP UE using SBLP, then packets will not match the filter in this case.

If the Correspondant Node is a 3GPP UE using SBLP, then packets will correctly match the filter.

2.2

Packets from Mobile Node to Correspondant Node

2.2.1

With Route Optimisation

As MIPv6 is presently written, the Mobile Node may use its Care Of Address as source address on all packets that it sends.

Whatever techniques may be used to determine the Source Address for SBLP filters (e.g. based on new SDP extensions, or assumptions based on the destination for packets in the opposite direction), these will obtain a filter based on the Home Address of the MN.

Again, if either the MN or the CN is a 3GPP UE using Service Based Local Policy, the packets will not match the installed filter.

2.2.2

Without Route Optimisation

In this case, packets to the Correspondant Node are tunnelled via the Home Agent. Again, the source address used by the Mobile Node on these packets will be its Care Of Address.

When the packets reach the Home Agent, they are ‘detunnelled’ and sent on to the Correspondant Node. The source address on the packets is now the Home Address of the Mobile Node.

Therefore, if the Correspondant Node is a 3GPP UE using SBLP, then the packets will correctly match the filter.

If the Mobile Node is a 3GPP UE using SBLP, then the packets will not patch the filter.

2.3

Summary

The above analysis is summarised in the following tables.

MN-HA = Home Address of Mobile Node
MN-COA = Care of address of Mobile Node
CNA = Correspondant Node Address
HAA = Home Agent Address

The packets which correctly match the SBLP filters are underlined.

Table 1: Route optimisation case

	Mobile Node
	(
	Correspondant Node

	Filter:  source: MN-HA  destination: CNA

	Packets: source: MN-COA  destination: CNA

	Mobile Node
	(
	Correspondant Node

	Filter: source: CNA  destination: MN-HA

	Packets: source: CNA  destination: MN-COA


Table 2: Non-route optimisation case

	Mobile Node
	(
	Home Agent
	(
	Correspondant Node

	Filter: source: MN-HA   destination: CNA

	Packets: source: MN-COA destination: HAA
	
	

	
	
	Packets: source: MN-HA  destination: CNA

	Mobile Node
	(
	Home Agent
	(
	Correspondant Node

	Filter: source: CNA  destination: MN-HA

	
	
	Packets: source: CNA destination: MN-HA

	Packets: source: HAA destination: MN-COA
	
	


3
Proposal

From the above tables, it can be seen that the only case in which Service Based Local Policy and MobileIPv6 interact successfully is when:

1. Route optimisation is not used, and

2. The filters are placed between the Home Agent and the Correspondant Node

Note that (2) rules out the case that the Mobile Node is itself the 3GPP node using Service Based Local Policy, except the degenerate case in which the GGSN is the Home Agent. Note also that if a 3GPP UE using MIPv6, which is roaming in the 3GPP network, attempts to invoke SBLP then this will probably not work in any case. This is because this UE will likely be using a P-CSCF in the network where its Home Agent is located, rather than the P-CSCF in the current network.

It is proposed that in the absence of immediate solutions to these problems, the following action is taken for Release 5:

1. MobileIPv6 Route Optimisation must be rejected by a 3GPP node acting as a Correspondant Node to a MIPv6 host. This can be achieved by rejection of the Binding Update message received from the MIPv6 host.

2. Service Based Local Policy must not be used by a MIPv6 host which is roaming in the 3GPP network.

Longer term solutions to this problem likely revolve around in-path signalling by which the UE updates the filters in the GGSN when changes such as MIP route optimisation take place. This clearly raises security issues and requires further study.
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