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1 Introduction

In previous S2 WLAN meetingin Naantali it was agreed that the S2 WLAN TR should include end to end type of functional signalling sequences of the main WLAN interworking functionalities. This contribution proposes such a set of signalling sequences. The intention is to include these generic signalling sequences to the chapter 7 of the S2 WLAN TR. 

The more detailes signalling sequences currently located in S2 WLAN TR chapter 7 and in Annex A should all be placed to the annex of the TR to facilitate the creation of WLAN interworking stage 3 specifications. 

2 Procedures
2.1 Authentication and Authorisation
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1.
After WLAN connection establishment,  Extensible Authentication Protocol (EAP) is started with a Wireless LAN technology specific procedure (out of scope for 3GPP). 

2.
The WLAN sends an EAP Request/Identity to the UE

All EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology specific protocol.

3.
The UE starts EAP authentication procedure by sending an EAP Response/Identity message. The UE sends its identity complying to Network Access Identifier (NAI) format specified in RFC 2486. NAI romat consists of username and realm part separated by @ sign. The realm part is used to route the EAP message to correst 3GPP AAA Server.

All EAP packets are transported over the Wr reference point encapsulated within Diameter messages as specified in Diameter NASREQ standard /REF/. 

4. 
A number of EAP Request EAP Response message exhanges is executed between 3GPP AAA Server and UE. The amount of roundtripd depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges. 

5.
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.

6. 
Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

7.
If the EAP authentication was successful, then 3GPP AAA Server sends the EAP Success message to WLAN. 3GPP AAA Server includes also the keying material derived from the EAP authentication as well as connection authorisation information (e.g. NAS Filter Rule or Tunneling attributes ) to the WLAN in the Diameter message carrying the EAP Success.

WLAN stores the keying material and authorisation information to be used in communication with the authenticated UE.

8.
WLAN informs the UE about the successful authentication with the EAP Success message. 

9. 
3GPP AAA server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity.  This registration is needed only if the subscriber is not already regiostered to this 3GPP AAA Server.

2.2 Subscriber Profile Update
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1.
User is registered to a 3GPP AAA server

2.
Subscribers subscription is modified inthe HSS e.g. via O&M.

3. 
HSS updates the profile information stored in the registered 3GPP AAA server by Wx reference point procedure "Subscriber Profile".

4. 
If changed, the authorisation information of the associated connection is updated to WLAN at the next EAP authentication between UE and 3GPP AAA Server.

2.3 Canceling WLAN Registration
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1.
The registered 3GPP AAA server has been updated to HSS or the subscribers subscription is canceled.

2.
HSS cancels subscribers WLAN registration in the old 3GPP AAA Server by Wx reference point procedure "Cancel WLAN Registration". In the messages subscriber is identified by his permanent identity. 

3.
If the subscribers connection still exists, Wr reference point procedure "Diameter Session Abort" procedure is executed towards WLAN.

4.
If the radio connection still exists, WLAN disconnects the radio interface connection by WLAN technology specific mechanisms. 


2.4 Disconnecting a Subscriber by Online Charging System

[image: image4.wmf] 

UE

 

WLAN

 

3GPP AAA 

server

 

OCS

 

1. User is being online 

charged

 

4. Disconnection of the 

WLAN radio interface 

connection

 

3. Wr "Diameter Session 

Abort" procedure

 

2.

 Online Credit Request 

denied by OCS 

 


1.
A subscriber is being online charged by 3GPP AAA server. 

2. 
OCS (online Charging System) denies credit request from the 3GPP AAA server for WLAN access. The possibly already retrieved online credit runs out.

3.
To disconnect the subscribers connection, Wr reference point procedure "Diameter Session Abort" procedure is executed towards WLAN.

4. 
WLAN disconnects the radio interface connection by WLAN technology specific mechanisms

3 Proposal

It is proposed that:

· the contents of the Section 2 of this contribution replaces the current contents of chapter 7 in the S2 WLAN TR


· the two authentication procedure signalling sequences currently in TR (chapter 7.1.1.1 EAP/AKA Procedure & chapter 7.1.2.1 EAP SIM procedure ) are moved to the Annex A of the TR


























































