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1 Introduction

This document addresses the issue of session key assignment in a 3GPP/WLAN interworking environment.  In the current TR, the keying material is generated at the 3GPP AAA server and sent to the WLAN when the UE is successfully authenticated by the server. This scheme is the same as the key assignment scheme in the IEEE 802.1x based AAA scheme proposed for IEEE 802.11 security control. However, the system architecture settings for these two scenarios are quite different: in the current 802.11 security proposal, the authentication server and the WLAN are envisioned to belong to a single administrative domain and have a one-to-one mapping, targeting a typical usage scenario of Corporate WLAN environment. While in the 3GPP/WLAN interworking scenario, a WLAN may be associated with multiple 3GPP operators, as well as other types of interworking operators such as ISPs and pre-paid card providers. Session keys are used for local access controls, thus they should be local to the WLAN (more specifically, the WLAN access points). Assigning and managing the session keys by the 3GPP AAA servers is problematic in at least two aspects:

· For a 3GPP operator, it could be a big headache to assign and manage session keys for tens of thousands of WLAN access points belonging to different entities, for example, they have to accommodate different encryption algorithms and key lengths for different types of access points.  
· For a WLAN access point, it could be a big headache to make sure that multiple virtual operators assign session keys in a consistent manner, e.g. it has to make sure two users are not using the same key assigned by two different 3GPP AAA servers at the same time. 
The key difficulty in having the WLAN access point assigning the session keys is that the access point does not share a secret with the wireless user, thus it is not secure to directly send a session key from the access point to the user. The access point and the UE must rely on the authentication server to establish a shared key between them. 

We propose a simple scheme in solving the above-mentioned problem. 

2 The solution

In our solution, the session key is still sent from the 3GPP AAA server to the user through the secure channel between them (end-to-end EAP message).  However, instead of having the virtual operator determining and maintaining the session key, the keys are chosen by the wireless LAN access points and then hinted to the virtual operator. Based on this idea, a simple solution would be as follows:

1. UE requests access at a WLAN and the EAP procedure is started between the UE and the WLAN. The UE specifies its 3GPP network in its NAI. 

2. After the proper EAP + DIAMETER/RADIUS message exchanges between the UE, the WLAN and the 3GPP AAA server, the UE is authenticated by the 3GPP AAA server.

3. The 3GPP AAA server asks the WLAN for a session key (through a DIAMETER/RADIUS message)

4. The WLAN chooses a session key and sends it to the 3GPP AAA server (through a DIAMETER/RADIUS message)

5. The  3GPP AAA server sends the session key to the UE (through an EAP message) and notifies the UE (through an EAP message) about the authentication success. The 3GPP AAA server notifies the WLAN about authentication success (through a Diameter/RADIUS message)

6. The UE and the WLAN start using the session key for the subsequent communication between them
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Figure 1. The interaction sequence for the key suggestion solution

The above procedure can be further improved for speed and efficiency as illustrated in figure 1: instead of having the 3GPP AAA server ask for the session key after successful authentication, the WLAN provides a suggested session key right after the initial EAP negotiation and put this key "on hold". Upon successful user authentication, the WLAN is notified by the 3GPP AAA server and starts using this key for communication for the UE. In case of an unsuccessful authentication (e.g. after certain number of unsuccessful tries by the user), the WLAN is also notified and removes the key from the "on hold" list. This is necessary to prevent denial-of-service attack in which an attacker continuously makes unsuccessful authentication attempt. If the WLAN is not notified about unsuccessful authentication, the suggested key would pile up in the WLAN access point's memory or storage. The modified authentication steps would be as follows:

1. UE requests access at a WLAN and the EAP procedure is started between the UE and the WLAN. The UE specifies its 3GPP network in its NAI.

2. The WLAN sends a suggested session key to the virtual operator together with the UE identity and put this key "on hold".

3. After the proper EAP + DIAMETER/RADIUS message exchanges between the UE, the WLAN and the 3GPP AAA server, the 3GPP AAA server notifies the WLAN about the result. The WLAN removes the suggested key from the "on hold" list. 

4. In case of a successful authentication, the UE authorization information (for the WLAN), the EAP success message and the EAP keying message (for the UE) are also sent along with the notification. The WLAN forwards the EAP messages to the UE.

5. The user and the WLAN starts using the session key for the subsequent communication between them.

The reason that this solution is more efficient is because it saves one round trip time from the first solution, i.e. the 3GPP AAA server does not have to wait until the end of the authentication, asks the WLAN for the session key, then notifies the user about the key. 

3 Proposal

It is proposed that the session key assignment schemes be incorporated in section 2.1, chapter 7 of the TR. 
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