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1
Introduction

This paper discusses the options for MBMS Service provisioning and authorisation.

This issue is distinct from the question of where ciphering and key management functions are located, which was the subject of a liaison from SA2 to SA3 from the last meeting. If it is decided that authentication and authorisation should also be addressed by SA3 then a further liaison should be sent highlighting this issue and describing any particular SA2 requirements in this regard.

2
Assumptions

This paper is based on a number of assumptions about the way in which MBMS services will be developed and deployed.

It is assumed that:

· there is no single standardised MBMS client for UEs. Services, or types of services, will have a client component, which is installed on the UEs, and a server component, which is the BM-SC.

· Different services, or types of service, may be supported on different BM-SCs

This discussion is therefore appropriate only to the Architecture options which are consistent with these assumptions.

3
Discussion

Before a user can access an MBMS service they must be authenticated and an authorisation decision taken as to whether this particular user is entitled to access this particular service.

In addition, an authorisation decision must be taken with respect to the Quality Of Service that the user has requested, namely that it must be the correct for the service (or negotiated to a correct value).

There are two main possibilities for the entity performing these authorisation decisions, SGSN or BM-SC.

In addition, for each option, we should consider which entity stores the subscription data which is required to make the decision.

3.1

Authorisation at the SGSN

In this case, the SGSN can authenticate the user via normal UMTS authentication. The authorisation decisions could then be taken on the basis of subscription information obtained from the HLR in the usual way.

This approach assumes a tight integration between MBMS services and the UMTS network. The approach cannot be reused for other access types. Enhancements are required to the HLR and MAP in order to store and communicate the MBMS subscription information.

In order to introduce a new MBMS service, it would be necessary to enter additional subscrition information into the HLR for each service (the QoS and geographic area) and for each user who has access to the service. This is in addition to ensuring that the user had the correct client and knowledge of any other client service parameters

3.2

Authorisation at the BM-SC

In this case, following the service announcement, a UE wishing to receive the service contacts the BM-SC using a standard unicast PDP context. The BM-SC performs an authentication and authorisation exchange with the UE.

In addition, the BM-SC interacts with the GGSN, in order to provide the service information (QoS and geographic area).

This approach avoids integration of the service with the network, and so follows the general architectural principle of separation of service and network layers. There is no need for additional provisioning within the UMTS network in order to deliver new MBMS services, thus service introduction is greatly simplified.

For example, introduction of a service could be as simple as installing the server, publishing a web page from which users can obtain the client and/or client configuration information and marketing the service.

Enhancements to the HLR are not necessarily required. There may be a requirement for subscription information in the HLR indicating whether a particular user may access MBMS services generally, or all users may be allowed to attempt MBMS service invokation.

Two further related issues, which are the subject of other contributions, are:

· Whether an interaction between BM-SC and GGSN is required for each service invocation.

· Whether key distribution is provided by the UMTS network, or by the application

Note that if key distribution to the UE is provided by the UMTS network, then a per user interaction between BM-SC and GGSN is required to pass on the result of the authorisation decision (i.e. users cannot be allowed to establish an MBMS PDP context unless they have been authorised).

3.3

Summary

Authorisation at the SGSN:

· Re-use of existing authorisation architecture

· Tight integration of MBMS service and UMTS network

· Application is distributed across Core Network elements

· HLR and MAP enhancements required

· new services must be provisioned in UMTS network

Authorisation in BM-SC:

· Separation of service and network layers

· Application centralised at application server

· Reduced impact on core network elements

· Simplified service introduction

4
Conclusion and proposal

Based on the discussion above, it is proposed that for the architectures where the assumptions of Section 2 hold (in particular option D), that authentication and authorisation for an MBMS service should take place at the BM-SC.

As well as the advantages described above, this simplifies the task of standardisation, as no further work is required on Authentication and Authorisation, these being application layer issues.

It is proposed to add the following text to the relevant architecture proposals:

“X

Authentication and authorisation

Authentication and authorisation for a particular MBMS service is carried out at the application layer through a direct interaction between UE and BM-SC.

Authorisation at the SGSN for an MBMS PDP Context Activation Request is limited to a subscription check for access to MBMS services in general for this user.”
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