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During SA2#25 there were various discussions on the positioning options for the 3GPP AAA Server. This contribution clarifies the various issues which are faced when looking at the position of the 3GPP AAA Server.

The consideration to position the 3GPP AAA server in a domain other than the home domain is only practical when the authentication type negotiated using EAP allows interfacing to authentication and authorization functionality using alternative interface definitions. In such a scenario the end-to-end AAA protocol will terminate in the 3GPP AAA Server and interfaces based on for example, MAP or a Diameter applications other than NASREQ, can be used for authentication and authorization purposes.

The table below attempts to present the various issues relate to the positioning of the 3GPP AAA Server.

	Area
	Argument FOR the 3GPP AAA Server being purely being IN the HOME domain
	Argument FOR the 3GPP AAA Server being optionally OUTSIDE the HOME  domain

	Number of interfaces
	HOME based 3GPP AAA Server is required for the operating cases where:

i) The user is operating WLAN in the home network

ii) The user is roaming using WLAN via a WLAN roaming broker who is not offering MAP connectivity

As such existing interfaces and procedures can be leveraged for WLAN users in all scenarios.
	New inter-operator interfaces can be defined, e.g., for authorization exchange and for on-line charging and billing.

	Authentication types supported
	A pure HOME based 3GPP AAA Server approach allows the decoupling of authentication type from underlying infrastructure. 
	The current draft of TR 23.934 only has 2 EAP types , SIM and AKA, both compatible with MAP back-end interfaces.

	Configuration Management
	A pure HOME based 3GPP AAA Server approach allows configuration control of the Authentication server and the authentication supplicant.

This allows new versions of EAP methods to be deployed without impacting third party networks.

In addition, natural language notifications to be included in Diameter and EAP messages.
	EAP-AKA and EAP-SIM include reference to backward compatibility features to ensure correct interworking.

EAP-SIM and EAP-AKA include enumerated tags to avoid natural language requirements.

	EAP-SIM configuration
	EAP-SIM configuration requires the number of authentications, N, to be a function of the specific A38 algorithm. Internal provisioning can ensure that the correct number of authentications are run according to A38 key length.
	An interface to recover N can be defined which will enable the optimum performance for EAP-SIM.

	IMSI privacy
	A pure HOME based 3GPP AAA Server approach allows a the mapping from pseudonym to IMSI to be always performed in the home network. This means that IMSI privacy is optimised.

Depending on which chargeable subscriber identity is used in the accounting ticket, different procedures can be used for delivering IMSI to an aggregator network.
	Mapping from pseudonym to IMSI can be performed in the aggregator network which allows the chargeable subscriber identity to be known by the aggregator network.

Mapping for NAIs other than those defined in EAP-SIM and EAP-AKA are not defined. 



	Method migration
	A pure HOME based 3GPP AAA Server approach allows a number of different methods to be supported and configuration of method negotiation independently of the third party network

For example, a mobile operator can selectively choose to deploy EAP-AKA, independently of third party networks.
	EAP-AKA and EAP-SIM include information to allow the third party network to guess the first method to negotiate. At least clients supporting EAP-AKA should also support EAP-SIM to allow for a smooth migration in those cases where EAP-AKA is not supported by the third party network.

	First Authentication timing
	In order to limit the authentication time, the use of low speed SS7 links should be avoided and hence Home based 3GPP AAA Server will optimise authentication timing.
	Both EAP-SIM and EAP-AKA require smart card procedures which typically take of the order of 100s of milli seconds.

IP based diameter links will offer the same performance as the home based authenticaction server. Use of SS7 links should not noticeably add to the delay due to the inherent ICC delays.

	Re-association timing
	Positioning of the 3GPP Authentication Server cannot be shown to be directly related to the speed of re-authentication. 

Re-association should not require re-authentication, e.g., see S2-021930.
	

	Encryption re-keying support and AuC load control
	Since EAP-SIM and EAP-AKA re-keying will generate load on the AuC, the re-keying interval (set using Session Timeout) can be configured by the home operator who controls/dimensions the AuC.
	The re-keying period for EAP-SIM and EAP-AKA can be set to a standard period, per ciphersuite.

Alternatively EAP-TLS session resumption techniques can be used to limit the re-keying requirements (e.g., using EAP-PEAP/EAP-SIM)

	Service Provisioning
	Service provisioning is a local interface and can be agreed without global co-ordination.
	Existing (MAP) or new (MAP or Diameter) procedures can be used with global agreement.

	Authorisation information
	Future authorisation information may include various information which can be transported by AAA,  e.g., RFC 2868 RADIUS based tunnelling AVPs.

A pure HOME based 3GPP AAA Server approach ensures that this information can always be transported from the home network to the WLAN access network.
	New (MAP or Diameter) procedures can be used with global agreement to recover this information from the HSS over an inter-operator interface.



	Immediate Service Termination
	A pure HOME based 3GPP AAA Server approach ensures that the Immediate Service Termination trigger is an inter-operator interface, e.g., allowing control of service termination by the on-line charging and billing systems and/or fraud control systems.
	Existing (MAP) or new (MAP or Diameter) procedures can be used over an inter-operator interface.

	Peering agreements
	AAA peering has the same issues as MAPSec peering.

AAA brokers will likely be deployed to support WLAN roaming.

Existing MAP functionality is insufficient for WLAN requirements, therefore new roaming agreements will be required.
	AAA peering has scalability issues.

If existing interfaces can re-use existing (MAP) based peering, then all existing relationships can be leveraged.

	Billing and charging
	A pure HOME based 3GPP AAA Server approach ensures that the Home network sees all charging information, identically for relationships with other WLAN aggregators.

Hot billing solutions can be easily deployed for all users.

The Home network may perform nominal manipulation of AAA Accounting Records if it knows already that a mediated accounting ticket will be produced by a third party.
	The Home network load is decreased since it does not see charging information.

New inter-operator interfaces can be defined to support integration into charging and billing environments.




Table 1: Comparison of positioning the Authentication Server for EAP-SIM
Given the above table, it is Cisco’s conclusion that an inter-operator interface based purely on MAP is insufficient for roaming WLAN requirements. Hence, existing roaming agreements will need to be augmented to support WLAN.

If this is a given, it is concluded that the architectural compromises resulting from positioning the 3GPP AAA Server anywhere outside the Home domain do not merit the inclusion of such an option in 23.934.
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