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1 Authentication Requirements

The following requirements are proposed to be included in a new section 5.x “Authentication Requirements” in the WLAN TR.

· Legacy WLAN terminals should be supported, i.e. without special hardware.
· Minimal impact on the user equipment, i.e. client software.
· The need for operators to administer and maintain end user SW should be minimized
· Existing (U)SIM cards should be supported. The solution as such should not require any new changes to the (U)SIM cards.

· Changes in the HSS/AuC should be minimized.

· The security data, i.e. long-term keys, which are stored on the (U)SIM-card must not be sent from the card itself. Instead the interface to the (U)SIM-card should be of type challenge-response, i.e. a challenge is sent to the (U)SIM-card and a response is received in return.

· The user should have same security level for WLAN access as for 3GPP access.
· Mutual Authentication should be supported

· The selected Authentication solution should also allow for Authorisation
· Key distribution to the WLAN access NW shall be supported




































