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Introduction

High level security functions are distributed to clauses  “Authentication and Authorization”, “Service Initiation and Termination” and “Security”. 

It is proposed to move the bullet point on subscriber authorization from clause “Service Initiation and Termination” to clause “Authentication and Authorization” and to rename it to user authorization as user is used almost everywhere. In addition user authentication is added.

In clause „Security“ the „source“ is replaced by „content provider“ as “source” is redundant and nowhere else used. A reference to clause “Authentication and Authorization” is added because of some redundancy.

The proposed changes to the MBMS TR 23.846 v0.3.0 are described below:

5.4.1 Authentication and Authorization

5.4.1.1 Content Provider Authentication and Authorization

· MBMS should be able to identify and authenticate the content provider prior to receiving control or data from it.

· A content provider may request to provide a multicast or broadcast service using MBMS possibly stating desired QoS, geographical areas and other service-related parameters. MBMS shall be able to authorize this service provision with the requested parameters prior to service initiation.

· MBMS should enable roaming users to receive both home and local multicast services. Roaming users should be able to receive local broadcast services as well.

5.4.1.2 User Authentication and Authorization

· MBMS shall be able to authenticate and authorize users before joining to multicast groups (i.e. receive MBMS multicast services).

5.4.2 Service Initiation and Termination

· The UE shall be able to enable and disable broadcast service reception.

· The UE shall be able to join and leave multicast groups. Roaming users should be able to join and leave multicast groups in the home or visited network.

· 
5.4.9 Security

· To prevent unauthorized reception of multicast data, multicast transmission may be secured.

· To prevent injection of malicious content into the network MBMS should be able to authenticate the content provider and verify the integrity of the data received from the content provider.
· See also clause “Authentication and Authorization“

