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1. Introduction
In the last SA2 LCS drafting sessions, the concept of the pseudo-external identity was presented and discussed. In the discussion, it was pointed out that more pseudo-external identities may be required in order to fulfil the handling of the privacy settings in Rel-4. In this document, we would like to update the list of the pseudo-external identities. 

2. Discussion

In the current stage 2 specification, the procedure of selection of privacy class and privacy setting is shown in Appendix A. For Universal class and PLMN operator class, it is not necessary to check the external LCS client identity so we don’t have to discuss about these two classes and have to focus on the privacy settings for Call/Session related class and Call/Session unrelated class.

In order to request Call/Session unrelated class, we need four pseudo-external identities as shown in Table 1.

Table 1: Pseudo-external identities for Call/Session unrelated class only. 

	privacy settings for Call/Session unrelated class
	Pseudo-external identity

	Location allowed without notification
	Pseudo-external identity 1

	Location allowed with notification
	Pseudo-external identity 2

	Location with notification and privacy verification; location allowed if no response
	Pseudo-external identity 3

	Location with notification and privacy verification; location restricted if no response
	Pseudo-external identity 4


In order to request Call/Session related class, we have to consider privacy settings both for Call/Session related class and Call/Session unrelated class, because if there is no corresponding call or session in the MSC/SGSN the privacy setting for Call/Session unrelated class may be applied. Table 2 shows the five privacy settings for both classes and the interrelations of the settings.
Table 2: The interrelation among each privacy setting in terms of privacy strictness
	strict 
	Positioning not allowed

	(
	Positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user

	
	Positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification

	(
	Positioning allowed with notification to the UE user

	loose
	Positioning allowed without notifying the UE user


These five privacy settings are applied for both classes, so there are twenty-five combinations in general as in Table 3. However, as shown in Note 4 of the Appendix A, looser privacy setting shall be selected. Therefore, in case that the privacy setting for Call/Session unrelated class is looser than or equal to the privacy setting for Call/Session related class, it is not necessary to request the Call/Session related class. The pseudo-external identities listed in Table 1 can be used for such cases. With the consideration of such cases, ten more pseudo-external identities (from No. 5 to 14) are required as in Table 3 in order to request Call/Session related class. 

Table 3: Pseudo-external identities when Call/Session related class is requested.

	
	Privacy setting for Call/Session related class.
	Privacy setting for Call/Session unrelated class.
	Pseudo-external identity

	1
	Location not allowed
	Location not allowed 
	In this case, the location request is not needed to be sent to MSC/SGSN.

	2
	
	Location with notification and privacy verification; location restricted if no response
	In these case, the pseudo-external identities in Table 1 can be used, because the privacy setting for Call/Session unrelated class is looser than or equal to the privacy setting for Call/Session related class.

	3
	
	Location with notification and privacy verification; location allowed if no response
	

	4
	
	Location allowed with notification 
	

	5
	
	Location allowed without notification
	

	6
	Location with notification and privacy verification; location restricted if no response
	Location not allowed 
	Pseudo-external identity 5

	7
	
	Location with notification and privacy verification; location restricted if no response
	In these case, the pseudo-external identities in Table 1 can be used, because the privacy setting for Call/Session unrelated class is looser than or equal to the privacy setting for Call/Session related class.

	8
	
	Location with notification and privacy verification; location allowed if no response
	

	9
	
	Location allowed with notification 
	

	10
	
	Location allowed without notification
	

	11
	Location with notification and privacy verification; location allowed if no response
	Location not allowed 
	Pseudo-external identity 6

	12
	
	Location with notification and privacy verification; location restricted if no response
	Pseudo-external identity 7

	13
	
	Location with notification and privacy verification; location allowed if no response
	In these case, the pseudo-external identities in Table 1 can be used, because the privacy setting for Call/Session unrelated class is looser than or equal to the privacy setting for Call/Session related class.

	14
	
	Location allowed with notification 
	

	15
	
	Location allowed without notification
	

	16
	Location allowed with notification
	Location not allowed 
	Pseudo-external identity 8

	17
	
	Location with notification and privacy verification; location restricted if no response
	Pseudo-external identity 9

	18
	
	Location with notification and privacy verification; location allowed if no response
	Pseudo-external identity 10

	19
	
	Location allowed with notification 
	In these case, the pseudo-external identities in Table 1 can be used, because the privacy setting for Call/Session unrelated class is looser than or equal to the privacy setting for Call/Session related class.

	20
	
	Location allowed without notification
	

	21
	Location allowed without notification
	Location not allowed 
	Pseudo-external identity 11

	22
	
	Location with notification and privacy verification; location restricted if no response
	Pseudo-external identity 12

	23
	
	Location with notification and privacy verification; location allowed if no response
	Pseudo-external identity 13

	24
	
	Location allowed with notification 
	Pseudo-external identity 14

	25
	
	Location allowed without notification
	In these case, the pseudo-external identities in Table 1 can be used, because the privacy setting for Call/Session unrelated class is looser than or equal to the privacy setting for Call/Session related class.


Table 4 shows the summary of the fourteen pseudo-external identities. 

Table 4: Summary of Pseudo-external identities

	Pseudo-external identity
	Privacy setting for Call/Session related class
	Privacy setting for Call/Session unrelated class

	Pseudo-external identity 1
	N.A.
	Location allowed without notification

	Pseudo-external identity 2
	N.A.
	Location allowed with notification

	Pseudo-external identity 3
	N.A.
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 4
	N.A.
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 5
	Location with notification and privacy verification; location restricted if no response
	Location not allowed 

	Pseudo-external identity 6
	Location with notification and privacy verification; location allowed if no response
	Location not allowed 

	Pseudo-external identity 7
	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 8
	Location allowed with notification
	Location not allowed 

	Pseudo-external identity 9
	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 10
	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 11
	Location allowed without notification
	Location not allowed 

	Pseudo-external identity 12
	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 13
	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 14
	
	Location allowed with notification 


With the pseudo-external identity, it is possible to perform the privacy check in Home GMLC without any modification of the Rel-4 MSC/SGSN. 

3. Proposal

In order to make the privacy check mechanism in Home GMLC consistent with the Rel-4 mechanism, we would like to propose to introduce the pseudo-external identity concept for the Rel-6 privacy check mechanism in HPLMN. 

The proposed update for TR23.871 v2.0.0 is attached. 

7. 
Stage 2 description of enhanced privacy checking

LCS Stage 2 specification TS 23.271 defines only limited set of privacy options in chapter 9.5.3 consisting mainly of five different privacy settings:

· positioning not allowed;

· positioning allowed without notifying the UE user (default case);

· positioning allowed with notification to the UE user;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

These settings in the network are probably too limited to support the increasing number of LCS clients and the varying privacy requirements for location services especially for roaming subscribers.

It should be possible to have variable privacy settings, e.g. according to time of day, day of week and according to the location of the target UE. However, for compatibility reasons to Rel-4 the MSC/SGSN and HLR privacy functionality has to be kept (notification/verification). 

Note 1: 
It is FFS if these additional privacy settings could be handled by the User Profile services as specified in 3GPP.

In order to keep the compatibility with Rel-4 privacy functionality (notification/verification), the concept of “pseudo-external identity” is introduced. In the current stage 2 specification, the external identity is defined as the identity of external LCS client. The pseudo-external identity is not the identity of real external LCS client but the identity which is used for notifying SGSN/MSC of the location request class (call/session related or non-related) and the required type of indication for the target UE user. The pseudo-external identity shall be defined by each operator. Fourteen pseudo-external identities shall be defined according to the type of indication and the location request class (call/session related class or not). The pseudo-external identities are summarized in the table 1. Operator allocates E.164 addresses for the pseudo-external identities. 

Table 1: Pseudo-external identities

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



	Pseudo-external identity
	Privacy setting for Call/Session related class
	Privacy setting for Call/Session unrelated class

	Pseudo-external identity 1
	N.A.
	Location allowed without notification

	Pseudo-external identity 2
	N.A.
	Location allowed with notification

	Pseudo-external identity 3
	N.A.
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 4
	N.A.
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 5
	Location with notification and privacy verification; location restricted if no response
	Location not allowed 

	Pseudo-external identity 6
	Location with notification and privacy verification; location allowed if no response
	Location not allowed 

	Pseudo-external identity 7
	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 8
	Location allowed with notification
	Location not allowed 

	Pseudo-external identity 9
	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 10
	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 11
	Location allowed without notification
	Location not allowed 

	Pseudo-external identity 12
	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 13
	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 14
	
	Location allowed with notification 


The pseudo-external identities are registered in HLR/HSS as SLPP of each UE in advance. 

When a GMLC receives a location request, the GMLC performs the privacy check, may be with PPR. In case negative result of the privacy check, the GMLC immediately returns the response back. In case positive result, in order to indicate SGSN/MSC which type of indication (notification/verification) is required for the location request, the GMLC selects a proper pseudo-external identity according to the privacy check result. Then the GMLC replaces the external identity to the selected pseudo-external identity. The original external identity may be included in the LCS client name field if the operator want to notify the UE of not only original LCS client name but also the original identity. Then the GMLC sends Provide Subscriber Location message to MSC/SGSN as specified in 23.271. The SGSN/MSC selects the type of behavior according to the SLPP of the target UE and the pseudo external identity. 
With the pseudo-external identity, it is possible to enable the Rel-4 MSC/SGSN to behave according to the result of the enhanced privacy check mechanism without any modification of the Rel-4 SGSN/MSC. The pseudo-external identity also enables to handle the call/session related class. 
Even in the case when the target UE wants to be protected by the enhanced privacy check mechanism and the original external identity is replaced by the pseudo-external identity, the target UE can receive the client name of the LCS client to identify the LCS client. In the case when the target UE does not want to be protected by the enhanced privacy check mechanism and the HSS stores the SLPP including the original external identity list, the original external identity is sent to the target UE as previous release. 

Even with the pseudo-external identities shown above, the enhanced privacy parameters (i.e. Requestor ID, Codeword and Service Type) cannot be notified to the target UE, when the SGSN/MSC is Rel-4.
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