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1. Overall Description:

TSG-SA2 thanks TSG-SA1 for their LS S1-020666 (S2-020739) “Liaison statement on Release 99 changes to 22.071 to correct a privacy breach loophole ”.

SA2 would highlight that, according to current LCS stage 2 TSs 3GPP 03.71 (R98, R99), 23.171 (R99) and 23.271 (Rel-4,5), the authorization to provide a certain LCS client with the location information of the target subscriber, even in roaming cases, is given in the LCS server by the Location Subscriber Privacy Function, which is handled in the HLR and in the MSC/SGSN. The mechanism used to implement the Location Subscriber Privacy Function consists of a LCS subscriber profile which is stored in the Home PLMN (HLR/HSS node) and downloaded to the Visited PLMN (MSC/SGSN) at location update and every time that the subscriber profile is updated in the HPLMN, by means of MAP Insert Subscriber Data operation, provided that a roaming agreement exists between the operators of the HPLMN and VPLMN. The LCS subscriber profile (SLPP) stores all LCS privacy related information, including the identities of the LCS clients that the target subscriber wants to allow to get his positioning information. This mechanism allows the subscriber to set the desired privacy setting level also for the LCS clients whose identity is not included in the list of allowed LCS clients: one option for the target subscriber is that these LCS clients are not allowed to get any location information.

When the positioning request is handled in the VPLMN (MSC/SGSN), privacy checks are performed according to the information stored in the SLPP. If the result of the privacy checks is that the requesting LCS client is not allowed to get location information, proper error information is sent to the requesting entity, without any location information.

Basing on that, even in case of roaming subscriber, no privacy breach loophole is seen in LCS stage 2 specifications, as all privacy issues in the VPLMN are handled on the base of the subscriber profile received from the HPLMN, so that the service requirement proposed by SA-WG1 is seen as already satisfied in the current LCS stage 2 TSs. 
2. Actions:

None.

4. Attachments:

None

5. Next SA2 meeting.
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