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Introduction

This contribution describes the new concepts Anonymous Requestor and Authentication Token. Also the relations between the presence service and location service are described.

Proposal

It is proposed to add the concepts Anonymous Requestor and Authentication Token and to clarify the relations between the presence service and location service in TR 23.871 as shown in the attached documents

*** First changed section ***

3.
Definitions, symbols and abbreviations

3.1
Definitions

Codeword: Target Subscriber defined access code, which must be provided by requestor in order not to get the location request rejected. The codeword is privacy information. 

Privacy profile register (PPR): an entity that performs privacy check based on policies specified in a database containing subscriber privacy information for location services 

Requestor: the originating entity, which has requested the location of the target UE from the LCS client. 

Requestor Identity: This identifier is identifying the Requestor and can be e.g. MSISDN or logical name. 

Service Type: [The definition of Service Type is to be included.] The privacy setting may be different depending on which Service Types are offered to the target UE or requested by the target UE.

Service Identity: Identity of the service under certain LCS Clients
User: The subscriber and user of the target UE

*** New section ***
5.6


Authorization Tokens

When a mobile subscriber wants to use an LCS Client Application, the Client needs to be added to the subscriber’s authorization-list residing in the operator’s location servers. The LCS Client needs to be provisioned to GMLC if that is deployed and the LCS Client ID should be added to subscribers profile in HLR/HSS. In some cases, for instance when the subscriber is roaming, the required Client & Client ID provisioning to the authorization-list is unwanted, as the application is only used once or twice. Sometimes it may not be even possible to provision Client or authorisation lists based on need, especially if the HLR/HSS is the only entity for that information. Sometimes a subscriber only needs the LCS Client Application once and the provisioning of the privacy settings for this application is a bit of an overkill. As one solution in the Codeword concept, the codeword could be distributed to whoever needs to request for location information from operator server.  There are drawbacks in this solution, as it is difficult for the user to keep on track, who should know the codeword. The drawback of using codeword as a “shared codeword” is the updating and revocation of the codeword. Example would be the situation when a user has already distributed his codeword for 40+ entities and then he discovers that the codeword has leaked to an unwanted-party. This means that he has to change the codeword and distribute the new “key” to all other parties. Therefore an more flexible method is proposed to provide an easy, one-time authentication of a specific location request without any provisioning to the authorization-list. 
A solution for a single-session authorization can be provided with authorization tokens (digital signatures) or time-dependent one-time codewords.  An authorization token could be included with the location request indicating the subscriber’s acceptance to disclose his location information. Two different kinds of tokens could be used:
1) A digitally signed token
2) Time dependent one-time codeword 
The location request could include a token signed with the subscriber’s private key.  Digitally signed tokens define who is authorized, the validity period of the authorization and which token is being used (unique tokens). 
One-time codewords are time-dependent codewords syncronized between the Privacy Profile Register and the terminal.
TS 22.071 [1] specifies the service requirements for the codeword function. The Authorization Token concept  described in this chapter is a functional enhancement of the Codeword concept.
*** New section ***
5.7


Anonymity
For enhanced privacy the subscriber’s true identity (MSISDN) can be hidden and replaced with a nickname that is used as a permanent or temporary reference of the subscriber. The nickname is passed on from terminal to the LCS Client application when the subscriber invokes a request to a specific, registered URL. The LCS client will use Nickname as a identifier for the target subscriber instead of the true MSISDN identity. GMLC will in response use the same nickname.

The nickname and authorization token concept can be combined so that the token itself includes the identity information and no target id is passed.  It should be possible to define both permanent and temporary nicknames.
If anonymity and digitally signed token is used at the same time, then it should be noted that the digital signature is vunerable to reveal subscribers true identity in the case the subscribers public key is shared with in anyone else than the UE and the PPR. 
If token is used to also provide anonymity and identity is included within the token, it has to be ENCRYPTED with a key only known to the PPR. The whole token doesn’t have to be encrypted, just the one element.
The service requirements for anonymity are [to be] specified in TS 22.071 [1]. 
*** New section ***
5.8
Related privacy issues in Presence and Location services
Location information is an important part of the Presence information used in the Presence service. The subscriber should be able to set privacy requirements also for the location information used in the Presence service. Preferably the privacy settings that the subscriber has defined for location services should be applicable as such also for the location information in Presence services.
*** Next changed section ***

9. 
Stage 2 description of the codeword and authorization concept

There are two ways to standardize the codeword handling. One way is that the codeword is stored in the GMLC and compared in the GMLC. Another way is that the codeword is stored in the PPR and the compared in the PPR. These alternatives are described and compared in chapter 7.
The signalling flow when handling the codeword using authorization tokens is as follows:
1) The subscriber makes a request to an application, which requires the subscriber’s location before completing its task.

2) The application either contacts the phone to get the location information or the phone is already aware of the location dependent application and transmits the digitally signed token for the application in the initial request to the application in step 1.
3) The application requests the subscriber’s location from GMLC and and includes the token in the request.
4) The GMLC authenticates the application, i.e. the LCS Client, and sends a request to the PPR, which verifies the token and can bypass the normal security/privacy checks indicating the result to the GMLC as in a normal PPR request. The result will include what Client ID the GMLC should use to be backward compatible with the MSC call related/unrelated privacy. The token is then marked as used and can no longer be used. The individual token is identified by a serial number. 
5) If the result from PPR indicates that the privacy setting is ok, the GMLC requests for location from MSC/SGSN.
6) Once GMLC receives response from MSC it delivers the requested location information to the application. 

The token shall include a timestamp to make sure that it cannot be used for a delayed request. Each token should have a short time-to-live value, e.g. 5 minutes.

Note : that this requires, that the phone is using a SECURE SOURCE for the time.. otherwise the timestamp carries no value.

Token may be used to authorised immediate location request but not the deferred, since it is difficult to implement a revocation method for the latter requests (in the situation when the subscriber changes his mind).  
*** New section ***

10. 
Stage 2 description of the anonymity concept

The user of the target mobile may wish to stay anonymous with some LCS clients or with some service types. There are two ways to support the anonymity of the target mobile user, i.e. the pseudonymous identity or the anonymous identity as described below.
Pseudonymous Identity 
Pseudonymity ensures that a user (the person who is using the LCS Client application) may use a resource or service without disclosing the user’s identity, but still stay accountable for the usage.
When an LCS Client application needs to be able to refer to the subscriber with delayed location requests (e.g. a non-call-related request), the proxy may provide the LCS Client application with a permanent nickname of the subscriber. This permanent nickname is only valid for this particular LCS Client application, so every application shall have their own database entries for permanent nicknames per subscriber MSISDN.

Anonymous Identity
Anonymity is the state of not being identifiable within a set of subjects (LCS Client applications). In other words, it ensures that a user may use a resource or service without disclosing the user’s identity.
For normal, call-related requests the anonymity proxy provides a temporary, session based nickname, which is passed on to the LCS Client application. After the location request is completed the nicknames becomes invalid.
The signalling flow for anonymous location requests is as follows:
1. UE contacts PPR to request a pseudonymous or anonymous identity. PPR responds with the identity and includes the PPR address.

2. The user contacts the LCS client application using the pseudonymous or anonymous identity without revealing the user’s real identity.  The PPR address is also included with the request together with the pseudonymous or anonymous identity.
3. If the LCS client application needs to get the location of the target mobile, it contacts the GMLC using the (pseudonymous or anonymous) identity it received from the UE. 
4. GMLC requests PPR to decrypt the indicated identity to the true identity (MSISDN). After the decryption of the pseudonymous or anonymous  identity GMLC has to check the PPR address defined in the subscriber profile matches the one used for decrypting the pseudonymous or anonymous identity.
5. GMLC proceeds with the location request using MSISDN as defined in TS 23.271
6. GMLC receives the response from the network and sends the response to the LCS client application without revealing the true identity of the target mobile, instead it uses the pseudonymous or anonymous identity.
*** New section ***

11. 
Common stage 2 privacy issues in Presence and Location services
The Presence service may act as an LCS client and request location information from GMLC. GMLC handles the request as specified in 23.271 and may request PPR to check the privacy settings for this LCS client and service type as defined by the target mobile subscriber. 
As an alternative the location information for the presence service can be input by the target mobile user.
The Presence service itself may request from PPR what are the privacy settings that shall be applied for the location information of the target mobile before forwarding location information or other presence attributes to other parties.
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