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1.
Introduction

The concept of IPv6 covers many aspects, numerous IETF RFCs, a number of different situations, and is also partly still evolving. A rapid adoption of IPv6 is desired for mobile terminals. Yet these terminals vary greatly in terms of their processing capabilities and task orientation. Mobile terminal software often cannot be upgraded, yet it must meet tough demands for interoperability with other hosts, the cellular network, and the Internet. For these reasons it is necessary to understand how the IPv6 deployment starts and which parts of IPv6 are necessary under which situations. 

In the 3GPP specifications IPv6 was introduced, as an option, already for R’97. It has later in R’5 been specified that the IMS shall exclusively use IPv6 for its IP transport. 

The purpose of this contribution is to inform 3GPP SA2 about the work progressing in the IETF and specifically the IETF document draft-manyfolks-ipv6-cellular-host-01.txt which suggests basic IPv6 functionality for cellular hosts, and discusses when parts of the functionality is needed, and under which conditions. 

The Internet draft is attached (see zip file) to this contribution for convenience, but it can also be found on the following IETF web page:

http://www.ietf.org/internet-drafts/draft-manyfolks-ipv6-cellular-host-01.txt
The cellular host draft was presented at the 51st IETF meeting in August 2001 and that presentation is attached to this document (see zip file). 

2.
Summary of the IETF draft

A Cellular host is considered to be a terminal which uses a cellular air interface to connect to a cellular access network (e.g. GPRS, UMTS, CDMA2000) in order to provide IPv6 connectivity to an IP network. The needed functionality to provide this connectivity is outlined in the document. The description is made from a general cellular host point of view, and this document is intended to be applicable for many types of cellular network standards. In some cases known exceptions and special cases are however documented for specific cellular networks, such as the UMTS, as examples and additional information for the reader. When issues specific for UMTS are raised they are based on the specifications for R’99/R’4.

The use of IPv6 within cellular networks implies an implementation of the IPv6 stack within a wide range of terminals. Such terminals may vary significantly in terms of capacity, task orientation and processing power. For instance, the smallest handheld terminals can have a very limited amount of memory, computational power and battery capacity. Cellular hosts operate over expensive low bandwidth wireless links with limited throughput.

The purpose of the draft is to propose a compact set of IPv6 specifications and functionality that cellular hosts must support. Such a specification is necessary in order to determine the optimal way to use IPv6 in a cellular environment. Important considerations are how to minimise footprint and implementation effort for a large number of consumer terminals, eliminate unnecessary user confusion with regards to configuration options, to ensure interoperability and to provide an easy reference for vendors implementing IPv6 in a cellular host.

The document reviews the IPv6 functionality grouped under three categories: Core IP, IP Security and IP Mobility (see Figure 1). For each category and each RFC in them, following things are discussed:

· Is this part of functionality needed by cellular hosts and under which conditions?

· In some cases individual parts of the RFCs are discussed in more detail and recommendations are given regarding their support.

· In some other cases conflicts between some parts of functionality and the current cellular network protocols are identified.
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Figure 1. Core IP, IP Security and IP Mobility sets and an example of a cellular host functionality set.

The functionality groups consist of IETF specifications (RFCs and Internet Drafts). Only host parts of the specifications are considered for the cellular host, i.e. no router functionality is included. Each specification is described as “MUST”, “SHOULD” or “MAY” for the cellular host, where “MUST” is to be compared with its counterparts in 3GPP i.e. “shall” and “MAY” with “optional”. Parts of the specifications not relevant for the cellular hosts are described in our draft. Also 3GPP specific issues are raised in the subchapters if needed, for example in the case of 3GPP stateless address autoconfiguration. 

2.1
Core IP

The core parts of IPv6 are described in the Core IP group. Functionality’s of a cellular host in order to be able to communicate with other IPv6 hosts belong to the Core IP group.

2.2
IP Security

IP layer security functionality suitable for cellular hosts is described in the IP Security group. Chapter 3 in the draft defines the contents of that group and discusses its usage in different contexts. Some recommendations are given on what security solution to employ for different services.

2.3
IP Mobility

IP layer mobility functionality for cellular hosts is described in the IP Mobility group. Basic functionality needed just to correspond with mobile nodes (Correspondent Node functionality) is a part of the Core IP group. Chapter 4 in the draft defines the contents of the IP Mobility group and discusses its usage in different contexts.

2.4
Summary of 3GPP specific comments

Neighbour Discovery

3GPP terminals only need to support Router Solicitations and Router Advertisements for 3GPP IPv6 Stateless Address Autoconfiguration. Neighbour Solicitations and Advertisements may be supported for Neighbour Unreachability Detection. They are not needed for 3GPP IPv6 Stateless Address Autoconfiguration, since Duplicate Address Detection is not needed in this address assignment mechanism.

Privacy Extensions for Stateless Autoconfiguration

The Privacy Extensions for Stateless Autoconfiguration RFC [RFC-3041] is incompatible with the 3GPP model and must not be supported if the 3GPP IPv6 Stateless Address Autoconfiguration is used. 3GPP IPv6 Stateless Address Autoconfiguration uses Neighbour Discovery messages, but the host is not allowed to propose its own interface identifier. The network provides the complete IPv6 address to the 3GPP host. A host implementing Privacy Extensions for Stateless Autoconfiguration will periodically change its interface identifier. Depending on the specific implementation of the 3GPP network, the packets originated from and destined for the new address will most likely be dropped. However, 3GPP networks will already provide some form of addressing privacy, and no global tracking of a single terminal is possible through its address.
Security

The recommendation on level of IP security support is given per service. For example, Cellular hosts that provide a VPN service to a corporate Intranet must support IPsec and IKE. Cellular hosts that provide only a simple web browsing service should provide TLS or its wireless based profile.
Mobile IP

The Mobile Node functionality in MIPv6 is only needed for hosts if they need to retain session or IP layer reachability while moving between different access technologies, i.e. - to use MIPv6 for inter-system IP handovers.

3.
Discussion

This contribution informs SA2 about the IETF draft "Minimum IPv6 Functionality for a Cellular Host". It is expected that interoperability is an important issue. Therefore we are asking for input and support for this work. Also, it is expected that the information presented here would enable a decision within 3GPP to use the presented draft as a reference in the 3GPP specifications.

The IETF minimum IPv6 functionality document would then be useful for 3GPP specifications as it can be used for specifying minimum IPv6 functionality / features for 3GPP User Equipment. It is clear that not all 3GPP handsets need all IPv6 (host) functionalities, such as IP Security and IP Mobility, i.e. a reference in 3GPP specifications to the IETF specification could eliminate many interoperability issues.

There has been discussion on UE IPv6 functionality in 3GPP. The specification TS 23.221 v5.2.0 has the following editor's note: "The exact set of the functionality available in the whole IPv6 protocol suite (such as IPSec, IP multicast etc.) that will be mandated in R5 is FFS." The note reflects that 3GPP needs to address the level of IPv6 functionality required for a 3GPP UE. But at the same time, this functionality level must be compatible to a general IPv6 host. Interoperability is also an important issue.

Note 1: if companies want to influence the progress or the contents of the IETF draft it is possible to do so. Official comments are sent to the IETF IPng mailing list and other comments can be sent directly to the authors (address information can be found at the end of the draft).


Note 2: There is an ongoing work being done by the 3GPP-IPv6 Design Team started within the IPng work group in the IETF. That team will provide some feedback on how 3GPP uses IPv6. However, the cellular host IPv6 specification work is not related to that design team. The 3GPP specific comments in the cellular host draft is based on current frozen specifications and that will be clarified in a later revision of the draft, whereas the input from the IPng Design Team would mainly or only be considered for releases that are not frozen.


