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It is being realized that the privacy mechanisms provided for Location Services by the current HLR based solution are not sufficient to support the increasing needs to distinguish between varying privacy requirements for different types of location information based services. The user should also be able to set or change the location related privacy parameters in one place only, even when roaming. 

The stage 2 specification on Location Services (3G TS 23.271, v.4.2.0) is somewhat limited in scope regarding LCS privacy issues in general and especially when the subscriber is roaming. It is assumed in the specification that LCS Client level identification is enough and that GMLC is always a trusted partner. Privacy requirements are handled with a very generic approach, the privacy parameters are defined only in HLR, they are transferred to VLR and then checked by MSC before the location information is generated.

In practice this specified mechanism is not enough. It is not seen sensible in all cases to launch location services with such a limited support of privacy when the subscriber is roaming. The following issues are considered:

1. In order to allow LCS clients to get a user's location when roaming, the user would need to define all such clients in her home network user profile in advance. Since such LCS clients often are in another country, it is usually hard or impossible for the user to envisage this in advance.

2. A home network subscriber can only limit the access to location information by the service domain GMLC. The subscriber cannot set privacy settings per LCS client in the service domain GMLC. The service domain GMLC must be trusted to do the authorization properly.

3. It is not seen feasible to add new privacy parameters to HLR, because of the resulting database size

4. It is not fast and convenient for the user to add new settings or change existing ones in HLR.

5. The number of LCS Client identities is limited per subscriber

6. One LCS Client may offer different types of location based services that have varying impact on user privacy

7. Middleware level privacy check should be allowed. 

8. Roaming might not be working in many cases, because a standard based GMLC might not exist in the visited network. Some networks could have other types of location servers, using e.g. a LIF based interface that could use non-standardized methods to get location data.

9. Roaming should also be supported for the Le interface

Some aspects of this issue are probably related to the Work Item "The 3GPP Generic User Profile", S1-010865, agreed in SA1. (to be approved in SA Plenary in September.)

Proposal:
It is proposed to add and agree the following new paragraph for the Work Item description "LCS in Rel-5" in chapter 5 Service Aspects:

"- Enhanced support for Roaming and Privacy

The privacy mechanisms provided for Location Services should be enhanced to support the increasing needs to distinguish between varying privacy requirements for location services, especially when the user is roaming. The user should also be able to set or change the location related privacy parameters in one place only, even when roaming."






























































































