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Overview 

In GSM, the mobile subscriber has the ability to place an emergency voice call without having a SIM installed in the mobile station.  There is nevertheless no means available to a subscriber, either on GPRS or UMTS to place an emergency call without a UICC/SIM card.   In addition the IM CN subsystem,  has currently no defined mechanism for allowing a User to place an Emergency call without a UICC/SIM.

At the last SA Plenery (SA#11) a work item “Support for Emergency calls from UEs without UICC/SIM in Networks containing an IM CN Subsystem” was approved with SA2 having the work item leadership which states the following:

Justification:

“The IM CN Subsystem is being developed to provide IM services in Release 5. Within some countries, it is a requirement that Emergency calls shall be supported from UEs without a UICC/SIM, hence, it is required that Emergency Calls from UEs without a UICC/SIM be supported within networks containing the IM CN Subsystem.”

Objective:

“The objective is to allow networks containing the IM CN Subsystem to support Emergency calls from UEs without a UICC/SIM.  It is important to provide this feature in Release 5 in addition to the work item “IM Services” to ensure that all regions can deploy IM Services at the same time.”

Futhermore TS 23.221 section 4.1 identifies allowed network and terminal configurations which include:

c)
networks which only provide the functionality of the PS Domain (and optionally IM Subsystem).

b)
terminals which are only able to access to the PS Domain (and optionally IM Subsystem);

Therefore in order not to discriminate against operators living under a different regulatory situation with regard to the deployment options for network and terminal configurations, it is necessary that  emergency calls without a UICC/SIM be able to be placed using the IM CN subsystem and the PS domain.

This proposal outlines how emergency calls may be implemented within the 3GPP PS domain with minimal impact on the mobile station and existing network infrastructure, and how using this method an emergency call without a UICC/SIM may be placed using the IM CN subsystem and the PS domain

Description

This proposal would have minimal impact on both the mobile user equipment and the network infrastructure, while at the same time, would offer a fairly wide range of access and service provision control options.

In order to minimise changes to the existing signalling protocol it is proposed that:

the mobile station incorporates the following functionality: 

 i) a SIM detector 

ii) emergency International Mobile Subscriber Identity (IMSI) emulator functions,

· the network incorporates the following functionality: 

· i) an IMSI discriminator 

· ii) a pseudo-Home Location Register (HLR) /Emergency-only HLR extension.  

These network functions would be incorporated into the packet-switched domain by their association with the SGSN. These new network functions would only be required in those networks where the support  of  Emergency calls without a UICC/SIM is required.

An emergency call in either domain would be set up by the creation of a special, temporary IMSI, which would be available to the mobile station’s signalling stack in the absence of an actual SIM card.  This temporary IMSI would contain a Mobile Country Code (MCC) and Mobile Network Code (MNC) that is currently unused (and therefore must be standardised) that would identify it as being associated with an emergency call, plus a set of pseudo-random bits to complete the entire identity on a per-usage basis.  This set of pseudo-random bits could contain a portion of the International Mobile Equipment Identity (IMEI), as per 23.003, and in this manner, the call could potentially be traced to an equipment owner.

.
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The special IMSI would conform to the length characteristics of a normal IMSI, and may be up to 15 digits in length and is encoded as a series of 4-bit quantities as per 04.18, 15.5.1.4.  

This special Emergency IMSI would then be used to perform an Emergency GPRS Attach procedure in the PS domain.  The network operator would have full control over whether or not to enable this special emergency calling service, which is applicable in countries in which regulators require that a SIM card be used for emergency calls.  The mobile user equipment would be granted a “special Emergency GPRS attach” of sorts, which would activate a special emergency signalling PDP context. The emergency  signalling PDP context would then be used for initiation of an emergency call via the IM Subsystem. In this case the Mobile equipment would obtain the IP address of a P-CSCF for the emergency call as part of the emergency signalling PDP context activation procedure. If the emergency call is to be placed via the IM subsystem a Public User Identity in the format user@hosts needs to also be obtained for addressing of the SIP Invite and other SIP signalling messages. It is proposed that this Public User Identity would have the user part based on the Special Emergency IMSI and a predefined reserved domain name for the hosts part indicating that this is an emergency call without a UICC/SIM. The emergency signaling PDP context would ensure that the “special Emergency GPRS attach” could only be used for IM subsystem signaling since all traffic on this context would only be allowed to go to the P-CSCF and the P-CSCF would ensure that only emergency calls could be placed using this PDP context. For the case of an emergency call for a user not currently attached to the IM subsystem a SIP level registration would not be required. The P-CSCF and the Emergency Call center could utilize the identification information contained in the Public User Identity to optionally filter out multiple false emergency calls being made by the same mobile without a SIM in order to prevent denial of service type attacks on the emergency call center. 

Architecture

The diagram, shows the network for both circuit and packet-switched domains along with the mobile user equipment.  The new network and mobile user equipment functions are shown in BLUE, circuit-switched data paths are shown in RED, while packet-switched data paths are shown in GREEN.

Within the network, the following new functions are added (For those networks supporting Emergency Calls without a UICC/SIM) :

1) IMSI discriminator: The purpose of this function is to intercept any signalling message that arrives at SGSN sent by the mobile.  Any such message containing the Emergency MCC and Emergency MNC would be intercepted and routed to the Emergency Pseudo-HLR.  This function would be facilitated via the existing routing tables.

2) Emergency Pseudo-HLR: The purpose of this function is to process Emergency-only signalling.  It sends the required response to any such signalling message that contains the Emergency MCC and Emergency MNC.  It also would calculate a proper authentication response triplet based on the entire Special Emergency IMSI, sending this triplet back to the mobile user equipment so that the mobile may then proceed with the normal authentication and ciphering procedures.  This solution reduces the amount of “special” signalling within the network and the amount of stage 3 specification work required making it a realistic solution to implement Emergency calls without a SIM/USIM in the Release 5 timeframe.


[image: image1.wmf]Normal HLR

Emergency

Pseudo-HLR

Protocol Control

Unit

Base Station

Controller

Base Transceiver

Station

SIM Card

SIM Detector

Emergency

Identity

Generator

RIL signalling

stack

RF Hardware

Air interface

IMSI

Discriminator

Mobile Switching

Centre

Serving GPRS

Support Node

Mobile user equipment:

2G or 3G

Public switched telephone

network (PSTN: circuit-

switched domain)

Packet data network (PDN:

packet-switched domain)

Normal GPRS attach

signalling

Normal IMSI attach

signalling

Emergency GPRS

attach signaling

Emergency Pseudo-HLR may return a

pre-computed Authentication Response

Triplet so that authentication and

ciphering may operate normally

Circuit-switched data

Packet-switched data

Radio Network

Controller (RNC)

Node B

3G UMTS Radio Access Network (RAN)

2G GSM GPRS/EDGE Radio Access Network

Gateway GPRS

Support Node

IM CN Subsystem


Within the mobile user equipment, the following new functions are needed:

1) SIM detector: This would detect the presence of a UICC/SIM card in the mobile user equipment.  It would report a logical value to the Emergency Identify Generator.

2) Emergency Identity Generator: This, upon learning that there is no UICC/SIM physically installed in the mobile user equipment, is responsible for i) the generation of a Special Emergency IMSI, including the 3 functions described earlier, ii) the construction of a pre-computed signed response (SRES) used for authentication and iii) the construction of a pre-computed ciphering key.  It would also inform the signalling stack to use this identity for any signalling exchanges that require an IMSI during any period in which the mobile user equipment has no installed UICC/SIM card, including in the case of an IM subsystem mobile for the construction of  the Public User Identity for SIP signaling.

Message flow

This solution requires a minimum amount of change in the mobile user equipment and the network specifications.  This is because it enables the existing system functions and procedures to handle UICC/SIM-free emergency data calls without requiring changes to the existing, basic mobility management (MM) and GPRS mobility management (GMM) signalling procedures.  The new functions and procedures simply enable the current ones to handle UICC/SIM-free emergency data calls. Therefore it is expected that the stage 3 work required will be minimal and it can therefore be completed in the timeframe for Release 5.

Two sets of simple procedures are required:

i) the mobile user equipment procedures  

ii) ii) the network procedures.  

These procedures would work in conjunction with the existing IMSI attach/detach procedures.  These attach/detach procedures further enable the MM and GMM procedures. 

The next diagram demonstrates how an emergency  call via the PS domain would be enabled without the presence of a UICC/SIM card:
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Note that for this special UICC/SIM-free emergency case, it is proposed that the triplets returned from the HLR emulation are designed to provide a neutral ciphering key for use by the SGSN/VLR Alternatively the HLR emulation may return a marker indicating to the SGSN/VLR that there should not be any ciphering in this special call case.

Functionality of mobile user equipment and network:
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Specification Changes Required

The following Specification changes will likely be required:

1) Definition of the functional elements

2) Definition of the Special Emergency IMSI and the procedures for its generation

3) Definition of the Emergency Attach and Detach procedures

4) It is expected that in addition to the obvious required changes to the signalling, there would be changes required to GSM 04.18 to further specify the behaviour of the mobile station upon detection that the UICC/SIM is not present.  Some return to a predictable “Emergency Start State” must be defined.

Proposal

That SA2 agree in principle to pursue this limited impact approach to PS domain and IM emergency calls without a UICC/SIM implementation.

If the general approach is agreed Motorola will bring CR’s to the appropriate specifications for discussion and approval to SA2#19 and at the other relevant working group meetings.
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