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Abstract

This contribution proposes information flows for an authenticated IMS registration and re-registration with the S-CSCF as termination point for authentication. 

1 Introduction

At S3#17 (Göteborg, 27 Feb – 2 Mar, 2001) 3G SA3 took the following decisions on IMS security [S3-010100]: 

· P-CSCF terminates IMS access integrity/confidentiality protection of SIP messages from the UE. Security associations are user specific here and are established by the 3G AKA mechanism.

· Security associations between P-CSCF and S-CSCF are established via Network Domain Security mechanisms and are not user specific.

· Authentication is performed in the home network. It is ffs whether it is performed in the HSS or the S-CSCF.

This document addresses the last bullet.

Two alternative proposals were discussed at S3#17bis (Madrid, 23 - 26 April, 2001) and at the joint S2/S3 meeting (Madrid, 26 April, 2001): In [S3z010053] authentication is terminated in the S-CSCF whereas in [S3z010025] authentication is terminated in the HSS. No decision could be reached. It was agreed that there were no COMPELLING security reasons to favour one alternative over the other. It was therefore proposed that S2 handle this issue in their next meeting.
2 IMS authentication terminating in the S-CSCF

In the subsections 2.1 and 2.2 below information flows are shown for authenticated IMS registration and re-registration, respectively.

2.1 Authenticated registration

Below an information flow for IMS registration is shown where the S-CSCF terminates IMS authentication.
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Figure 2.1: Authenticated registration

Description of the Information flow:

Up to message 9 the information flow does not differ from the one without security given in [3G TS 23.228], section 5.3.

8. The S-CSCF sends a Cx-Put to the HSS.

9. The HSS stores the association between subscriber identity and S-CSCF address and sends back a Cx-Put Resp.
10. The S-CSCF sends a request for authentication data Cx-AuthDataReq to the HSS.

The HSS selects an authentication vector with user specific authentication data

RAND||AUTN||XRES||CK||IK.

Note, that it is a working assumption within S3 that confidentiality protection is optional for implementation in UMTS. However, we included CK in the information flow for reasons of access network independence. (Other access networks may require encryption at the SIP level.)

11. In an Cx-AuthDataResp message the HSS sends the authentication vector

RAND||AUTN||XRES||CK||IK  to the S-CSCF.

Note, that it is also possible to send a batch of pre-computed authentication vectors to the S-CSCF, if desired. This could facilitate that in re-registrations authentication steps 10 and 11 of the information flow could be omitted.

12. The S-CSCF sends an 401 Unauthorised message to the I-CSCF in order to indicate that the registration requested by the UA needs to be authenticated. This message contains the parameters RAND and AUTN which are needed for authentication purposes in the UA.

13. The I-CSCF forwards the received message (including the parameters RAND and AUTN) to the P-CSCF.

14. The P-CSCF forwards the received message (including the parameters RAND and AUTN) to the UA.

15. The UA checks AUTN, computes the authentication response RES and sends RES in a Register message to the P-CSCF.

16. The P-CSCF forwards the received message (including the parameter RES) to the I-CSCF.

17. The I-CSCF sends a Cx-Query to the HSS.

18. The HSS sends a Cx-QueryResp to the I-CSCF with the address of the S-CSCF.

19. The I-CSCF forwards the received REGISTER message (including the parameter RES) to the S-CSCF.

The S-CSCF authenticates the user by checking if the received value RES and the stored value XRES are equal. If yes, then the UA is successfully authenticated.

20. S-CSCF sends a Cx-Pull to the HSS.

21. The HSS sends a Cx-Pull Resp to the S-CSCF.

22. The S-CSCF indicates to the I-CSCF that authentication was successfully completed by sending an OK message, which includes the session keys IK for integrity protection and CK for confidentiality protection of SIP signalling.

23. The I-CSCF forwards the received message (including the keys IK and CK) to the P-CSCF.

24. The P-CSCF sends an OK to the UA (which does not include the keys IK and CK).

2.2 Authenticated re-registration

Below an information flow for IMS re-registration is shown where the S-CSCF terminates IMS authentication.

We do not give a description of the re-registration feature, as it is very similar to registration which is in detail described in section 2.1 above.

According to [TS 23.228, section 5.2.2.4] in figure 2.2 below messages 6 and 7, but also messages 18 and 19 are optional for re-registration. They can be omitted if "as an optimisation, the S-CSCF can detect that this is a re-registration" [quote from TS 23.228].

If authentication vectors are available at the S-CSCF (i.e. if a batch of authentication vectors was sent with a previous registration) then messages 8 and 9 of the re-registration procedure can also be omitted. It would therefore be possible that the HSS has only to be contacted by the I-CSCF.

If this optimisation could be also applied then in the case that authentication vectors are already available at the S-CSCF, the HSS would not be part of the information flow at all. Note that re-registration is likely to be used much more frequently than the registration feature.
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Figure 2.2: Authenticated re-registration

3 Discussion

In the following, advantages of terminating IMS authentication in the S-CSCF are discussed compared to terminating IMS authentication in the HSS.

· Stateless paradigm for HSS can be preserved (from UMTS and GSM):

If the AKA is terminated in the S-CSCF the paradigm for the HSS applied so far in UMTS CS- and PS-domains and GSM could be preserved: the HSS would just be a (transaction-) stateless server which responds to queries. Modifying subscriber related information in the HSS would only be required at initial registrations.

If the AKA was terminated in the HSS the HSS would have to keep the state of the registration transaction of each UA from the point in time it receives the Cx-Auth-Request message until it sends the UA specific key IK to the I-CSCF (cf. [S3z010025]). Furthermore, this subscriber related state information in the HSS would have to be modified for each authenticated re-registration.
· Compatible with standard SIP methodology for Registration authentication:

According to 23.228 the S-CSCF is the registrar. The standard SIP mechanism for authenticating registrations [RFC2543bis] is for the registrar to return a 401 response with an authentication challenge. The I-CSCF is a stateless proxy and proxies are not allowed in SIP to generate 401 responses. Even if the I-CSCF were to generate a 407 response instead,  the mechanism would not be a standard SIP Registration authentication mechanism because 407 response based proxy authentication is intended for access authentication to networks or channels during session initiation. Also only statefull SIP proxies are allowed to generate 407 responses and the I-CSCF is a stateless proxy. SA3 have also determined that authentication of invites is not required removing the need for proxy authentication. Performing authentication of registration at the S-CSCF (SIP registrar) is the standard simple straightforward SIP mechanism and also will require minimal re-work of the registration flows in TS 24.228.

· HSS becomes less vulnerable to DoS attacks:

The by far most precious resource involved in registrations in terms of computation power is the Authentication Centre which is part of the HSS. For each (re-) registration request, the Authentication Centre has to generate an authentication vector containing the authentication data needed to authenticate the user.

The solution where authentication terminates in the S-CSCF protects the HSS including its Authentication Centre better from Denial of Service attacks as all requests for authentication vectors to the HSS are sent by the S-CSCF which can hence act as a filter. In addition, the fact that the HSS has to keep the state of the actual running SIP registration transactions of a possibly large number of users could make the HSS more vulnerable to the DoS attacks in the solution where the HSS makes the final authentication check as this solution puts a higher load on the HSS.

· Load on the HSS can be reduced

Since the IM Subsystem will have many S-CSCFs, the solution that was proposed in this document allows the distribution of the authentication work amongst all the S-CSCFs within the subsystem. This reduces the load on the HSS which we believe is a significant advantage because the HSS is envisioned to be the bottleneck of the overall system. The flow distribution is controlled by the S-CSCF. The selection process is carried out at the I-CSCF. This selection process may also consider load information.

· S-CSCF is responsible for re-registration anyway

Because the HSS is not in the call control path, the S-CSCF has to be responsible for monitoring registration timeouts and de-registration if no re-registration is received in the expected timeframe. It would therefore ease the management of re-registration if authentication was also carried out in the S-CSCF.

· HSS can send a batch of authentication vectors to the S-CSCF:

In step 11 in case of an initial registration (cf. information flow in section 2.1) and in step 9 in case of a re-registration (cf. information flow in section 2.2) it is possible to send a batch of several pre-computed authentication vectors to the S-CSCF, if desired.

As described in section 2.2 this could enable the S-CSCF to handle an authenticated re-registration autonomously without the need to contact the HSS each time. This could reduce load on the HSS. Note, that this is not possible if the HSS terminates authentication. Note also that re-registration is likely to be used much more frequently than initial registration.
Note: termination of authentication in the S-CSCF enables event driven authentication: because the S-CSCF knows what kind of call/session is being made, it can trigger authentication based on particular events (e.g. outgoing call attempt). It should be noted, however, that the current working assumption of S3 is that authentication takes place only at registrations and re-registrations. But the S-CSCF solution is more future-proof in case this working assumption ever changes.

4 Conclusions

The above discussion shows that there are significant advantages when authentication is terminated in the S-CSCF compared to when authentication is terminated in the HSS. In particular, the stateless paradigm for HSS can be preserved (from UMTS CS- and PS-domains and GSM),  the HSS can be more effectively protected from DoS attacks, and the procedure is more in line with the standard SIP registration authentication procedure. Furthermore, in case that an optimisation option for re-registration would be applied then even for an authenticated re-registration it would not always be necessary to contact  the HSS. This could reduce load on the HSS.

5 Proposal

It is proposed that S2 agrees to perform subscriber authentication in the S-CSCF.

This decision shall be forwarded to S3 in a liaison statement.
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