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9.5 Privacy

9.5.1 Privacy Override Indicator (POI)

< No change >

9.5.2 Privacy Procedures

< No change >

9.5.3 UE Privacy Options

The UE privacy options in the SLPP apply to an CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR and either indicate that no CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR is allowed for the UE (except as may be overridden by the POI or local regulatory requirements) or define the particular classes of LCS client for which an CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR for location are allowed, with the following classes being possible:

[Editor's note: An e-mail comment pointed out that there are different cases still to be covered in the description of the classes: 1. the LCS Client identity is included in SLPP or 2. the LCS Client identity is NOT included in SLPP. Also some GMLC restriction conditions need to be mentioned.] 

a) Universal Class – allow positioning by all LCS clients
b) Call/Session related Class

c) Call/Session-unrelated Class

d) PLMN operator Class

[ Editorial note, not part of CR: the text below was moved from the end of chapter 9.5.3. One proposed change is indicated with revision marks.]
All UE privacy options of above four classes are commonly used for both CS and PS domain.
Note: If a privacy option setting in a domain is updated, the same modification will be applied to the other domain.
The classes and corresponding subscription options are described below.

9.5.3.1 
Universal Class
When the user of the UE subscribes to the "Universal Class" the CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR positioning is allowed by all LCS clients.
[ Editorial note, not part of CR: the text below was moved unchanged from the end of chapter 9.5.3.]
If the UE subscribes to the universal class, any CS-MT-LR or NI-LR shall be allowed by the VMSC/MSC Server and any PS-MT-LR or PS-NI-LR shall be allowed by the SGSN. If local regulatory requirements mandate it, any MT-LR for an emergency services LCS client and any NI-LR for an emergency services call origination shall be allowed by the VMSC/MSC Server.
9.5.3.2
Call/Session related Class

When the user of the UE subscribes to the "Call/Session related Class" the CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR positioning is allowed in the following cases:
Allow positioning by specific identified LCS client or groups of LCS Client to which the UE originated a call in CS domain or an LCS client with which the UE has a session via an active PDP context in PS domain indicated by a specific APN. For all clients in the call related class, OR For each identified LCS client or group of LCS Clients, one of the following subscription options shall apply:

[NOTE: usage of APN is FFS in PS domain, e.g. using wild card APN as a global LCS client identity should be considered.]

· Location request allowed only from GMLCs identified in the SLPP

· Location request allowed only from a GMLC in the home country

· Location request allowed from any GMLC (default case)

For each identified value added LCS client or group of LCS Clients in the privacy exception list, one of the following subscription options shall apply:

· positioning allowed without notifying the UE user (default case)

· positioning allowed with notification to the UE user

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user


For all value added LCS clients sending a call related CS-MT-LR/PS-MT-LR that are not identified in the privacy exception list, one of the following subscription option shall apply:

· positioning not allowed

· positioning allowed without notifying the UE user (default case)

· positioning allowed with notification to the UE user

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user

NOTE: The usage of  Call/Session related Class in the IM subsystem is FFS.
9.5.3.2.1 
Call/session-related class in the CS-domain
[ Editorial note, not part of CR: the text below was moved unchanged from the end of chapter 9.5.3, only headline added.]

If the UE subscribes to the call/session-related class, an CS-MT-LR may be allowed if both of following conditions are met:

· The UE previously originated a call in CS domain that is still established and the called party number  either dialled by the UE or used by the VMSC/MSC Server for routing matches the called party number received from the GMLC.

· The identity of the LCS client or LCS client group supplied by the GMLC matches the identity of any LCS Client or LCS Client group contained in the UE’s SLPP and any other GMLC restrictions associated with this LCS Client identity in the SLPP are also met
 If these conditions are satisfied, the CS-MT-LR shall be allowed if the UE user subscribes to either location without notification or location with notification. If the UE user subscribes to location with notification and privacy verification, the CS-MT-LR shall be allowed following notification to the UE if the UE user either returns a response indicating that location is allowed or returns no response but subscribes to allowing location in the absence of a response. In all other cases, the CS-MT-LR shall be restricted.
9.5.3.2.2 
Call/session-related class in the PS-domain
[ Editorial note, not part of CR: the text below was moved unchanged from the end of chapter 9.5.3, only headline added.]
If the UE subscribes to the call/session-related class, a PS-MT-LR may be allowed if both of the following conditions are met:

· The UE previously originated a PDP-context towards the network where the external client is located and that this context is still established 

· The APN negotiated between the UE and SGSN matches the APN received from the GMLC. 

If these conditions are satisfied, the PS-MT-LR shall be allowed if the UE user subscribes to either location without notification or location with notification. If the UE user subscribes to location with notification and privacy verification, the PS-MT-LR shall be allowed following notification to the UE if the UE user either returns a response indicating that location is allowed or returns no response but subscribes to allowing location in the absence of a response. In all other cases, the PS-MT-LR shall be restricted.
9.5.3.2.3
Call/session-related class when LCS client not in SLPP
[ Editorial note, not part of CR: the text below was moved unchanged from the end of chapter 9.5.3, only headline added.]

If the UE subscribes to the call/session related class, a CS-MT-LR or PS-MT-LR from an LCS client that is NOT contained in the SLPP of the target UE shall be allowed or restricted according to the following conditions:

· For any non-matched LCS client, the CS-MT-LR or PS-MT-LR shall be allowed, if the UE user subscribes to either location without notification or location with notification. 
· If the UE user subscribes to location with notification and privacy verification, the CS-MT-LR or PS-MT-LR shall be allowed following notification to the UE if the UE user either returns a response indicating that location is allowed or returns no response but subscribes to location in the absence of a response. In all other cases, the CS-MT-LR or PS-MT-LR shall be restricted.
9.5.3.3
Call/Session-unrelated Class
When the user of the UE subscribes to the "Call/Session unrelated Class" the CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR positioning is allowed in the following cases:
Allow positioning by specific identified LCS Clients or groups of LCS Client with the following restrictions allowed for each identified LCS Client or group of LCS Clients:
· Location request allowed only from GMLCs identified in the SLPP

· Location request allowed only from a GMLC in the home country

· Location request allowed from any GMLC (default case)


For each identified value added LCS client in the privacy exception list, one of the following subscription options shall apply:

· positioning allowed without notifying the UE user (default case)

· positioning allowed with notification to the UE user

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user


For all value added LCS clients sending a non-call related CS-MT-LR/PS-MT-LR that are not identified in the privacy exception list, one of the following subscription option shall apply:

· positioning not allowed (default case)

· positioning allowed with notification to the UE user

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user

9.5.3.3.1 
Call/session-unrelated class when LCS client identities match
[ Editorial note, not part of CR: the text below was moved unchanged from the end of chapter 9.5.3, only headline added.]

If the UE subscribes to the call/session-unrelated class, an CS-MT-LR/PS-MT-LR may be allowed by the MSC/MSC server or SGSN if the identity of the LCS client or LCS client group supplied by the GMLC matches the identity of any LCS Client or LCS Client group contained in the UE's SLPP and any other GMLC restrictions associated with this LCS Client identity in the SLPP are also met. 

If the LCS client is correctly matched in this way and any GMLC restrictions are satisfied, the CS-MT-LR/PS-MT-LR shall be allowed if the UE user subscribes to either location without notification or location with notification. If the UE user subscribes to location with notification and privacy verification, the CS-MT-LR/PS-MT-LR shall be allowed following notification to the UE if the UE user either returns a response indicating that location is allowed or returns no response but subscribes to location in the absence of a response. In all other cases, the CS-MT-LR/PS-MT-LR shall be restricted.
9.5.3.3.2 
Call/session-unrelated class when LCS client identities do not match
[ Editorial note, not part of CR: the text below was moved unchanged from the end of chapter 9.5.3, only headline added.]

If the UE subscribes to the call/session-unrelated class, an CS-MT-LR/PS-MT-LR from an LCS client that is not contained in the UE's SLPP shall be allowed or restricted according to the following conditions. For any non-matched LCS client, the CS-MT-LR/PS-MT-LR shall be allowed if the UE user subscribes to location with notification,. If the UE user subscribes to location with notification and privacy verification, the CS-MT-LR/PS-MT-LR shall be allowed following notification to the UE if the UE user either returns a response indicating that location is allowed or returns no response but subscribes to location in the absence of a response. In all other cases, the CS-MT-LR/PS-MT-LR shall be restricted.
9.5.3.4 
PLMN operator Class
When the user of the UE subscribes to the " PLMN operator Class" the CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR positioning is allowed in the following cases:
Allow positioning by specific types of client within or associated with the VPLMN, with the following types of client identified:
· clients providing a location related broadcast service

· O&M client in the HPLMN (when the UE is currently being served by the HPLMN)

· O&M client in the VPLMN

· Clients recording anonymous location information without any UE identifier

· Clients enhancing or supporting any supplementary service, IN service, bearer service or teleservice subscribed to by the target UE subscriber

[ Editorial note, not part of CR: the text below was moved unchanged from the end of chapter 9.5.3]

If the UE subscribes to the PLMN class, an NI-LR/PS-NI-LR or CS-MT-LR/PS-MT-LR shall be allowed if the client within the VPLMN, for an NI-LR/PS-NI-LR, or the client identified by the GMLC, for an CS-MT-LR/PS-MT-LR, either matches a generic type of client contained in the UE's SLPP or is otherwise authorized by local regulatory requirements to locate the UE.

[ Editorial note, not part of CR: the text deleted below was moved to previous chapters in this document.]
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9.5.3.5 
Matching of LCS client identities

In evaluating privacy where any address "A" associated with the LCS client (e.g. LCS client ID, APN or GMLC address) needs to be compared with a corresponding address "B" in the target UE's SLPP, a match shall be determined if a match is found for each of the following components of each address:

a)
Numbering Plan

b)
Nature of Address Indicator

c)
Corresponding address digits for all digits in "B" (the digits or initial digits in "A" must match all the digits in "B", but "A" may contain additional digits beyond those in "B")

All addresses shall be transferred to the MSC/VLR, MSC server or SGSN in international format.
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