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1 Introduction

This contribution address the Security needs of CSCFs.  It includes mechanisms needed to route SIP requests and responses, ensuring that information is securely transferred from the originator to the destination.

2 Discussion

The design of the IP MultiMedia Subsystem assumes SIP requests and responses can be transferred securely between CSCFs, i.e. between P-CSCF and S-CSCF, between S-CSCF and I-CSCF, etc.  Various internet threats need to be considered, such as eavesdropping, packet insertion, packet replay, etc., in order to provide a reliable and secure service.

IPsec in transport mode, with ESP in authenticating-and-encrypting mode, or authenticating-only if local legal requirements prevent the use of encryption, is sufficient to provide all the necessary security properties to communications between CSCFs.  If a public-key-based key exchange system, such as IKE, is used, a certification mechanism should be in place so that all the participating entities can establish security associations between them.  If, for example, IKE is used, each provider should issue a well-known public key that will be used for authenticating CSCFs and UEs to each other.  The provider also issues certificates signed with that key to each participating entity. The well-established mechanisms for key certification can thus be used with the standard IKE protocol.
3 Proposal

Section 4.6 of TS23.228 be modified as follows:

4.6 
Roles of CSCF

4.6.1 
Proxy CSCF

Proxy-CSCF (P-CSCF) is the first contact point within the IM subsystem. Its address is discovered by UEs following PDP context activation, using the mechanism described in section “Procedures related to Local CSCF Discovery ”.  The P-CSCF behaves like a proxy (as defined in RFC2543). The functions performed by the P-CSCF are:

-
Forward the SIP register request received from the UE to an I-CSCF determined using the home domain name, as provided by the UE.

-
Forward SIP messages received from the UE to the SIP server (e.g. S-CSCF) whose name the P-CSCF has received as a result of the registration procedure.

-
As part of processing of the request and before forwarding, the P-CSCF may modify the Request URI of outgoing requests according to a set of provisioned rules defined by the network operator (e.g. Number analysis and potential modification such as translation from local to international format.)

-
Forward the SIP request or response to the UE.

· The generation of CDRs.

· Maintain an  IPsec Security Association between itself and each UE, and between itself and each next-hop address for each registered UE. 
Editor’s Note: The following functions require further study:

-
Authorization of bearer resources and QoS management. Details of the P-CSCF role in QoS management and authorization of bearer resources for the session are being investigated by the QoS ad-hoc group.


4.6.2 
Interrogating CSCF

Interrogating-CSCF (I-CSCF) is the contact point within an operator’s network for all connections destined to a subscriber of that network operator, or a roaming subscriber currently located within that network operator’s service area. There may be multiple I-CSCFs within an operator’s network. The functions performed by the I-CSCF are:

Registration

-
Assigning a S-CSCF to a user performing SIP registration (see section on Procedures related to Serving CSCF assignment)

Session Flows 

-
Route a SIP request received from another network towards the S-CSCF.

-
Obtain from HSS the Address of the S-CSCF.

-
Forward the SIP  request or response to the S-CSCF  determined by the step above  

-
 Forward the SIP request or response to a MGCF for Optimal MGW assignment (Home Control of roamers).

· Forward the SIP request or response to an I-CSCF in another operator’s network for Optimal MGW assignment (for third party PSTN termination)

· Maintain IPSec security associations as needed to provide secure signaling transport between CSCFs.
Charging and resource utilisation:

-
Generation of CDRs.

In performing the above functions the operator may use I-CSCF or other techniques to hide the configuration, capacity, and topology of the its network from the outside. When the I-CSCF is chosen to meet the hiding requirement then for sessions traversing across different operators domains, I-CSCF may forward the SIP request or response to another I-CSCF allowing the operators to maintain configuration independence.


4.6.3 
Serving CSCF

Serving-CSCF (S-CSCF) performs the session control services for the endpoint.  It maintains session state as needed by the network operator for support of the services. Within an operator’s network, different S-CSCFs may have different functionalities. The functions performed by the S-CSCF during a session are:

Registration

Acts like a Registrar defined in the RFC2543, i.e. it accepts Register requests and makes its information available through the location server (eg. HSS).
Session flows

-
Session control for the registered endpoint's sessions. 

· Interaction with Services Platforms for the support of Services

· Maintain IPSec security associations as needed to provide secure signaling transport between CSCFs. 
-
On behalf of an originating endpoint (i.e. the originating subscriber/UE)

-
Obtain from a database the Address of the I-CSCF for the network operator serving the destination subscriber from the destination name of the terminating subscriber (e.g. dialled phone number or SIP URL), when the destination subscriber is a customer of a different network operator, and forward the SIP request or response to that I-CSCF.  

-
-
When the destination name of the terminating subscriber (e.g. dialled phone number or SIP URL), and the destination subscriber is a customer of the same network operator, forward the SIP request or response to an I-CSCF within the operator’s network.

-
Depending on operator policy, forward the SIP request or response to another SIP server located within an ISP domain outside of the IM subsystem.

-
On behalf of a destination endpoint (i.e. the terminating subscriber/UE)

-
Forward the SIP request or response to a P-CSCF for a MT session to a home subscriber within the home network, or for a subscriber roaming within a visited network where the home network operator has chosen not to have an I-CSCF in the path

-
Forward the SIP request or response to an I-CSCF for a MT session for a roaming subscriber within a visited network where the home network operator has chosen to have an I-CSCF in the path.

Charging and resource utilisation:

-
Generation of CDRs.



