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1. Introduction/Discussion
A new solution to addresses the C2 communication reliability aspect in key issues #1 “Enhancement of NEF services to support service exposure and interactions between MNOs and UTM function “. 
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[bookmark: _Toc513028450]6.X	Solution #X: Support redundant connections for C2 communication reliability   
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc513028451]6.X.1	Key Issue mapping
This solution addresses the C2 communication reliability aspect in key issues #1 “Enhancement of NEF services to support service exposure and interactions between MNOs and UTM function “. 
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686]6.X.2	Description
To achieve C2 communication reliability in some scenarios, e.g. UAV is hovering in area for some critical work, a UAV can establish two redundant C2 connections, which can be either with the same UAV-C or UTM. For redundant C2 connections with the same control entities, existing redundant transmission mechanism with different 5GS paths that is defined in 5.33.2 in TS23.501 can be reused. One C2 is selected as active C2 connection with the UAV-C or UTM, which is used for primary connection for the UAV control, while there can be another standby C2 connection established as redundancy and ready to take over the primary C2 connection when it goes down or other reasons deem necessary. The standby C2 connection may have different C2 traffic with different QoS policy than the active primary C2 connection. Establishing redundant C2 connections can be triggered or initiated by UAV or UTM. How to decide and select the redundant C2 connection is out of scope for 3GPP.
NOTE 1: Redundant C2 connections may be used with two different PLMNs, but only redundant-C2-connection 
        within the same mobile network is in the scope of this release. 
NOTE 2: Using the existing redundant transmission defined in 5.33.2 in TS23.501 can address the End-to-End C2   
        reliability or N3/N9 C2 reliability. To achieve End-to-End C2 reliability, it’s assumed that NG-RAN 
        network supports dual connectivity, otherwise, only N3/N9 C2 reliability can be achieved.  
 
This solution proposes to reuse existing redundant transmission, UAS network exposure functionality and procedures with only adding additional redundant information in C2 aviation payload and C2 authorization payload to allow UAV or UTM to synchronize information regarding the usage of redundant C2 connections via 5G system, because existing paring information within the aviation payload only include one C2 connection. Using this solution, UMT/USS and UAV can manage those different C2 connections accordingly to support UAV operations. This solution includes:
1. UAV and 5G system support the redundant transmission mechanism defined in 5.33.2 in TS23.501 to be able to establish two redundant C2 connection with a UAV-C or UTM within one network. 
2. This solution proposes to add C2 redundant information into the C2 aviation payload (from UAV to UTM) and C2 authorization payload (from UTM to UAV) to exchange C2 redundant information between UAV and UTM. The redundant information can include the indication of establishment of redundant C2 connections. This C2 redundant information can be part of the C2 paring information associate with the UAV-C. 
It’s up to UAV and UTM to decide which C2 PDU session is primary or secondary. 5G system is only aware of two C2 redundant connections being established and has no knowledge of the primary and secondary C2 connection.
3. The information exchange using C2 aviation payload and C2 authorization payload between UAV and UTM on the status change of C2 redundant connection can occur during C2 PDU connection establishment / modification phase, or UAV controller replacement phase. 
Editor’s note: Redundant C2 connections using same PDU session with N3/N9 redundance to be verified.   

6.X.3	Procedures
6.X.3.1 UE initiates PDU Session establishment for 2 redundant C2 communications with a UAV-C 
[image: ]
Step 0. The UAV has performed a successful UUAA with the USS.
Step 1. The UE first initiates PDU session establishment request for the redundant C2 connection with the UAV-C. In the PDU Session establishment request CAA-Level UAV ID, a C2 Aviation Payload to be used for C2 authorization which includes the C2 redundant information.
Step 2. The SMF then sends a Nnef_Authentication_AuthenticateAuthorize request including the C2 Aviation Payload, which is used to request authorization redundant C2 communication with 2 redundant C2  connections.
Step 3. The UAS NF/NEF forwards the received authorization request as a Naf_Authentication_AuthenticateAuthorize request to the UTM.
Step 4. The UTM performs C2 authorization based on the received information and sends the Naf_Authentication_AuthenticateAuthorize response to the UAS NF/NEF including the Service Level Device Identity (e.g. the CAA-Level UAV-ID), the C2 Authorization Result, and the C2 Authorization Payload (e.g. C2 redundant pairing information).
Step 5. The UAS-NF/NEF forwards the information received from the UTM in the Nnef_Authentication_AuthenticateAuthorize response sent to the SMF.
Step 6. SMF informs the UE about the C2 Authorization Result. SMF  conducts PDU session establishment procedure until finalized for the establishment of two redundant C2 PDU connections for the UAV-C.   
Step 7. [Conditional] If the C2 authorization is successful, the UTM subscribes via the UAS-NF to a PDU Session Status event for the PDU sessions used for the C2. The UAS NF determines DNN, S-NSSAI corresponding to the redundant PDU sessions used for the C2 communication and uses this DNN, S-NSSAI to subscribe to SMF for PDU Session Status event. The SMF detects, as described in step 6-7 of figure 4.15.3.2.3-1 in TS 23.502 [3], when the PDU Session is established and send the PDU Session Status event report to the UTM via UAS NF/NEF including GPSI and two redundant C2 PDU session IP Addresses. 
Step 8. (optional), The UTM stores the received two PDU session IP addresses and invokes the UTM initiated pairing policy configuration procedure (see figure 5.2.5.2.4-1) for the primary C2 connection. 
Step 9. (optional), The UTM initiates C2 pairing policy configuration for the secondary C2 connection. 
6.X.4	Impacts on services, entities and interfaces
USS/UTM
· Add C2 redundant information in C2 aviation payload and C2 authorization payload. 
· Indicate (e.g. C2 redundant pairing information) the UAV to establish C2 redundant links with the UAVC and/or UTM/USS. 
UE:
· Need to support dual connectivity for End-to-End reliability. 

· 
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