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Abstract: This paper proposes a new solution to KI#1 and KI#3 describing the direct AIoT communication via BS as Reader (i.e. topology 1) and an AIoT session with the reader.
1. Introduction/Discussion
The KI#1 includes the among others the following aspect to be studied: 
[bookmark: _Hlk158931529]-	System architecture identified along with the solutions for KI#2 and KI#3.
-	Validation of the Ambient IoT Device identifier;
-	Whether and how to secure device operations and services for an Ambient IoT Device or a group of Ambient IoT Devices;
Further, the Key Issue #3 includes the following aspect to be studied: 
[bookmark: _Hlk158931568]-	Study how to support information transfer for Ambient IoT services and related system functionality, including the information transfer for an Ambient IoT device and for a group of Ambient IoT Devices.
NOTE:	Including whether there is a need to support session based transfer between Ambient IoT Device and the network considering the device types and capabilities.
-	Study which of the enabled Ambient IoT services are exposed to AF and how, e.g. for the case AF requests Ambient IoT service for an Ambient IoT Device and for a group of Ambient IoT Devices.
There are 2 main communication topologies assumed in the Ambient AIoT study, namely:
-	Topology 1: BS <--> Ambient IoT Device;
-	Topology 2: BS <--> intermediate node <--> Ambient IoT Device: Only a UE can act as an intermediate node which is under the network control.
[bookmark: _Hlk158931661]This solution focuses on the Topology 1. It is proposed that the AIoT is a new radio access technology (RAT) supported in the Base Station (BS). The BS nodes supporting the AIoT RAT establish N2-like (e.g. N2') association with the 5GC independent of the N2' association for the communication via NR or LTE RAT.  
[bookmark: _Hlk158931681]This solution proposes a solution for the AIoT information transfer between the AIoT application server and the AIoT devices via the control plane of the 5GS. A new NF called Ambient AIoT function (AIoTF) is introduced. 
2. Text Proposal
It is proposed to capture the following changes to TR 23.700-13.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * * 
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc153792592][bookmark: _Toc153792677][bookmark: _Toc157661583][bookmark: _Toc160698594][bookmark: _Toc16839382][bookmark: _Toc23254045][bookmark: _Toc97057180][bookmark: _Toc97266758][bookmark: _Toc104302605][bookmark: _Toc104359571][bookmark: _Toc104872764][bookmark: _Toc104302541][bookmark: _Toc104359507][bookmark: _Toc104872691]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	Key Issue #1
	Key Issue #2
	Key Issue #3

	#1
	
	X
	

	#2
	
	X
	

	#3
	X
	X
	X

	#4
	X
	X
	X

	#5
	
	X
	X

	#6
	X
	X
	X

	#7
	X
	X
	

	#8
	X
	X
	

	#9
	X
	X
	X

	#10
	X
	X
	

	#11
	
	
	X

	#12
	X
	X
	X

	#X
	X
	
	X



* * * * Second change * * * *
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc148441676]6.x	Solution #X: AIoT communication for connectivity topology 1
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc148441677]6.x.1	Key Issue mapping
[bookmark: _Toc92875662][bookmark: _Toc93070686]This solution addresses the following requirements: 
[bookmark: _Hlk155695898]-	from Key Issue #1 the requirement: 
-	System architecture identified along with the solutions for KI#2 and KI#3. 
[bookmark: _Hlk155708094]-	from Key Issue #3 the requirements:
-	Study how to support information transfer for Ambient IoT services and related system functionality, including the information transfer for an Ambient IoT device and for a group of Ambient IoT Devices.
NOTE:	Including whether there is a need to support session based transfer between Ambient IoT Device and the network considering the device types and capabilities.
-	Study which of the enabled Ambient IoT services are exposed to AF and how, e.g. for the case AF requests Ambient IoT service for an Ambient IoT Device and for a group of Ambient IoT Devices.
[bookmark: _Hlk158974519][bookmark: _Toc148441678]6.x.2	Functional Description
[bookmark: _Hlk149924914][bookmark: _Toc92875663][bookmark: _Toc93070687]This solution focuses on the Topology 1. It is proposed that the AIoT is a new radio access technology (RAT) type supported in the Base Station (BS). The BS nodes supporting the AIoT RAT establish N2' association with the 5GC (specifically with the AIoT function, AIoTF). The N2' association is independent of the N2 association for the communication via NR RAT or LTE RAT with the AMF.
This solution proposes that a new NF called Ambient AIoT function (AIoTF) is introduced. The AIoT application function or server (AIoT AF/AS) establishes an association with the AIoTF and transmits the AIoT data/information to the BS AIoT Reader via the AIoTF. The assumed architecture is shown in Figure 6.X.2-1.




[bookmark: _Hlk158932658]Figure 6.X.2-1:  Assumed architecture for topology 1
The AIoTF implements the following functionalities:
-	Receive a request to establish an N2-like association (e.g. called N2' association) from an AIoT capable BS acting as “reader” for AIoT devices. The BS can indicate the AIoT radio coverage area, its location etc.
-	Store the AIoT service parameters and configuring the BSs.
-	Establishing an AIoT session with the AIoT AF/AS for transmission of AIoT data/signalling in a target transmission area.
-	Selecting appropriate AIoT capable BS(s) for the transmission of AIoT data/signalling to the target transmission area.
-	Receiving and transmitting AIoT data/signalling from/to the AIoT application server.
-	Receiving and transmitting AIoT data/signalling from/to the BS acting as AIoT reader.
-	Perform store-and-forward functionality for the AIoT data/signalling.
-	To verify the identity of the AIoT device(s) and the security protection of the AIoT data/signalling. 
-	Creating charging data for the AIoT data/signalling and transmit the data to the CHF.
[bookmark: _Toc148441679]6.x.3	Procedures
Two procedures are shown to explain the concept of this solution:
-	the procedure for N2' association establishment for AIoT data/signalling transmission for connectivity topology 1; and
-	the procedure for and AIoT service-based session establishment between the AIoTF and the AIoT AF/AS and AIoTF and the BS AIoT Reader via the N2' association.
6.x.3.1	N2' association establishment
The Figure 6.X.3-1 describes the signalling flow of the N2-like (N2') association establishment between of AIoT capable BSs for reader functionality (called "BS AIoT Reader)" and the AIoTF.
The Figure 6.X.3-1 shows AIoTF1 and AIoTF2 to express the optional flexibility that a BS AIoT Reader can establish N2' associations to multiple AIoTFs. 


Figure 6.X.3.1-1:  Signalling flow of the N2' association establishment between of AIoT capable BS node and AIoTF
The detailed description of the steps is provided as follows:
1.	The BS implements capability for AIoT transmission to AIoT devices (e.g BS AIoT Reader). The BS AIoT Reader stores various parameters for AIoT communication, e.g. power mode operation for AIoT, whether the BS AIoT is mobile or stationary, supported frequency bands for AIoT transmission, range of communication, etc. Each BS AIoT Reader is configured with an identifier, location information (e.g. GPS coordinates) and/or radio coverage area. 
NOTE 1:	The BS AIoT Reader is configured by the RAN OAM system.
	The BS AIoT Reader can implement an AIoT client functionality which may receive and transmit 1) AIoT data/signalling from/to the AIoTF and 2) transmit and receive AioT data/signalling to/from the AIoT devices.
NOTE 2:	The RAN architecture for AIoT is in the remit of the RAN WGs, e.g. whether the AIoT RAN includes one or more BS AIoT readers organized in hierarchical manner.
2.	The BS AIoT Reader selects an AIoTF to register with. The BS AIoT Reader may be preconfigured (e.g. from the OAM system) with the AIoTF selection information. The BS AIoT Reader initiates the establishment of TNLA and N2-like association (e.g. called N2') with the AIoTFs.
	The figure shows that the BS AIoT Reader establishes N2' associations and registers with the AIoTF1 and AIoTF2.
3a. and 3b.	The AIoTF1 and AIoTF2 create its AIoT service area which is a combination of the AIoT radio coverage area received from the BS AIoT Readers.
4.	The AIoTFs register with the NRF. For example, the AIoTFs use Nnrf_NFManagement_NFRegister service operation and indicate to the NRF the AIoTF type, the supported AIoT service IDs it is configured to serve (please refer to clause 6.x.3.2), the AIoT service area, AIoT capability (e.g. CP transmission or UP transmission) etc.

6.x.3.2	AIoT session establishment between the AIoTF and the AIoT AF/AS and AIoTF and the BS AIoT Reader
The Figure 6.X.3.2-1 describes the signalling flow of the AIoT session establishment between the AIoTF and the AIoT AF/AS and between the AIoTF and the BS AIoT Reader via the N2' association. Such AIoT session is established for a particular AIoT service, e.g. inventory service or command/response service to AIoT devices associated with the AIoT service, and for a specific service area. 
NOTE 1:	In one example, the AIoT session can be used to allow the AIoT AF/AS to send a single request for AIoT service (e.g. read the AIoT sensors in a certain area), enable the AIoTF to create and send (e.g. periodically or a single request)the AIoT signalling to the AIoT devices in the target area, and the AIoTF reports the retrieved AIoT data to the AIoT AF/AS. In another example, if the AIoT AF/AS sends the AIoT data for each AIoT device, then the AIoT session is established to avoid the AIoTF selection in a target area for each AIoT data to a particular area. 


 
Figure 6.X.3.2-1:  Signalling flow for AIoT session establishment between the AIoTF and the AIoT AF/AS and AIoTF and the BS AIoT Reader via the N2' association for a particular target area
The detailed description of the steps is provided as follows:
1.	The UDM/UDR stores AIoT device subscription data and (AIoT) application subscription data. The application subscription data contains the configuration information for the AIoT application (or also called AIoT service). The AIoT device subscription data can include individual device ID and corresponding credentials.
The whole step 2, including steps 2a, 2b, 2c, and 2d, describes a request to create (or update) an AIoT session between the AIoT AF/AS and the AIoTF for a particular target area.
2a.	The NEF expose a new service to AFs offering the AIoT session establishment. Such service can be called Nnef_IoTsession and can have the service operations Create, Update and Delete. The AIoT AF/AS uses this service and send a request including parameters like: external AIoT service/application ID, service type, target transmission area, application/service description parameters (e.g. service monitoring time, periodicity for monitoring, reporting, transmission time to device, UP/CP reporting, AIoT AS destination address, etc.).
	The target transmission area is the area to which the to which AIoT data/signalling is to be transmitted. The target transmission area is mapped to one or more service areas of the AIoTFs.
2b.	The NEF authenticates and authorizes the service request from the AIoT AF/AS.
2c.	The NEF selects serving AIoTFs depending on 1) how the target transmission area (received in step 5a) maps to the AIoTF’s AIoT service areas and 2) what is the requested service type (e.g. inventory service or read/write service (also referred as command service)).
2d.	The NEF forwards the request message for AIoT session establishment to the selected AIoTF. The AIoTF can expose a service like Naiotgw_Session_Create. The NEF uses the AIoT service/application ID corresponding to the external identifier from step 2a.
3.	The AIoTF can retrieve from the UDM/UDR application subscription data by using the internal AIoT service/application ID as input parameter. The application subscription data can include credentials for network layer security to security protect (e.g. encryption and/or integrity protection) of the AIoT data/signalling transmitted to the AIoT device(s) belonging to the AIoT service ID.
4.	The AIoTF creates a context for the AIoT service/application ID. The context may include the session service area, application/service description parameters, AIoT AS reporting address.
	The session service area is the intersection of the target transmission area and the AIoTF-specific AIoT service area. If the target transmission area is smaller than the AIoT service area, the AIoTF uses the target transmission area as session service area. The AIoTF find the appropriate BS AIoT Reader(s) to which AIoT data/signalling is transmitted and which are part of the session service area. If the target transmission area is larger than the AIoT service area, then the AIoTF selects its whole AIoT service area as session service area.
5.	The AIoTF sends a response to the AIoT AF/AS to acknowledge the AIoT session create/update request from step 2a. The response message can include the AIoT service/application ID, Session ID#1, session service area, etc.
Editor's Note:	It is FFS upon which events the AIoT session between the AIoT AF/AS and the AIoTF can be modified or deleted. 
The following steps 6a, 6b, 6c, 7 and 8 build a procedure for AIoT signalling transmission for the AIoT session. The AioT signalling to the AioT devices is created by the AioTF and the replies from the AioT devices are processed in the AIoTF. The AIoTF sends one or more reports to the AIoT AF/AS for the AIoT session.
6a.	In one option, the AIoTF can create an AIoT signalling/data to be transmitted to the AIoT devices. In another option, the AIoTF can receive DL AIoT data to be transmitted from the AIoT-AS. The AIoTF uses a N2' procedure to carry the AIoT signalling/data to the BS AIoT Reader. The Downlink AIoT signalling transport message may include the target AIoT device ID, AIoT signalling, radio target area. The AIoT signalling may include an indication for inventory service to check the AIoT device ID and possibly type of good to which the AIoT device is attached.
NOTE 2:	In one example, the identification of the type of good or product can be bound to the AIoT device identity as described in Annex X "Overview of the Electronic Product Code". In another example, a separate good or product identity ID, to which the AIoT device is attached, may be used, e.g. as described in GS1 organisation [X1].
NOTE 3:	The identification of the AIoT device and the applied security is not in the scope of this solution.
6b.	The BS AIoT Reader transmits the AIoT signalling to the AIoT device(s). The AIoT device can backscatter the device ID and type of good to which the AIoT device is attached.
	The AIoT device may verify the ID and security protection of the received DL AIoT signalling.
6c.	The BS AIoT Reader receives the reply from the AIoT device (e.g. from the backscattered signals. The BS AIoT Reader creates a report transmits the report to the AIoTF.
7.	The AIoTF processes the message received from the BS AIoT Reader. The AIoTF may verify the device ID and/or other parts of the AIoT signalling using AIoT device credentials retrieved from the UDM/UDR (e.g. as part of the AIoT device subscription data). 
8.	The AIoTF creates and transmits a notification message (which can be also a bulk message) to the AIoT AF/AS including the Session ID, AIoT service/application ID, AIoT signalling result like status of the device (e.g. type of good to which the device is attached, ID verification failed/succeeded), AIoT device location.
[bookmark: _Toc148441680]6.x.4	Impacts on existing services, entities and interfaces
The following NFs and interfaces are impacted:
-	AIoTF: a new NF with the functionality described in clause 6.x.2.
-	BS AIoT Reader: 1) supporting AIoT capabilities to communication with the AIoT devices and 2) capabilities to select an AIoTF and to establish N2' association with the AIoTF.
-	NEF: expose a new API for AIoT session creation. 
-	UDM/UDR: store AIoT device subscription data and AIoT application subscription data.

* * * * End of changes * * * *
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