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Abstract of the contribution: The contribution proposes a solution to KI#3 for How to expose the headr handling Functionality.
Introduction/Discussion
This CR proposes a solution for KI#3 which maps to the WT#3 of the SID and Studies enhancements for UPF handling of headers. KI#3 studies the enhancements needed to permit additional handling of packet headers by UPF. The following aspects will be studied:
-	Analyse the use cases and problems to be solved and the feasibility of headers handling (i.e. insert, detect) in UPF for the different protocol layers (e.g. application, transport, IP layer…), including for the case of encrypted and unencrypted protocols.
-	Whether and how to enhance the interface between a trusted AF or untrusted AF (i.e. via NEF) and 5GC to permit configuration of the UPF to insert or detect specific headers in different protocol layers in uplink and downlink directions, with consideration to:
-	User Privacy and anonymity.
-	Applicability of the configuration, e.g. S-NSSAI/DNN, FQDN, PDU Session, traffic flows, per subscriber, DNAI, etc 
-	Frequency of the insertion/detection, e.g. only once, all packets in the applied configuration, upon changes of traffic destination, etc.  
-	Whether and how the Policy and Charging Control framework and 5GC interfaces (e.g. N4) need to be enhanced
-	Whether and how to enhance the interface between trusted AF or untrusted AF (i.e. via NEF) and 5GC for the UPF to expose information related to the detection of packet headers in uplink and downlink.
2. Text Proposal
It is proposed to introduce the following changes vs. TR 23.700-63.
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Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	Key Issue #1
	Key Issue #2
	Key Issue #3

	Solution #1: Provisioning of information for header handling
	
	
	x

	Solution #2: UPF provision and selection based on new UPF functionality #2
	x
	
	

	Solution #3: Selection on UPF with extended user plane capabilities
	x
	
	

	Solution #4: Selection of UPF providing specific user plane functionalities
	x
	
	

	Solution #5: Direct subscription of UPF event exposure service for TSC management
	
	x
	

	Solution #6: UPF selection based on the status of the supported functionalities
	x
	
	

	Solution #7: Translating SUPI/GPSI to NATed IP address
	
	x
	

	Solution #x: Exposure and Control of UPF Header Handling capabilities
	
	
	X
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Like for solution #1, the header handling actions that AF can request include:
-   Manipulation of the traffic:
-   Insertion of headers (that is, a header name and header value)
-   Modification of headers (e.g. maintain header name and replace the header value, or modify the header value)
-   Replacement of headers (e.g. replace a header name and header value by another header name and header value)
-   So as notification of header detection (e.g. detection of a header name) or notification in relation to a manipulation action
Similar to solution #1, the AF Header Handling request can be:
-   For a DNN and SNSSAI, and/or
-   For a UE IP address, SUPI or Group of users  
-   For the traffic of certain application or certain data flows 
-   For UL, for DL or both.
And like in solution #1, the header handling request details are provided by AF means of header handling rules.
This solution modifies solution #1 with regards to the header handling rule contents. In this solution when the AF request is for header handling actions, the AF provides a Header Handling Instruction Reference, and optionally, a List of 5GS parameter names and a List of Application Layer parameters (IDs and contents) to be used when the instructions are executed. These elements are described further below:
-    Header Handling Instruction Reference: In this solution AF provides a reference to a header handling configuration in UPF which is according to SLA. 
 	These header handling configuration in UPF includes the actions to perform (detection and/or manipulation with or without notification), the conditions for the actions (e.g. only on HTTP GET and HTTP PUT), and for the different actions, the relevant header name(s) (e.g. an Application Layer parameter content provided by AF) and header value(s) (i.e. whether and how they relate to 5GS and/or Application Layer parameters). Examples include one or several 5GS parameter values are used for the header value, a function (e.g. encryption or anonimyzation) of a 5GS parameter value is used for the header value. All, the actions (including detection), any action conditions and the information that is needed to enforce the actions are included in the header handling instructions configured in UPF, which is a difference to solution #1. This solution keeps 5GC CP agnostic of the actual technology used for header handling (e.g. protocol layer, encapsulation), which is agreed by SLA and implemented in UPF. 
-    The List of 5GS parameter names: They are used for the the header value(s) sent to AS using Header Handling. The list may include 5GS standard parameters and operator specific parameters. (i.e. It is a list of parameter names and not the value of these parameters).
	This element is optional. It covers header handling aspects that are not (or are not clearly or explicitly) addressed by solution #1, that is: 
· How 5GS authorizes the parameters. In this solution, NEF authorizes the 5GS parameter names in this list and it determines whether they can be provided by means of header handling to the AS. As an example, there may be sensitive information that can only be provided to ASs that belong to the HPLMN and will not share the outside the operator domain. Authorization may not be needed for certain Trusted-AFs.
· How 5GS extends the information that is sent to UPF to be used for Header handling. In this solution, NFs (namely, PCF and SMF) provide UPF with the values of the authorized 5GS parameters if needed.  
-    Application Layer Parameters: They are sen when needed to execute the instructions. They consist of an ID and a value. They are provided by AF and handled as metadata by the NFs. In UPF, they are used according to the header handling instructions for the header name and/or the header value This solution extends solution #1, where AF can provide header tags but no input to header values e.g. for header insertion. This rule element is also optional. 
When notification is part of the AF header handling instructions, the request also includes the contact information for the notification and the reporting policy. In this solution, notifications are sent directly to the requesting entity, that is AF, in a new Nupf Event Exposure Header Handling event, optimizing the notification path. 
When notifications need to be also sent to SMF (e.g. in relation to charging), PCC Rule may include a duplicate reporting indication and SMF provides UPF with the corresponding reporting rule. 

6.X.2	Procedures
Like solution #1, the solution reuses AF Influence on routing API reusing the procedures in clause 4.3.6 in TS 23.502 [3]. As in the baseline, the AF Requests may be for ongoing PDU Sessions targeting a UE IP address, or for a user, group of users or any user using other form of identifiers, which may cause modifying already established PDU Sessions.
Procedures in 4.3.6.2 and 4.3.6.4 in TS 23.502 [3] are impacted as follows:
-    AF prepares a Nnef_Traffic Influence request including UE IP address, DNN, S-NSSAI, App Id, direction (UL, DL or both) and header handling rule. If notification is requested, the notification information (contact information and reporting policy) are included. 
-    The header handling rule may include the List of 5GS parameter names and Application Layer parameters (ID and content). If AF is non-Trusted, AF sends the Nnef_TrafficInfluenceCreate to NEF. When the List of 5GS parameter names needs to be authorized Trusted-AF also sends the request to NEF. 
-    If parameters are listed that are not authorized, the request may be rejected by NEF or the parameters may be marked as unauthorized. 
The header handling rule sent to PCF includes the authorized List of 5GS parameter names if any, in addition to the header handling ID, the notification information, if notification is requested, and Application Layer parameters if provided.
-    The PCF includes the received Header handling Rule in the PCC rules (s) for the target traffic. For the parameters in the authorized List of 5GS Parameter names, PCF determines which parameter values that it needs to provide and includes them in the header handling rule as needed.
NOTE 1: Values need be provided by PCF for parameters that SMF/UPF need and may not have otherwise. 

Then, During Policy association create/update, SMF receives the PCC rule with the header handling rule:
-    SMF deteremines UL and DL PDRs and associated rules for the PCC rule. From the authorized List of 5GS Parameter names, SMF determines whether it needs to add parameter values to those provided by PCF. In the associated FAR, SMF includes the information received in the header handling rule adding any parameter values as needed.
     When the PCC Rule indicates that duplicate reporting is needed, SMF also installes a URR for UPF to dupplicate reporting amd send a report to SMF as well.
NOTE 2: Values need be added by SMF for parameters that UPF need and may not have otherwise. 
The Rules are installed in UPF for the PFCP session. When UPF is processing user data traffic, when traffic matches a PDR and the associated FAR includes a header handling rule, this rule shall be enforced:
-    UPF proceeds as in the Header handling configuration referred to by the Header handling ID. UPF may use PFCP session information, values of the authorized List of 5GS parameters names,  and Application Specific parameters (ID and content), to compose the header names and header values as in the header handling instructions. 
-    When a notification trigger is met (e.g. at header detection), UPF notifies according to the reporting policy. UPF notifies directly to AF/NEF using a new evenr of Nupf_EventExposure service. This event is only subscribed via FAR header handling rule.
This notification may also trigger reporting to SMF if programmed so by SMF by means of an associated URR.
This solution supports that Header handling functionality uses 5GS parameters which are provided by PCF/SMF for the specific purpose so as Application Specific parameters and values provided as metadata by AF.
The procedure in 4.3.6.3 for notification of user plane events is not impacted since the notifications are sent directly to AF by UPF.
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-	NEF
-	Nnef_TrafficInfluence service is updated with new parameters for header handling. 
-	PCF
-	PCC rule is enhanced. PCF includes the header handing rule received from AF/NEF/UDR and adds parameter values as needed.
-    PCC Rule in N7 is impacted
-	SMF
-	It determines the PDR and FAR. It includes the header handling rule received from PCF in the PCC rule and adds parameter values as needed. 
-    It determines if the URR if needed.
-    PCC Rule in N7 and FAR and URR in N4 are impacted.
-	UPF
-	FAR, URR and Usage Report in N4 are impacted.
-    It executes header handling according to the header handling rule received in FAR and local information.
-    It supports a new event in Nupf _Event Exposure.
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