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1
Overall description

SA2 kindly requests SA3 to refer to TR 23.700-29 and provide feedback on below ENs/principles of the solution from security perspective:
Solution-11:

Editor's note:
How to avoid/minimize DoS attack on MME-NT while handling integrity protected messages from UE (as it lacks the NAS keys for decoding) is FFS.
Editor's note:
How to avoid/minimize fake base station attack when delivering plain text RRC message (message 3) is FFS

Solution-12:

Editor's note:
Security aspects of not performing authentication for steps 1-4 (e.g. denial of service attack, false BS attack) need to be resolved.
Solution-13:

Though above editors note is missing, the solution may have similar issue. 

Solution-14:

Does the rejection mechanism defined here have any security concerns?

Solution-15:

Does the rejection mechanism defined here have any security concerns?

Solution:16:

Pause and Recovery is not defined. TBD during the meeting.

Solution-17:

This solution proposes to pre-store ciphered UE subscription information for S&F operation in the UE side (USIM), and upload such ciphered UE subscription information to the SFCF during the initial attach procedure. Any security concerns due to this principle?
Solution-19:
This solution assumes the Key “K” stored in SIM is also available with a function onboard the satellite to act as a proxy UE towards the ground network. Any security concerns due to this principle?

Solution-24:

Editor's note:
How to support security mechanism is FFS, and need to coordinate with SA WG3.

2
Actions
To SA WG3
ACTION: 

· SA2 kindly asks SA WG3 to indicate if there are any security concerns with above principles. 
3
Dates of next TSG SA WG2 meetings
SA2#163
27th-31st May 2024
Korea(KR)
SA2#164
19th-23rd August 2024
Masstricht, NL

�This LS is a place holder to collect all security issues described in TR to get the feedback from SA3.


Whether an EN has to be sent as it is or to make a specific questions to SA3 will be discussed during the CC or meeting.





