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Abstract of the contribution: This p-CR updates Solution 26 to address EN’s related to Coalescing Packets.
1.
 Discussion

Solution #26 makes use of QUIC-aware proxying between UPF and AS, to enable secure exchange of PDU set information while not requiring double encrypting media PDUs between AS and UPF. This solution relies on coalescing a QUIC packet that includes the PDU set information with a QUIC packet that includes the media PDU.
However, since these QUIC packets will typically be 0-RTT packets, which use a short header form, this is not fully compatible with the QUIC protocols, as described in RFC 9000, section 12.2:

“A packet with a short header does not include a length, so it can only be the last packet included in a UDP datagram."

And

"Senders MUST NOT coalesce QUIC packets with different connection IDs into a single UDP datagram."

Besides being non-compliant, the solution will make it CPU intensive for the UPF to parse the coalesced UDP datagrams, since the UPF will not know a priori if a UDP datagram is coalesced and will have to deeply parse the first QUIC packet to learn its length and determine if a second short header QUIC packet is present in the UDP datagram.

Therefore, we propose to update solution #26 as follows:
· The UPF and AS should negotiate the use of an extension, enabling coalescing short header form QUIC packets, and enabling coalescing QUIC packets with different CIDs.
· To enable efficiently identifying the first QUIC packet in a coalesced UDP datagram, the AS use a specific CID for PDU set information packets and provide the CID to the UPF.

· To enable efficiently parsing the first QUIC packet in a coalesced UDP datagram, the AS and UPF can agree to use a fixed length for the PDU set information QUIC packets. The AS can use PADDING frames for this purpose.
The updates in this p-CR address the following editor’s notes:
Editor's note:
Whether and how IETF standardization is required is FFS.

Editor's note:
Whether and How QUIC-Aware Proxying Using HTTP can support packets coalesce needs further study.
2. Proposals

It is proposed to adopt the following text in TR.23.700-70 v0.4.0.   
*** Start of Changes ***
6.26
Solution #26: PDU Set identification for end-to-end encrypted traffic
6.26.1
Key Issue mapping

This solution addresses Key Issue #2: "Support PDU Set information identification for end-to-end encrypted XRM traffic".

6.26.2
Description
This solution proposes to enable the support of PDU Set related handling for end-to-end encrypted traffic using QUIC as transport protocol HTTP Datagrams [39] as in-band communication between 5GS and the content-provider AS. The end-to-end XRM traffic can be RTP over QUIC, media over QUIC or any other XRM application protocol carried over QUIC.

The packets carrying XRM traffic are encapsulated within QUIC packets via QUIC streams and datagrams to transport real-time data within a QUIC connection for a specific IP flow (represented by IP 5-tuple) and are encrypted through embedded QUIC security based on TLS 1.3.

The solution is based on the following principles:

-
To receive PDU Set information from the AS in a secure way, the UPF establishes a UDP tunnel to the AS by sending an HTTP request with the "connect-udp" upgrade token to an HTTP proxy integrated in the AS and indicating the capability to receive PDU Set information in dedicated HTTP datagrams [39]. As an alternative, a tunnel may be established with the "connect-ip" upgrade token.

Editor's note:
The criteria for the release of the QUIC connection between the UPF and AS is FFS.

-
Dedicated HTTP datagrams are specified to contain PDU Set information, namely the PDU Set Sequence Number, PDU Set Size and Importance, PDU Sequence Number within the PDU Set and End of Data Burst indication.


-
To avoid re-encapsulation and re-encryption, all XRM payload packets shall be forwarded using the Forwarded Mode in QUIC-Aware Proxying using HTTP [40] and coalesced with QUIC packets containing HTTP datagrams with PDU Set Information. Note that this optimization is not available if connect-ip is used instead.

NOTE:
QUIC packets carrying end-to-end XRM data are distinct from QUIC packets carrying HTTP datagrams with PDU Set information. The QUIC packets carrying XRM data belong to the e2e QUIC connection established between the UE and the AS and are encrypted end-to-end. The QUIC packets carrying HTTP datagrams with PDU Set information belong to the QUIC connection established between the UPF and the AS and are encrypted between them. These packets are coalesced into a single UDP datagram to create a strong binding between PDU and PDU Set information, which are then sent between the UPF and the AS. Doing it this way removes the need for double encryption of XRM payload, thus reducing the overhead of the solution.
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Figure 6.26.2-1: PDU Set Information datagram coalesced with XRM Payload QUIC packet

-
The AF sends AF session request message including QoS requirement and assistance information for the media traffic to the NEF/PCF including:

-
The QoS requirements that contain the PDU Set based QoS parameters

-
Traffic description that includes the matching condition: IP filter or application ID

-
Protocol Description that indicates the HTTP Datagram specification for PDU Set Information.

-
FQDN address of the target AS.

6.26.3
Procedures

6.26.3.1
PDU Set based QoS handling for end-to-end encrypted XRM traffic
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Figure 6.26.3.1-1: Procedure for PDU Set based QoS handling for QUIC-based encrypted traffic

The process includes the following steps:

1.
PDU Session Establishment procedure (defined in clause 4.3.2.2.1 of TS 23.502 [3]) is performed.

2.
The AF sends Nnef_AFsessionWithQoS_Create request to the PCF/NEF as defined in clause 4.15.6.6 of TS 23.502, providing PDU Set based QoS requirement and assistant information for traffic detection. It provides an indication of PDU Set Information Datagrams in the Protocol Description and the Address of the AS to establish the UDP tunnel with the connect-udp (or connect-ip as an alternative).


The PCF generates PCC Rules based on the information provided by the AF and/or local policies, as defined in clause 6.1.3.27.4 of TS 23.503 [4] and including a request to identify and mark the PDU Set information on the end-to-end encrypted media traffic.

3.
PCF forwards the PCC Rules for end-to-end encrypted XRM traffic to the UPF within SM Policy Association Establishment/Modification

4.
The SMF binds the PCC rules to a new QoS flow, determines the applicable QoS Profile and determines N4 rules including a QoS Enforcement Rule with PDU Set marking indication, a Packet Detection Rule including the Packet Detection Information and a Protocol Description for PDU Set Information Datagrams and a Forwarding Action Rule with an indication to establish the UDP tunnel and the FQDN for the AS. Alternatively, the SMF may be configured to support PDU Set QoS handling without receiving PCC rules from a PCF.


The SMF sends the N4 rules including PDR, QER and FAR to the PSA UPF.

5.
The SMF sends the QoS profiles to the NG-RAN via AMF.

6.
The SMF sends the QoS rules in a NAS message to the UE via AMF and NG-RAN.

7.
The UE initiates an end-to-end QUIC connection towards the AS to enable the end-to-end encryption of the XRM traffic.

8.
The UPF matches the PDR for the end-to-end encrypted XRM using the Packet Detection Information and determines that PDU Set identification and marking is to be applied based on the linked Quality Enforcement Rule.

Editor's note:
Whether and how the UPF can determine to establish an UDP tunnel to the AS when the same EAS IP address may host XRM and non-XRM based applications or when there are two XRM service instances on the same UE and they use the same UE IP address for the same service is FFS.

9.
Based on the contents of the FAR, the UPF decides to establish a QUIC connection to the AS and sends a connect-udp to the target AS identified by its FQDN to establish a UDP tunnel. The QUIC connection between UPF and AS should support an extension for supporting coalescing short header form QUIC packets with different CIDs, using a QUIC transport parameter. The HTTP datagrams that will be used to send the PDU Set information to the UPF will be a fixed size and the AS indicates the size to the UPF in this step.
10.
The UPF forwards the initial QUIC packet sent by the UE in step 7 towards the AS using the UDP tunnel.

11.
The AS and UE complete the end-to-end QUIC connection establishment with packets forwarded through the UDP tunnel. The AS sends a capsule message to UPF including the CID it plans to use for sending PDU set information.
12.
The AS sends XRM payload packets together with HTTP datagrams with the PDU Set information. The HTTP datagrams and payload packets are sent coalesced on the same UDP packet. This allows forwarding the packets by means of the Forwarded Mode in QUIC-Aware Proxying Using HTTP [40], thus avoiding encapsulation and further encryption of the already encrypted XRM packets. The AS pads the first coalesced QUIC packet, which contains PDU set information, to the pre-defined fixed length, and sets its CID to the value communicated in step 11.

13.
UPF takes the QUIC packets from the UDP tunnel and sends them to the NG-RAN, adding the PDU Set information from the HTTP datagrams to the GTP-U extension header. To obtain the PDU set information from the HTTP datagram, the UPF identifies the first coalesced QUIC datagram using its CID and uses the pre-defined fixed length to parse the first coalesced QUIC datagram and locate the beginning of the second coalesced QUIC datagram.
6.26.4
Impacts on services, entities and interfaces
AF:

-
Provides the Protocol Description with an indication of HTTP datagrams for PDU Set Information within Nnef_AFsessionWithQoS_Create request.

-
Provides the FQDN address of the target AS within Nnef_AFsessionWithQoS_Create request.

PCF:

-
Receives the Protocol Description and the FQDN of the AS from the AF.

-
Generates PCC rules with a UDP tunnel set up indication and the FQDN of the target AS.

SMF:

-
Sends N4 rules to the UPF including PDRs, QERs and FARS with PDU Set identification and marking indication and a UDP tunnel setup indication and FQDN of the target AS.

UPF:

-
Establish a UDP tunnel when matching an UL PDR linked to a FAR with UDP tunnel set up indication, if the tunnel is not already established.

-
Receive HTTP datagrams with PDU Set Information coalesced with QUIC packets from the AS through the UDP tunnel.

-
Send the QUIC packets to the NG-RAN together with the PDU Set information from the HTTP datagrams in the GTP-U header extension.

*** End of Changes ***
3GPP
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