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Abstract:
This paper evaluates solutions and proposes a conclusion related to Key Issue #2.1.
Discussion

Key Issue #2.1 studied how to enable the MPQUIC steering functionality to also steer, switch, and split non-UDP traffic (i.e. TCP, IP, and Ethernet traffic). This key issue was addressed in solutions #2.1, #2.3, #2.4, #2.5. An analysis of these solutions is presented.
Note on wording:

· There is a single HTTP CONNECT method (whether it is used for connect-udp, connect-ip, etc.). We also use the term HTTP CONNECT request to designate the actual message.
· Since “connect-udp”, “connect-ip”, etc. are the values used in the “:protocol” pseudo-header of HTTP/2 and HTTP/3 CONNECT methods, we call them “CONNECT protocols” in the proposed text (at least until the 3GPP community decides to align on a particular naming). Another potential term is “MPQUIC proxy protocol”, which is used in solution #2.3.
Proposal

It is proposed to agree the following changes into TR 23.700-54.
* * * * Start of 1st Change (All New Text) * * * * 

7.2.x.
Evaluation for KI #2.1: MPQUIC steering functionality to steer, switch and split non-UDP traffic.
7.2.x.1. Summary of the Proposed Solutions

The solutions #2.1, #2.3, #2.4, #2.5 address Key Issue #2.1. 
The solutions share common aspects. Generally, they follow and extend the existing MPQUIC based procedure (23.502#4.22), where the UE operates an HTTP/3 client and the UPF operates an HTTP/3 proxy. While in the Release-18 system, the UE sends an HTTP CONNECT request, with a protocol value “connect-udp”, all proposed solutions propose to use a CONNECT method with a protocol value specific to the user plane protocol being transported, e.g., including “connect-ip” and “connect-ethernet”. Different flows using different protocols (UDP, TCP, Ethernet, other IP-based protocols) can be transported in a same PDU session (note: in #2.4/#2.5, details on how to enable this are FFS).

Solution #2.1 focuses on the policy control of the MPQUIC steering of non-UDP traffic. Through policy, the network operator can restrict the types of CONNECT protocols that can be used, and, if more than one CONNECT protocols are left available, leave the final decision to the UE. Policy can also be used to control certain parameters of the CONNECT method (e.g., target and ipproto when using connect-ip).
Solution #2.3 proposes support for 4 CONNECT protocols (connect-udp, connect-tcp, connect-ip and connect-ethernet). Connect-tcp support is recent and considered FFS in the solution. The SMF obtains the list of CONNECT protocols supported from the DNN configuration on the SMF and uses this list to select a UPF with the appropriate capabilities. This solution also covers the case where EPC resources are used.
Solution #2.4 proposes a new MPQUIC-IP steering mode that also uses the transport modes (23.501#5.32.8) defined for the existing MPQUIC steering mode. The procedure is based on the existing MPQUIC steering mode procedure, albeit using a new MPQUIC-IP steering mode that indicates that connect-ip must be used, instead of connect-udp.
Solution #2.5 proposes a new MPQUIC-E steering mode for Ethernet traffic. Solution #2.5 is following the same structure as solution #2.4 (substituting MPQUIC-IP for MPQUIC-E) and applies to Ethernet-type MA-PDU sessions.
Major design aspects related to these solutions are detailed below.
7.2.x.2. ATSSS Steering Functionality(ies)
Solutions #2.4 and #2.5 propose to use distinct ATSSS steering functionalities for each CONNECT protocol.
Solutions #2.1 and #2.3 use a single ATSSS steering functionality “MPQUIC” for all CONNECT protocols and treat the CONNECT protocol as an attribute of a flow.

Distinct vs. single ATSSS steering functionality do not impact data plane operation, since in both cases the same QUIC connection between UE and UPF can be used by different flows carrying, for example, UDP, IP and TCP flows. (However, details of this aspect are FFS for solutions #2.4 and #2.5).
Distinct vs. single ATSSS steering functionality has an impact on which entity can determine which CONNECT protocol to use (see next section). I.e., with distinct steering functionalities, it is not possible for the UE to select a CONNECT protocol among several possible values, since a single steering functionality is provided per ATSSS rule by the network.
7.2.x.3. Selection and Usage of the CONNECT Protocol

In solutions #2.1, #2.4 and #2.5, the selection of the CONNECT protocol is determined by policy, from the PCF. In solution #2.3 a set of supported CONNECT protocols is configured for each DNN (in the SMF).
The SMF selects a UPF using the CONNECT protocols supported by the DNN (#2.3) or provided by policy (#2.1, 2.4, 2.5).
CONNECT protocol(s) for a flow are provided by the SMF to the UE. It can be a single CONNECT protocol (#2.4/#2.5), or one or more CONNECT protocols (#2.1/#2.3). In solutions #2.1/#2.3, the UE performs the final selection of the CONNECT protocol, in an implementation specific manner.
Policy control of the CONNECT protocol (#2.1, #2.4, #2.5):

· Enables consistent control of the main aspects of the MPQUIC connection by the network: in the Release-18 system, the network already controls, through policy, the selection of the MPQUIC steering mode and of the transport mode (datagram mode 1 and 2 and stream mode). In Release-18 a single CONNECT protocol connect-udp was supported and it was therefore not needed to support its selection in policy. It would be inconsistent if the network, through policy, can control the selection of datagram vs. stream mode, but cannot control the selection between connect-ip, connect-udp, connect-tcp and connect-ethernet in Release 19, especially since the CONNECT protocol has a major impact on the actual service provided by the MASQUE proxy in the UPF.

· Can save resources on the UPF, since the MPQUIC proxy can be configured for specifically the CONNECT protocol(s) that are allowed on the PDU session.
· Can be more flexible than a per-DNN configuration, while still allowing for per-DNN rules if necessary (i.e., it can provide a per-DNN granularity if needed, while allowing for more granular configuration when needed, e.g., per flow).

· Can be used to further configure, per rule, parameters associated with some CONNECT protocols if needed (e.g., ipproto and target as described in #2.1).

UE control of the CONNECT protocol (#2.1, #2.3):

· Enables the UE to locally determine the most appropriate CONNECT protocol (e.g., between connect-ip and connect-udp, or between connect-ip and connect-tcp). This local determination can be based on local knowledge of the actual protocol being used.

· Enables to network to have coarser rules.
Per-DNN configuration of the CONNECT protocol (#2.3):

· Avoids modifying the existing ATSSS policy (e.g., MA PDU Session Control in PCC rules).

· Can also be used to save resources on the UPF (although per-DNN instead of per-flow when using policy).

· Does not allow the network operator to control CONNECT protocol selection and related parameters at a fine granularity (e.g., per flow or per application).

· Does not allow the network to control CONNECT protocol parameters (such as ipproto and target for connect-ip), which cannot be configured on a per-DNN basis. However, it may be a security issue to let the UE select those values, and for example the UE may not have enough information to select the target parameter (which can hold a hostname or IP prefix that is accessible through the connection).

A combination of policy control and UE control of the CONNECT protocol may provide a granular control to the network operator, while enabling the network operator to define policies at a coarse granularity level when appropriate.

7.2.x.3. PDU Session Type and CONNECT protocol.

Ethernet PDU sessions can be associated with “connect-ethernet”.

IP PDU sessions can be associated with “connect-ip”, “connect-udp”, “connect-tcp”.

7.2.x.4. CONNECT Protocols Standards and Handling of the TCP protocol.

From a standardization standpoint, connect-ip is described in the already published RFC 9484 [7]. Connect-ethernet is described in draft-ietf-masque-connect-ethernet [8], an IETF draft adopted by the MASQUE working group. Connect-tcp is described in draft-ietf-httpbis-connect-tcp [10], an IETF draft adopted by the HTTPBIS working group.
An editor’s note remains for connect-tcp in solution #2.3, indicating that more work is needed on this CONNECT protocol. It remains to be determined, if connect-tcp can be included in a Release-19 solution, or if TCP traffic should be transported using connect-ip (possibly using the TCP value in the ipproto parameter of connect-ip). In the latter case, connect-tcp may be considered in a future release.
* * * * Start of 2nd Change (All New Text) * * * * 

8.2.1.
Conclusion for KI #2.1: MPQUIC steering functionality to steer, switch and split non-UDP traffic.
It is concluded that:

a) An extension to the MPQUIC steering functionality to steer, switch and split non-UDP traffic will be specified during the normative phase, which will include some elements from solutions #2.1, #2.3 and #2.4/2.5.
· A single MPQUIC ATSSS steering functionality will be used, as per solutions #2.1/#2.3.

· The CONNECT protocol connect-udp will be used for UDP traffic (as per specified in Release-18), and connect-ip for IP traffic, including TCP traffic. Additionally, Ethernet traffic will be supported using connect-ethernet, and TCP traffic can also be supported using connect-tcp (#2.1/#2.3/#2.4/#2.5). 
NOTE1: the handling of Ethernet traffic using connect-ethernet and TCP traffic using connect-tcp are dependent on the advancement of the related drafts draft-ietf-masque-connect-ethernet and draft-ietf-httpbis-connect-tcp in IETF.

· The selection of the CONNECT protocol, as well as CONNECT protocol parameters (at least ipproto and target for connect-ip), will be determined by the PCF, and provided to the UE in ATSSS rules, as as per solutions #2.1/#2.4/#2.5.
· When multiple (or all) CONNECT protocols are selected, the final selection of the CONNECT protocol will be by the UE as per solution #2.3.
· An IP MA PDU session using the MPQUIC steering functionality can have, in a single MPQUIC connection (corresponding to one QoS flow), multiple service data flows served using connect-ip, connect-udp and (if included in this release of the specifications) connect-tcp. (#2.1/#2.3/#2.4)
· An Ethernet MA PDU session using the MPQUIC steering functionality can include flows using connect-ethernet. (#2.1/#2.3/#2.5)
End of Changes

