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Abstract of the contribution: This paper proposes solution for KI#2.
1 Introduction
The following editor’s note is present in Solution 14.

TS 23.503 Clause 6.6.2.3 specifies how an UE after detecting an application searches for a route selection description and when RSD is found, UE evaluates whether any existing PDU session matches the criteria or a new PDU session needed to be established. In the case when an UE finds that one new user identifier is invoking the same application which has been already invoked by a different user identifier or a different application is invoked, UE shall trigger a new PDU Session.
Proposal: In the description, above explanation will be added which clarifies impact to URSP is not needed. 

NR

2 Proposal

It is proposed to approve following content in TR 23.700-32. 
*** BEGIN CHANGES ***
6.14
Solution #14: Restriction on the usage of user identifier
6.14.1
Description
In the scenario when human user access the 5G services by using identifier there is a need for 5GC to ensure that at any point of time, only one human user is availing the service through a single subscription. Also, there will be some use cases like in some location, roaming where the user identifiers all not allowed to get services from the network. The following are the main principles of the solution:

-
Multiple user identifiers are already configured or available on the device (e.g. One App is installed in the device and some user identifiers are configured in the App).

-
During Registration, UE shall provide the indication for the support of User Identifier feature. AMF gets the subscriber data information along with associated user identifiers from UDM. In the Registration Accept, AMF will provide the user identifier information to the UE.

NOTE 1:
User Identifier information like whether a particular user identifier is allowed to avail service during roaming or location. The details of User Profile containing user identifier will be handled in different papers.

Enforcement for one active user identifier in the network:

-
When a particular user invokes a particular application then UE triggers PDU Session establishment by providing the corresponding user identifier (e.g. User1) to the network. After successful authentication and authorization of the user identifier, SMF queries with UDM to check whether any PDU session is established with user identifiers. Upon getting response from UDM with no PDU Session, SMF process the ongoing PDU Session and then PDU Session is successfully established. SMF stores this user identifier in the UDM along with PDU Session ID (PDU1).

NOTE 2:
Authentication and Authorization of the user identifier will be handled in different papers.

-
When a different user invokes another application (e.g. device is idle and User1 is not using the device) then UE triggers a new PDU Session establishment by providing corresponding user identifier (e.g. User2) to the network. If the same SMF is received the PDU Session which has handled the earlier PDU Session then SMF can identify that already one user identifier has established PDU Session(User1). Then SMF rejects the PDU Session for User2 by providing a suitable cause code.

-
If a different SMF receives the PDU Session then SMF first queries with UDM to check whether any PDU session is established with user identifiers. Upon getting response from UDM about already established PDU Session (e.g. PDU1) with user identifier User1, SMF rejects the PDU Session for User2 by providing a suitable cause code.

-
There can be some AF provided policy for user identifiers made available at SMF (e.g. received from UDM while getting SM Subscriber data, associated user identifiers details can be provided) which indicates the priorities among user identifiers while accessing service through the same subscription. If the policy indicates that User2 is having higher priority than User1, then SMF accepts the PDU Session for User2 and provides indication to release the Session for User1 to UDM. UDM shall trigger release of PDU Session of User1.

Enforcement of location for user identifier in the network:

-
When a particular user invokes a particular application then UE verifies whether it is inside the service area where this particular user identifier is allowed to get service. If it is inside the service area then UE triggers the PDU Session by providing corresponding user identifier to the network. If the UE is outside of the service area then UE does not trigger the PDU Session and display to the user that in this location service is not available.

-
For an already established PDU Session If UE moves to the location outside of the service area where user identifier is not allowed to get service then UE shall deactivate the PDU Session and does not send any user plane packet.

-
If SMF receives any PDU Session in an area where user identifier is restricted to get service then SMF shall reject the PDU with suitable cause code.

-
For an already established PDU Session SMF shall not send any user plane packets when UE is outside of the service area where user identifier is not allowed get service.

Enforcement of roaming for user identifier in the network:

-
When a particular user invokes a particular application then UE verifies whether this user identifier is allowed to get service while roaming. If it is not allowed then UE does not trigger the PDU Session and display to the user that in this location service is not available. If it is allowed the UE triggers PDU session.

-
When vSMF receives PDU Session establishment request from UE with one user identifier for Home Routed case, vSMF forwards the request to hSMF. hSMF download the subscriber data information along with associated user identifiers. If hSMF finds that the received user identifier from vSMF is not allowed to get service, hSMF rejects the PDU Session with suitable which vSMF forwards to the UE.

-
Services during roaming for LBO PDU Session is not applicable.
TS 23.503 Clause 6.6.2.3 specifies how an UE after detecting an application searches for a route selection description and when RSD is found, UE evaluates whether any existing PDU session matches the criteria or a new PDU session needed to be established. In the case when an UE finds that one new user identifier is invoking the same application which has been already invoked by a different user identifier or a different application is invoked, UE shall trigger a new PDU Session.
6.14.2
Procedures
The procedure for restriction on the usage of user identifiers.
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Figure 6.14.2-1

0.
UDM already has been provisioned with user identifier information associated with the subscription.

1.
UE send Registration Request with capability indication of supporting User Identifier.

2.
AMF gets the subscriber data from UDM along with the associated user identifier details.

3.
AMF provides the user identifier details in the Registration Accept to UE.

4.
User1 invokes one Application on the device.

5.
UE triggers PDU Session Establishment Request by providing User1 identifier.

6.
AMF selects SMF1 and send User1 identifier.

7.
SMF1 gets SM subscriber data along with user identifier details from UDM.

8.
SMF1 queries UDM to get any established PDU Session and get response of no PDU Session.

9.
SMF1 sends PDU Session Establishment Accept to UE.

10.
SMF1 register its address in UDM and provides User1 identifier along with PDU Session ID.

11.
User2 invokes one Application on the device.

12.
UE triggers PDU Session Establishment Request by providing User2 identifier.

13.
AMF selects SMF2 and send User2 identifier.

14.
SMF2 queries UDM to get any established PDU Session and get response of PDU Session associated with User1

15.
SMF2 sends PDU Session Establishment Reject to UE2 with a suitable cause code.


6.14.3
Impacts on Existing Nodes and Functionality
This solution may have the following impacts to existing entities and interfaces:

UE:

-
will send its capability indication of supporting User Identifier.

-
will enforce by deactivating user plane packets and not triggering any new SM request when outside of the service area where a particular user identifier is not allowed to get service.

-
will enforce roaming restriction for corresponding user identifier.

AMF:

-
will send User Identifier Details to UE in Registration Accept.

-
will send User Identifier to SMF while create PDU Session Context.

SMF:

-
will store User Identifier along with PDU Session ID in the UDM.

-
will fetch to know any established PDU Session associated with any user identifier from UDM while processing any PDU Session.

-
will enforce roaming restriction for corresponding user identifier.

*** END CHANGES ***
Editor's note: The trigger for new PDU session because of change in user identifier and impact on URSP is FFS.
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