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Discussion
The following solutions are proposed to address the ENs added to the solution #12:
Editor's note:	Further principles and the information included in the UIP is FFS and dependent on the use cases to be addressed.
Depends on whether SMS and IMS is to be addressed and whether UIP server is to support exposure externally.
Editor's note:	Whether and how to ensure that the UIP Client is in the UE and/or actual human user is using the UE is FFS.
There is an authentication done between the UIP Client and the UIP server. 
Editor's note:	Whether the Xuips is standardized in 3GPP e.g. in SA6 is FFS.
Whether to standardize Xuips in 3GPP can be left to conclusion phase.
Editor's note:	The high-level procedures and information flows for the solution is FFS.
For the Xuips between the UIP Client and the UIP Server some further details of the management procedures as detailed as part of the principles listed in clause 6.12.2.1.
High-level procedures for the UIP Server pushing UIP information to the 5GC.
High-level procedures for 5GC NFs to get the UIP information.
[bookmark: _Hlk161157135]High-level procedures for the 5GC NFs to use the UIP information for service differentiation.
Editor's note:	Further impacts is FFS including which NFs are to receive UIP information.
SA1 requirements in TS 22.101 includes the following related requirements:
The 3GPP system shall be able to take User Identity specific service settings and parameters into account when delivering a service.
The User Profile may include one or more pieces of the following information: 
...
-	User Identity specific service settings and parameters. 
Those shall include network parameters (e.g. QoS parameters), IMS service (e.g. MMTEL supplementary services) and operator deployed service chain settings.
-	User Identity specific network resources (e.g., network slice).
The 3GPP system shall enable a user to configure, within the boundaries set by the network operator, which services shall be available on a device where a user logs in. These services include voice, video, and messaging.
From the above SA1 requirements it seems like the folloing NFs should be able to use the UIP information for service differentiation:
PCF:	QoS differentiation, and service chain settings
IMS:	IMS service (e.g. MMTEL supplementary services, and which services shall be available on a device where a user logs in. These services include voice, video, and messaging.
5GC:		network slice
For IMS,  IMC can be downloaded for each user as part of the management procedure. This contains IMS identities and credentials for each user.
Proposal: For IMS Service differentiation each user has a subscription in IMS, including IMS identites (i.e. IMPI/IMPU) and credentials which are downloaded during user login to a UID
For SMS, handling, a user able to use a UID is proposed to have the SMS service via IMS (SMS over IP), and thus the above proposal for IMS applies. 
For enabling network slice differentiation TS 22.101 states:
The 3GPP network shall be able to take the User Profile into account when assigning a UE to a network slice, moving a UE from one network slice to another, and removing a UE from a network slice.
The 3GPP system shall support to allow a UE access to a slice based on successful User Identity authentication.
The 3GPP system shall support to deny a UE access to a slice based on unsuccessful User Identity authentication
The NFs involved in Network Slice selection for a UE are UDM, AMF, NSSF and partly PCF.
However, the following architecture assumption was agreed:
“Subscriber/subscription information will not be moved into a user profile and information from the user profile should not be used to override information in a subscription. For example, the slices and DNNs that are available to the UE do not change based on the user of the UE.”
The UDM is used to provide the subscribed S-NSSAIs to the AMF, and having UDM to restrict the subscribed S-NSSAIs to be sent to the AMF seems to be against the agreed architecture assumption i.e. it is proposed to not impact the UDM.
The NSSF is currently UE, SUPI agnostic i.e. adding per User differentiation in the NSSF seems not appropriate i.e. it is proposed to not impact the NSSF.
The AMF resides in the VPLMN if the UE is roaming i.e. in case AMF is to do some slice differentiation at roaming then some HPLMN control is required. As the UIP Server resides in the HPLMN a corresponding visited UIP Server can be introduced such that the AMF can restrict the S-NSSAIs allowed by the UE.  
The PCF is involved in providing URSP rules to the UE, e.g. the PCF could update the URSP rules in the UE (if the UE support dynamic URSP rules provisioning) based on the UIP server input. 
Proposal: For network slice differentiation the UE is provided with updated URSP rules based on the active Identifier Link.
For QoS and operator deployed service chain settings, it is enough to describe how PCF gets the UIP information and that the PCF is able to take the information account when applying the policies.

Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-32 v0.2.0:
* * * Next Change * * * *
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Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	
	

	
	<Key Issue #1>
	<Key Issue #2>
	<Key Issue #3>
	<Key Issue #4>

	#1
	X
	X
	X
	

	#2
	X
	
	
	

	#3
	X
	X
	
	

	#4
	X
	
	
	

	#5
	X
	X
	
	

	#6
	X
	
	
	

	#7
	X
	
	
	

	#8
	
	X
	
	

	#9
	
	X
	
	

	#10
	
	X
	X
	

	#11
	
	X
	X
	

	#12
	X
	X
	X
	

	#13
	
	X
	
	

	#14
	
	X
	
	

	#15
	
	
	X
	

	#16
	
	
	X
	




* * * Next Change * * * *
[bookmark: _Toc160456111][bookmark: _Toc160804344]6.12	Solution #12: User Identity Profile Server based control
[bookmark: _Toc160456112][bookmark: _Toc160804345]6.12.1	Key Issue mapping
This solution addresses KI#1, KI#2 and KI#3.
[bookmark: _Toc160456113][bookmark: _Toc160804346]6.12.2	Description
[bookmark: _Toc160456114][bookmark: _Toc160804347]6.12.2.1	User Identity Profile
The User Identity Profiles (UIPs) are stored in a UIP Server. The principles for the UIP Server are as follows:
1.	The UIPs can be managed, e.g. created, updated, and removed, by the PLMN operator.
2.	The UIPs can be managed, e.g. created, updated, and removed by trusted server (Portal) or by the UE/user, and in such case the PLMN operator authorizes the management operations.
3.	All UIP management procedures are performed from an authorized and authenticated entity.
4.	The UIP information is pushed by the UIP Server to the 5GC, optionally via the NEF.
Editor's note:	Further principles and the information included in the UIP is FFS and dependent on the use cases to be addressed.
[bookmark: _Toc160456115][bookmark: _Toc160804348]6.12.2.2	Architecture
The architecture below shows an architecture for roaming (Figure 6.12.2.2-1) and one for non-roaming (Figure 6.12.2.2-2).
The interface between the UE and the Portal is assumed to be an application layer interface out of scope of 3GPP.
The Xuips interface between the UIP Client and the UIP Server is assumed to be on application layer and not standardized by SA WG2. The Xuips interface can be standardized by e.g. SA6, but whether to standardize it or not is to be determined during conclusions.
Edior's note:	Whether and how to ensure that the UIP Client is in the UE and/or actual human user is using the UE is FFS.
Edior's note:	Whether the Xuips is standardized in 3GPP e.g. in SA6 is FFS.
The Portal is a trusted entity from the HPLMN perspective, and can e.g. be managed by the HPLMN operator or a trusted partner.


Figure 6.12.2.2-1: High-level roaming architecture


Figure 6.12.2.2-2: High-level non-roaming architecture
[bookmark: _Toc160456116][bookmark: _Toc160804349]6.12.2.3	Authentication and Authorization
The UIP management procedures are performed from an authorized and authenticated entity.
The User Identifier associated with the UIP is authenticated at the UIP management procedures e.g. for creating, removing an Identifier Link (link and unlink), and activating an Identifier Link.
Based on operator policy the User Identifier can be authenticated using secondary authentication with the UIP server acting as the DN-AAA server.
NOTE:	Security requirements are to be addressed by SA WG3.
[bookmark: _Toc160456117][bookmark: _Toc160804350]6.12.3	Procedures
Edior's note:	The high-level procedures and information flows for the solution is FFS.
6.12.3.1	General
The procedures are divided into management procedures to manage the UIP in the UIP server, including to support user login in the UE, and procedures for UIP information provisioning to 5GC NFs and UE.
Authentication of the user is also supported.
6.12.3.2	Management procedures
The management procedures can be separated into what subscription "owner/admin" can do compared to non-admin e.g. family member can do.
The figure 6.12.3.2-1 shows a flow for managing the UIP information in the UIP server via the UE's UIP client.



Figure 6.12.3.2-1: Management of UIP via UIP Client
0.	User prepares the UE e.g. downloading a UIP client, creates login, gets UIDs to be used and credentials to be used in first login, assigns a profile (to be used by PCF when user logs in) etc. This can be done via the portal and towards the UIP server, or via UIP client to UIP server.
1.	User login to UE and the UIP client, possibly including a local authentication of the user. In case of new UID, the UIP client gets a new set of credentials. 
2.	UIP client issues an Xuips_UIPupdate request e.g. indicating a new user login (applies to admin of UIP as well as non-admin of UIP).
3.	An authentication of the user is done, via UP or may be done using a secondary authentication (before step 2) in which case the UIP client requires a specific DNN as per installed URSP rules. The secondary authentication for user authentication is described below in figure 6.12.3.3-1.
4.	The UIP Server determines whether to update 5GC e.g. new user login making a User Link active, the UIP Server update of 5GC is covered in clause 6.12.3.4.
5.	The UIP server may reply with information related to the new user or simply result of login.
6.	The UIP client may display options to the user, e.g. if user admin the user can add new User Links and configure what service differentiation to enable when the User Links is active.
7.	The user selects an option to update the UIP information
8.	The UIP client issues an Xuips_UIPupdate request as per user selection, admin of the UIP can e.g.:
-	Adding or removing a User Link;
-	Updating UIP information e.g. configure what service differentiation to enable when a certain User Link is active.
9.	The UIP Server determines whether to update 5GC, the UIP Server update of 5GC is covered in clause 6.12.3.3.
10.	The UIP server replies with result of the request.
The above flow shows how to update the UIP information via a UIP client protocol, the same type of information can be updated via the Portal using web services.
6.12.3.3	Use of secondary authentication
The figure 6.12.3.3-1 is a copy of figure 4.3.2.3-1 in TS 23.502 [5]. As a pre-requisite, URSP of the UE has rules to establish a dedicated PDU session (specific DNN) for the UID client.  In this procedure the UIP server acts as the DN-AAA server.


[bookmark: _MON_1584769855]Figure 6.12.3.3-1: copy of figure 4.3.2.3-1 in TS 23.502 [xx].
The procedure re-uses existing secondary authentication as is and in this case, the DN-specific identity is the User Identifier.
NOTE:	Alternatively, the HTTP based secondary authentication for USS/UAV Authorization/Authentication (UUAA) during the PDU Session Establishment as defined in 3GPP TS 23.256 [xx] could be used instead, in which case the SMF interacts with UIP server acting as USS via NEF. 
6.12.3.4	UIP information provisioning to 5GC NFs and UE


Figure 6.12.34-1:	UIP information provisioning to 5GC NFs and UE by UIP server 
The procedure is based on the Service Parameter Provisioning in TS 23.502 [] clause 4.15.6.7.2 with the following differences:
-	AF is replaced with UIP server.
-	Adding UID to the contents of Nnef_ServiceParameter_create operation to influence the URSP rules
-	Only SUPI or GPSI can be the target, if GPSI is used, then NEF translates it to SUPI.
-	Step 5: PCF generates the URSP rules with UID in the Traffic Descriptor. 
-	Step 8: If the UIP server gets failure to deliver URSP for the UID the UIP server may abort the login.
-	Step 9:	The UIP Server requests to update the policies (AM, SM) to adapt to the new UID, and provides UID profile id. The request is sent as described in TS 23.502 [] clause 5.2.5.8.2, Npcf_AMPolicyAuthorization, and Npcf_PolicyAuthorization in clause 5.2.5.3.2 and adding a new PCF service to updates the PDU Session including the default QoS towards the PCF using the SUPI.
Based on step 9, the PCF updates the SMFs with new PCC rules which includes the UID (for charging purposes) and possibly QoS updates, but PCF does not need any specific logic to handle the UID. The PCF may also trigger release of PDU sessions if the provided profile has no support for certain DNNs.
6.12.3.5	UIP information provisioning for IMS
As part of a successful login and management procedures with the UIP Server, each user gets IMC ( (if this is part of the UID subscription). Then, after the successful login with the UID, the UE de-registers IMS registrations not associated with the UID and uses the received IMC associated to the logged-in UID to register to IMS.
From IMS Core Network point of view, each UID registers in IMS independently using its own set of IMC identifiers (i.e. IMPI/IMPU) and credentials obtained during successful login and management procedures with the UIP Server. 
6.12.3.6	UIP information related to roaming
The UIP server makes sure the URSP guidance information or PCF makes sure the URSP information only allows for PDU session related to DNNs that are always home routed (this requires some co-ordinated configuration in UDM and PCF).
6.12.3.7	Exposure
The UIP server uses exposure interface to interact with the 5GC e.g. to influence QoS.
The UIP server also provides exposure interface e.g. to operator portal as to be able to manage the UIP information in the UIP server this includes similar information as enabled for the UIP Client as to enable e.g.an admin to manage the UIP server information remotely when a dedicated UIP client is not available. The information is exposed via a NEF and can include e.g.:
-	UIPs e.g., User Links can be managed, e.g. created, updated, and removed;
-	User Authentication
-	Notify information of Active Identifier Link.
[bookmark: _Toc160456118][bookmark: _Toc160804351]6.12.4	Impacts on services, entities and interfaces
Editor's note:	Further impacts is FFS including which NFs are to receive UIP information.
UIP Server:
-	A new server managing containing the User Identity Profiles and user identity links, outside the 5GC.
-    UIP server authenticates user identities during management procedures. Additionally, UIP server may authenticate user identities during control plane secondary authentication procedure acting as DN-AAA. 
- 	UIP server translates the user identity profile settings for the active identity link to applicable 5GC settings pushed to the 5GC via NEF or directly to NFs, e.g. PCF, as UIP server is inside HPLMN trust domain. 
5GC NF/NEF:
-	Impacts to (new or existing) service operations to transfer User Identity Profile information from the UIP server to the 5GC.
UE:
-	Support of client to update the User Identity Profiles in the UIP Server.
-	URSP per UID support
SMF:
-	get the UID from PCF to be used in charging interface  
PCF:
-	possibility to update existing PDU session, e.g. the default QoS flow, and AM/UE policies.
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