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Abstract: This paper proposes a solution for KI#1. 
1. Discussion
[bookmark: _Hlk162692641]In FS_UIA_ARC, the Key Issuse#1 focuses on how to support identifying the human user of a UE’s 3GPP subscription when the human user access services via the 5GS using a user identifier. 
When the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time and it is assumed that the specific user identifier is associated with all of the UE’s traffic during the time that specific user identifier is active with the UE’s subscription. 
The solution to KI#1 will address:
-	whether and how the 5GC supports identifying the User Identifier that is associated with a UE's traffic, and
-	whether and how User Identifiers are linked and unlinked (i.e. associated) with 3GPP subscriptions in an operator-controlled manner.
The assumption is that 
When the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time and it is assumed that the specific user identifier is associated with all of the UE's traffic during the time that specific user identifier is active with the UE's subscription
Therefore, the PDU session established by the previous user connected should be released when a new user logs in the same UE or when the current user request to log out the user identifier. This solution addresses how the 5GC deal with the traffic associated with the User Identifier when the User Identifier is unlinked with the UE.
The solution may be used in conjunction of other proposal related to the authentication, which is not shown in the solution. 
2. Text Proposal
A solution is proposed for KI#1 for incorporation in the UIA_ARC TR23.700-32.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc160456295][bookmark: _Toc160456043][bookmark: _Toc157692397][bookmark: _Toc157447962][bookmark: _Toc153818189][bookmark: _Toc93073662][bookmark: _Toc57532437][bookmark: _Toc57530236][bookmark: _Toc57236595][bookmark: _Toc57236432][bookmark: _Toc54968110][bookmark: _Toc54930305][bookmark: _Toc50536533][bookmark: _Toc44311891][bookmark: _Toc43906765][bookmark: _Toc43906649][bookmark: _Toc30694627][bookmark: _Toc26431229][bookmark: _Toc26386423][bookmark: _Toc23402418][bookmark: _Toc23402388][bookmark: _Toc22192650][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
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[bookmark: startOfAnnexes][bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157447963][bookmark: _Toc157448170]* * * * Second change (all new text below) * * * *
6.X	Solution #X: < Solution for Unlinking User Identifier with UE>
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc157447964][bookmark: _Toc157448171]6.X.1	Key Issue mapping
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157447965][bookmark: _Toc157448172]The solution addresses Key Issus#1.
6.X.2	Description
The solution to KI#1 will address:
-	whether and how the 5GC supports identifying the User Identifier that is associated with a UE's traffic, and
-	whether and how User Identifiers are linked and unlinked (i.e. associated) with 3GPP subscriptions in an operator-controlled manner.
[bookmark: _Hlk162692680]In this study is assumed that only one user can be connected at given time to the UE. Therefore, the PDU session(s) established by the previous user should be released when a new user logs in the UE or when the current user is logged out. This solution addresses how the 5GC deals with the traffic associated with the current User Identifier when the User Identifier is unlinked with the UE.
This solution considers the following scenarios:
- New user logs in (i.e. when new user identifier is authenticated and authorized)
- Current user identifier logs out
Scenario 1: a new user logs in:
When a new user logs in, the authentication and authorization procedure will be performed for the new user identifier. If the new user identifier is successfully authenticated and authorized, the 5GC will link the new user identifier and the UE. In addition, if there is a user identifier linked with the UE before, the 5GC will also unlink the previous user identifier and the UE with the procedure to remove the context of the previous user identifier and release all PDU session(s) associated with the previous user identifier.
Scenario 2: Current user identifier logs out
When a user determines to log out the user identifier on the UE, it can send the unlink request to the UE, which will trigger the UE to initiate a procedure of unlinking the user identifier with the UE. During this procedure, the 5GC will remove the context of the current user identifier and release all PDU session(s) associated with the user identifier.
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc157447966][bookmark: _Toc157448173]6.X.3	Procedures
[bookmark: _Hlk162692696]6.x.3.1 General
In this solution, separate procedures are provided for the two different scenarios. Clause 6.x.3.2 describes the procedure for new user logs in, while clause 6.x.3.3 describes the procedure for current user identifier’s de-registration.
[bookmark: _Hlk162692708]6.x.3.2 Procedure for new user logging in
This procedure takes place when a new User identifier is linked to the UE.


Figure 6.x.3.2-1: Procedure for new user logging in
0.	The User with User ID#1 requests to be linked to the UE. The authentication and authorization procedure is performed. When the User ID#1 is authenticated and authorized successfully, AMF stores the User ID#1 in the context. The UE may establish one or more PDU sessions associated with the User ID#1.
1.	The User with User ID#2 requests to be linked to the UE. The UE initiate the authentication and authorization procedure for User ID#2.
NOTE:	The authentication and authorization procedure is not described in the solution, since it may be any authentication and authorization mechanism define by other solutions.
2.	When the User ID#2 is authenticated and authorized successfully, the AMF stores the User ID#2 in the context of the UE. When the AMF determines that the User ID#2 is different from the User ID#1 which is previously stored in the UE context, the AMF replace the User ID#1 with the User ID#2 and trigger to release all PDU session(s) associated to the User ID#1, if any. If there is PDU session which is not linked to the User Identifier, such as PDU session linked to the services running on UE in parallel, the PDU session shall be kept.
3.	The AMF triggers the PDU Session release procedure by sending the Nsmf_PDUSession_ReleaseSMContext Request message to SMF including the SM Context ID of the PDU Session associated with the User ID#2, which should be released.
4.	The 5GC continues the existing PDU session release procedure as specified in figure 4.3.4.2 in TS 23.502 [5] to release the PDU Session(s).
6.x.3.3 Procedure for current user ID logging out
This procedure takes place when a user request to unlink a User Identifier with the UE (e.g. log out the user identifier).


Figure 6.x.3.2-1:  Procedure for current user ID logging out
[bookmark: _GoBack]1.	The User may perform unlinking with the UE (e.g. User performs log out). This step is outside the 3GPP scope.
2.	If the UE receives the unlinking request by User or detects the User is no more “connected”, the UE sends NAS message (e.g. Deregistration Request or PDU Session Release Request) including the 5G-GUTI, User ID and the indication of User unlink indicating that the User ID is unlinked with the UE.
3.	The AMF verifies if the User ID is linked to the UE before by checking if the User ID is included in the UE context. If yes, the AMF triggers Nsmf_PDUSession_ReleaseSMContext to SMF to release all existing PDU Session(s) associated to the User ID and removed the User ID from the UE context.
4.	The 5GC continues the PDU Session Release procedure to release the PDU Session(s) as specified in figure 4.3.4.2 in TS 23.502 [5] from step 2a to step 15.
5.	The AMF sends NAS message (e.g. Deregistration Accept or PDU Session Release Command) to UE to indicate that the User ID has been unlinked.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc157447967][bookmark: _Toc157448174]6.X.4	Impacts on services, entities and interfaces
UE:
-	Trigger the user unlink procedure by sending the NAS message including indication of User Unlink and User ID.
AMF:
-	Trigger the PDU Session release procedure after identifying a new user logs in the UE or a current User ID is logged out.

* * * * End of changes * * * *
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