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Abstract: A new solution is proposed to address the KI#4 for Identification and Authentication of the User Identity.
1. Introduction/Discussion
This paper proposes a new solution, similar as defined in subclause 6.5, i.e. Solution#5, for identifying the non-3GPP devices behind the UE/5G-RG case. 
2. Text Proposal
It is proposed to capture the following texts vs. TR 23.700-32.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc532993704]6.x	Solution for non-3GPP device behind UE/5G-RG
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc157447964][bookmark: _Toc157692399]6.X.1	Key Issue mapping
This solution addresses key issue #4, "Identifying non-3GPP Devices Connecting behind a UE or 5G-RG ".
6.X.2	Description
Considering the non-3GPP device is used by human user, e.g. a person uses its PC to access the 5GC via the UE which is treated as wifi hot spot, or the non-3GPP device from different user connects to 5G-RG as community hot spot, it is proposed to apply the User ID to identify the non-3GPP device, same as for key issue #1.
This solution is quite similar as Solution#5, for KI#1, to apply User ID to identify the traffic to/from UE or 5G-RG when the traffic is associated with the non-3GPP devices behind the UE or 5G-RG. The User ID can be allocated by the operator or the third party, and it will be stored together with User Identity Profile in the UDM/UDR, as described in the subclause 6.5.2. 
The major difference from Solution#5 is that the AM subscription data of the UE/5G-RG  are extended to include the following IE, to control the maximum number of concurrent users accessing from the UE/5G-RG:
· Maximum number of User IDs: this IE is optional for the UE/5G-RG subscription data. It indicates that the total number of concurrent User Ids accessing from the UE/5G-RG cannot exceed the number defined in this IE. 
6.x.3	Procedures
6.x.3.1	Solution# X.1: User Identity authenticated by DN-AAA
This procedure describes the User ID for employee, i.e. Case 1, being authenticated by the Secondary authentication mechanism and 5GC provides the different QoS and charging policy for the different User IDs. As this User Identity for employee is allocated by the company (i.e. the third party), the credential for this User ID is stored in the DN-AAA.
The procedure is the same as the solution defined in subclause 6.5.3.1, with the following difference:
Step 1: The AMF may receive the Maximum number of the User IDs from UDM in UE AM subscription data. 
Step 2: The UE obtains the User ID from non-3GPP device via application layer, or the UE is configured to apply the different User ID correlated with the different non-3GPP device based on the UE local configuration. Then the UE triggers the PDU session establishment procedure for the User ID based on the extension of URSP. To be more specific, the URSP is extended to include User ID in the Traffic description and the Route selection components as below (the existing URSP parameters are omitted in the following Table 6.x.3.1):
[bookmark: _CRTable6_6_2_12]Table 6.x.3.1: UE Route Selection Policy Rule
	Information name
	Description
	Category
	PCF permitted to modify in a UE context
	Scope

	Traffic descriptor
	This part defines the Traffic descriptor components for the URSP rule.
	Mandatory

	
	

	User ID
	Matched against a User ID correlated with a non-3GPP device behind UE/5G-RG. 
	Optional
	Yes
	UE context

	Route selection components
	This part defines the route selection components
	Mandatory

	
	

	User ID 
	A single value of User ID. (NOTE 1) 
	Optional
	Yes
	UE context

	NOTE 1: This parameter is present, if a new PDU Session needs to be established for this User ID for differentiated Policy and Charging control..



If User ID is present in the Traffic description but not in the Route selection components, then different User ID may share the same PDU session, similar as defined for PIN ID or Connectivity Group ID. In this case, the UE will trigger the PDU session modification procedure to involv the new User ID to the existing PDU session. Correspondingly, the Secondary authentication procedure is extended to be performed during the PDU session modification procedure, with the following difference:
Step 3-4: If the Maximum number for the User IDs is received in the UE AM subscription data, the AMF will check if the total number of concurrent User IDs exceeds the Maximum number of the User IDs. If yes, no more new User ID can access 5GC via this UE, and the AMF rejects the PDU session establishment procedure. 
Step 5-9: The same as defined in subclause 6.5.3.1, except that the EAP messages are forwarded to the non-3GPP device by the UE in step 6b.
Step 10-11: If more than one User ID can share the same PDU session, and Framed Route mechanism as defined in TS 23.501 subclause 5.6.14 is supported, the SMF can obtain Framed Route information from DN-AAA or UE SM Subscription data. Additionally, the SMF can further send the Framed Route information to the UE in the PDU session establishment Accept message. The UE then allocates the IP address for the non-3GPP device based on the Framed Route information received from the network. Optionally, the UE may report the User ID and the allocated IP address to the 5GC in the PDU session modification procedure, and the SMF sends he User ID and the related IP address to the PCF to obtain QoS or charging policy for the traffic related with this User ID. 
6.x.3.2	Solution# X.2: User Identity authenticated by AUSF/UDM
This procedure describes the solution for User ID of home, i.e. Case 2, if the the User ID needs to be authenticated by the AUSF/UDM. 
The procedure is the same as the solution defined in subclause 6.5.3.2, with the the following difference:
Step 1-4: The 5G-RG registers to the 5GC and triggers the PDU session establishment procedure, the same as described in subclause 6.x.3.1 from step 1 to step 4. 
Step 5-13: The same solution as defined in subclause 6.5.3.2, except that the EAP messages are forwarded to the non-3GPP device by the 5G-RG in step 9 and 12. 
6.x.3.3	Solution# X.3: User Identity authorized without authentication procedure
This procedure describes the solution for User ID of home, i.e. Case 2,  if  authentication is not needed for this User ID. 
The procedure is the same as the solution defined in subclause 6.5.3.3, with the following difference:
Step 1-4: The 5G-RG registers to the 5GC and triggers the PDU session establishment procedure, the same as described in subclause 6.x.3.1 from step 1 to step 4. 
Step 5-11: The same solution as defined in subclause 6.5.3.3.
[bookmark: _Toc532993705]6.X.4	Impacts on services, entities and interfaces
The solution has impact on the UE/5G-RG and some NFs as defined in subclause 6.5.4 with following differences: 
[bookmark: _GoBack]UDM/UDR:
-	UE/5G-RG AM subscription data is extended to introduce Maximum number of User IDs.
PCF:
-	URSP is extended to include the User ID.
AMF:
-	Support the Maximum number control for the concurrent User Ids based on the UE/5G-RG AM subscription data.
SMF:
-	Support to send the Framed Route information to the UE in the PDU session establishment Accept message.
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