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1	Discussion
This document describes a solution addressing KI#4. The coverage of this document focuses on achieving end to end solution for the non-3GPP Devices connecting behind the UE or a 5G-RG, as defined as a problem statement as part of KI#4.
2 	Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23.700-32 as follows.
[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc23326074][bookmark: _Toc25934675][bookmark: _Toc26337055][bookmark: _Toc31114302][bookmark: _Toc43392576][bookmark: _Toc43475372][bookmark: _Toc50558976][bookmark: _Toc54940331][bookmark: _Toc54952046][bookmark: _Toc57233494][bookmark: _Toc68068806][bookmark: _Toc93305720][bookmark: _Toc152046440]6.0	Mapping Solutions to Key Issues
Table 6.0-1: Mapping Solutions to Key Issues
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* * * * Next change (All new text) * * * *
[bookmark: _Toc93305721][bookmark: _Toc152046441]6.X	Solution #X: Identification and Policy Control for non-3GPP Devices with multiple PDU Sessions.
[bookmark: _Toc16839383][bookmark: _Toc23236015][bookmark: _Toc93305722][bookmark: _Toc152046442]6.X.1	Introduction
For the non-3GPP Devices connecting behind the UE or a 5G-RG for whom the problem statement is defined in KI#4 is described in this solution.
[bookmark: _Toc16839384][bookmark: _Toc23236016][bookmark: _Toc93305723][bookmark: _Toc152046443]6.X.2	Functional Description
[bookmark: _Toc16839385][bookmark: _Toc23236017][bookmark: _Toc93305724]How a non-3GPP Device user identifier is used by the network to identify and implement the policies for the traffic to/from UE or 5G-RG for the traffic identified for the corresponding non-3GPP Device user identifier, is described here. 
The mention of UE in subsequent sections needs to be considered as applicable for UE and 5G-RG.

Figure 6.X.2-1: Representation of non-3GPP Device access
This solution aims at using the existing 5GS capabilities, without bringing in drastic changes, but effectively and efficiently address the non-3GPP device user identity use case.
Pre-Requisites:
UE has an inbuilt authentication capability or is configured to access an external AAA server, which the UE could use to authenticate the device user identity. An EAP based device authentication can be carried out. This aspect is not discussed under this solution and not in the scope of the study.
The non-3GPP Devices behind the UE are individually configured with the non-3GPP Device user identities.
The non-3GPP Device user identities that are connecting to a specific UE are unique.
Accordingly, the devices can connect to the UE, through a WLAN SSID kind of connection (Other kinds of connectivity such as Bluetooth may also be applicable), which is not in scope of this study.
Brief of the solution:
The UE, as part of the Registration indicates to the network if it supports non-3GPP Device user identities.
When the UE indicates that it supports non-3GPP Device user identities during the Registration procedure, the PCF for the UE may provide URSP rules for each of the non-3GPP Device provisioned for the UE. 
A new Traffic Descriptor (TD) component called Device User Identifier is considered as part of the URSP. This TD component is used by the UE/5G-RG to match the non-3GPP Device user identifier that is generating the traffic, so that the UE/5G-RG may route traffic generated from different non-3GPP Devices using different PDU sessions. It is possible that different Device User Identifiers in the TD may be provided with the same DNN/S-NSSAI parameters.
When the non-3GPP Device identified by the UE, tries to connect, and initiate traffic, based on the TD defined for the Device User Identifier in the URSP rules received by the UE, the UE establishes a specific PDU session with the associated DNN/S-NSSAI.
Accordingly, the network provides differentiated policy for the non-3GPP Device provisioned for the UE and used behind the UE.
[bookmark: _Toc152046444]6.X.3	Procedures
6.X.3.1	Updates to the URSP
A new Traffic Descriptor (TD) component called Device User Identifier is considered as mentioned in the below table. This TD component is used by the UE / 5G-RG to match the non-3GPP Device user identifier that is generating the traffic.
[bookmark: _CRTable6_6_2_12][bookmark: _Toc16839386][bookmark: _Toc23236018][bookmark: _Toc93305725]Table 6.X.3.1-1 of 3GPP TS 23.503 Table 6.6.2.1-2: UE Route Selection Policy Rule
	Information name
	Description
	Category
	PCF permitted to modify in a UE context
	Scope

	Rule Precedence
	Determines the order the URSP rule is enforced in the UE.
	Mandatory
(NOTE 1)
	Yes
	UE context

	Indication for reporting URSP rule enforcement
	Determines the need for reporting the URSP rule enforcement in the UE.
(NOTE 10)
	Optional
	Yes
	UE context

	Traffic descriptor
	This part defines the Traffic descriptor components for the URSP rule.
	Mandatory
(NOTE 3)
	
	

	Application descriptors
	It consists of OSId and OSAppId(s) (NOTE 2, NOTE 8).
	Optional
	Yes
	UE context

	IP descriptors
(NOTE 6)
	Destination IP 3 tuple(s) (IP address or IPv6 network prefix, port number, protocol ID of the protocol above IP) (NOTE 8, NOTE 12).
	Optional
	Yes
	UE context

	Domain descriptors
	FQDN(s) or a regular expression which are used as a domain name matching criteria (NOTE 7, NOTE 8).
	Optional
	Yes
	UE context

	Non-IP descriptors
(NOTE 6)
	Descriptor(s) for destination information of non-IP traffic (NOTE 8, NOTE 12).
	Optional
	Yes
	UE context

	DNN
	This is matched against the DNN information provided by the application (NOTE 8).
	Optional
	Yes
	UE context

	Connection Capabilities
	This is matched against the information provided by a UE application when it requests a network connection with certain capabilities (NOTE 4, NOTE 8) or traffic categories (NOTE 5).
	Optional
	Yes
	UE context

	PIN ID
	Matched against a PIN ID for a specific PIN configured in the PEGC (NOTE 9).
	Optional
	Yes
	UE context

	Connectivity Group ID
	Matched against a Connectivity Group ID for a specific Connectivity Group configured in the 5G-RG (NOTE 11).
	Optional
	Yes
	UE context

	Device User Identifier
	This is matched against the identity of the Device user identifier representing the non-3gpp device assigned. (NOTE 13).
	Optional
	Yes
	UE context

	List of Route Selection Descriptors
	A list of Route Selection Descriptors. The components of a Route Selection Descriptor are described in table 6.6.2.1-3.
	Mandatory
	
	

	NOTE 1:	Rules in a URSP shall have different precedence values.
NOTE 2:	The information is used to identify the Application(s) that is(are) running on the UE's OS. The OSId does not include an OS version number. The OSAppId does not include a version number for the application.
NOTE 3:	At least one of the Traffic descriptor components shall be present.
NOTE 4:	The format and some values of Connection Capabilities, e.g. "ims", "mms", "internet", etc. are defined in TS 24.526 [19]. More than one Connection Capabilities value can be provided.
NOTE 5:	The format and values of Connection Capabilities Traffic Descriptor to match against standardized traffic categories are defined in TS 24.526 [19] according to the requirements in GSMA PRD NG.135 [39]. The reserved values of Connection Capabilities to match operator-specific traffic categories are specified in TS 24.526 [19]. Traffic categories requested by the UE application are independent from the UE's Operating System. Operator-specific traffic categories values are out of scope of 3GPP specifications. Details on how UE applications indicate traffic categories to the UE's Operating System are out of scope of 3GPP specifications.
NOTE 6:	A URSP rule cannot contain the combination of the Traffic descriptor components IP descriptors and Non-IP descriptors.
NOTE 7:	The match of this traffic descriptor does not require successful DNS resolution of the FQDN provided by the UE Application.
NOTE 8:	Not applicable for PINE traffic.
NOTE 9:	The PCF delivers traffic descriptor with PIN ID based on S-NSSAI/DNN as specified in clause 6.2.1.3. PIN ID only applies to traffic to/from PINEs. PIN ID and other traffic descriptor components are mutually exclusive, i.e. if PIN ID is included in a URSP rule, then no other traffic descriptor components are supported in the same URSP rule.
NOTE 10:	A URSP rule can contain this indication only if the URSP rule includes a Connection Capabilities Traffic descriptor.
NOTE 11:	Only applies to traffic to/from NAUN3 devices behind the 5G-RG (as defined in TS 23.316 [27]) and may only be combined with IP descriptors and/or non-IP descriptors in the same URSP rule.
NOTE 12:	May also be applied for traffic from NAUN3 devices behind the 5G-RG (as defined in TS 23.316 [27]).
NOTE 13:	To achieve unique policy, it is expected that the non-3GPP Device user identities are unique behind the UE/5G-RG.



6.X.3.2	UE support for non-3GPP Device user identities
[bookmark: _Toc20203931][bookmark: _Toc27894616][bookmark: _Toc36191683][bookmark: _Toc45192769][bookmark: _Toc47592401][bookmark: _Toc51834482][bookmark: _Toc153801611]Reference is made to TS 23.502, section 4.2.2.2.2 General Registration.



[bookmark: _CRFigure4_2_2_2_21]Figure 6.X.3.2-1 from 23.502 Figure 4.2.2.2.2-1: Registration procedure
In step 1, the UE provides [UE Policy Container (the list of PSIs, indication of UE support for ANDSP, the operating system identifier, Indication of URSP Provisioning Support in EPS, UE capability of reporting URSP rule enforcement to network, UE capability of supporting VPLMN-specific URSP rules, UE capability of supporting Device User Identifiers)]
In step 3, the above information consisting of UE capability of supporting Device User Identifiers is sent from RAN to AMF.
6.X.3.3	Service parameter provisioning and URSP updates


[bookmark: _CRFigure4_15_6_71][bookmark: _CRFigure4_15_6_7_21]Figure 6.X.3.3-1 from 23.502 Figure 4.15.6.7.2-1: Service specific information provisioning by AF to HPLMN
0a. The AMF establishes UE Policy Association as specified in clause 4.16.11. The UE Policy Container may include the UE capability of supporting Device User Identifiers.
2, 3, 4, and 5. As part of the AF guidance on URSP determination, the AF request to configure URSP rules containing a “Device User Identifier” Traffic Descriptor which is provisioned into the UDR.
6. PCF decides to provide URSP rule containing the “Device User Identifier” Traffic Descriptor, based on the UE policy information that is available to it and based on the indication from UE to support the new URSP traffic descriptor component. 
Note 1: The PCF based on the operator policies can limit the number of “Device User Identifier” TD that can be sent as part of the URSP. 
Note 2: Any additional non-3GPP devices apart from the received in the URSP can use PDU Session established with the default DNN/S-NSSAI that is part of the “match-all” criteria.
6.X.3.4	URSP provisioning as part of UE Policy Association procedures
During the UE Policy Association Establishment and Modification procedures, the PCF includes the provisioned URSP rules that may also consist of “Device User Identifier” Traffic Descriptor.
6.X.3.5	Policies for the non-3GPP Device User Identifiers
As per the above sections, each individual non-3GPP Device has an individual PDU Session with a corresponding DNN/S-NSSAI. PCF for the PDU Session based on these received parameters implements polices for the PDU Session as done currently by invoking the Nudr_DM_QueryRequest. 
The UDR is provisioned with the policies for each of the corresponding DNN/S-NSSAI sub key for the SUPI that may be used by the PDU Session.
[bookmark: _Toc152046445]6.X.4	Impacts on services, entities, and interfaces
UE:
· UE supports indicating UE capability of supporting Device User Identifiers.
· UE implements URSP rules based on the Device User Identifier TD based on the corresponding non-3GPP Device user traffic.
RAN:
· No impact to signalling and procedures.
PCF:
· PCF supports receiving of the URSP rules from the UDR that also consists of Device User Identifier TD, and accordingly implement based on the operator policy and UE support of Device User Identifiers, passing of URSP rules with the Device User Identifier TD.
UDR:
· UDR receives and store Device User Identifier as part of Traffic Descriptor Components.
NEF:
· NEF receives Device User Identifier as part of Traffic Descriptor Components from the AF and communicate the same to the UDR.


* * * * End of Changes * * * *
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